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Report by: The Director of Audit, Risk and Assurance   

 

 

Report Summary 
Overall Summary of the Purpose of the Report 
The attached report contains the 2018/19 internal audit annual opinion of the 
Director of Audit, Risk and Assurance on the effectiveness of the internal control 
environment for the Mayor’s Office for Policing and Crime (MOPAC) and the 
Metropolitan Police Service (MPS). It also summarises the activities and 
performance of the Directorate of Audit, Risk and Assurance (DARA).  
 
Key Considerations for the Panel 
The Director of Audit, Risk and Assurance has concluded that; ‘‘MOPAC has 
established an adequate internal control environment, which is generally operating 
effectively’, and that; ‘The MPS internal control environment has improved with the 
MPS having established an adequate governance framework, an increase in risk 
maturity with more emphasis of the quality of internal control and assurance 
provision, will secure the planned improvements and enhance its overall 
effectiveness’. 
 
Key improvements made and further areas of improvement are reflected in the main 
body of the report (p2-16) and summarised in the report below. 

 
The outcome of the EQA reflects DARA’s full compliance with public sector internal 
audit standards. DARA achieved 82% completion to draft report by the end of the 
financial year against a target of 90%, client feedback exceeded targets, timeliness 
in reporting is an area for further improvement. 
 
Interdependencies/Cross Cutting Issues 
Key areas of improvement identified in the Internal Audit Annual Report are 
addressed in the Annual Governance Statements for MOPAC and the MPS.  
 
Recommendations 
The Audit Panel is recommended to: 
Consider the Internal Audit Annual Report of the Director of Audit, Risk and 
Assurance and note the annual opinion on the effectiveness of the MOPAC and 
MPS control environments. 
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1. Supporting Information 
  

1.1 The annual opinion on the effectiveness of the MOPAC and MPS internal 
control environments is based on an assessment of the systems of 
governance, including risk management and the adequacy and effectiveness 
of the internal control framework. 

 
1.2 The Internal Audit Annual Report has informed the MOPAC and MPS Annual 

Governance Statements and improvement plans presented at this meeting. 
Key points in the Annual Report include the following. 
 
MOPAC Internal Control Environment 

1.3 The Director of Audit, Risk and Assurance has concluded that, ‘‘MOPAC has 
established an adequate internal control environment, which is generally 
operating effectively’. 
 

1.4 MOPAC continued to embed its revised business operating model as it moved 
towards the final year of delivery of the PCP. The Corporate Strategy based 
on MOPAC key strategic roles in exercising oversight and convening and 
delivering activity in support of the PCP, and in meeting statutory 
responsibilities, has become further embedded in work practices.  

 
1.5 MOPAC has a clearly defined corporate governance framework, supported by 

effective management information and reporting. Governance arrangements 
supporting the London Crime Reduction Board have been revised, and a 
number of partnership boards rationalised to improve accountability. 

 
1.6 A revised and improved framework provides a sound basis for business 

planning and performance management against PCP priorities and objectives 
and reporting to key stakeholders. There is an increased level of oversight 
with performance and risk reporting to the DMPC, and work is underway to 
further integrate financial information and report performance outputs and 
outcomes to key stakeholders.  

 
1.7 Risk maturity has increased with the integration of risk management in the 

revised business planning and programme management framework helping to 
provide on-going assurance that PCP objectives and statutory requirements 
are being met. Risk assessments inform key discussions and decisions at the 
most senior level. Increasing understanding and integration at a Directorate 
level will further enhance the process.  

 
1.8 The alignment between MOPAC and MPS risk management progressed. This 

facilitated key risk discussions at the most senior level in MOPAC and the 
MPS. As both organisations risk maturity increases the management of the 
identified shared risks will be further enhanced.      

 
1.9 The strategic framework supporting MOPAC’s role in oversight has been more 

clearly defined and developed during the year and the framework for financial 
oversight continued to improve with increased oversight of transformation and 
commercial activity. 
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1.10 There has been a significant increase in grant and commissioning funding and 
activity, the supporting control framework continued to improve, particularly in 
the financial management and reporting of commissioning activity. Increased 
evaluation and reporting of commissioning outcomes is a priority for the 
coming year. There has also been an improvement in the internal 
management, monitoring and reporting of the MOPAC budget. 
 

1.11 The Governance and Risk Working Group exercised effective oversight of the 
implementation of the MOPAC governance improvement plan and internal 
and external audit recommendations, receiving regular reports on progress 
from designated leads. Considerable improvement has been made in 
addressing those areas of improvement identified in last year’s Internal Audit 
Annual report. This level of oversight has had a positive impact in 
strengthening the MOPAC internal control environment overall. 
 

1.12 The MOPAC Annual Governance statement has been informed by DARA 
review activity and highlights planned action to further enhance the 
effectiveness of the internal control environment. Key areas (p6) include; 
increasing risk maturity at directorate level, evaluation and reporting of 
commissioning outcomes, further alignment of financial and performance 
management and increased reporting on performance outcomes.     
 
MPS Internal Control Environment 

1.13 The Director of Audit, Risk and Assurance annual opinion is; ‘The MPS 
internal control environment has improved with the MPS having established 
an adequate governance framework, an increase in risk maturity with more 
emphasis of the quality of internal control and assurance provision, will secure 
the planned improvements and enhance its overall effectiveness’. 
 

1.14 The Met’s Direction: Our Strategy 2018-25 defined the long-term operational 
priorities and provides a vision of the MPS in terms of key features, 
capabilities and behaviours it wants, and will need, over the next seven years. 
The Met’s 2018-21 Business Plan set out delivery of priorities. 
 

1.15 The business planning and performance management control framework has 
improved. Met Direction for 2025 provides the foundation for planning activity 
setting the priorities against which the business plan is formulated. The move 
to a multi-year plan saw closer alignment to the Control Strategy, although 
more work is required to ensure that strategic and operational tasking are fully 
aligned. The recently introduced performance management framework is a 
significant development focusing on the key measures to deliver outcomes 
aligned to the business plan and strategic objectives, which is supported by 
effective oversight of the Performance Board and Performance Group. 

 

1.16 Initial steps have been taken to commence the alignment of business and 
financial planning, this will be fully achieved in the 2020/21 iteration of the 
plan. The business planning and performance framework is to become further 
embedded across the MPS, and there remains a need for integration with the 
wider risk management and assurance frameworks. This is crucial to inform 
the business planning cycle, management of key risks and increase the 
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effectiveness of the overall internal control environment. The MPS AGS 
recognises this as an improvement area along with enhancing insight.   

 

1.17 The Executive Redesign has been implemented and Management Board 
provide strategic direction supported by Portfolio and Investment, People and 
Training and Risk and Assurance Boards. A Portfolio and Investment Board 
(PIB) refresh led to enhanced scrutiny of investment decisions. The current 
internal review of PIB governance and assurance, aims to simplify, improve 
and strengthen the process for providing PIB and Management Board with 
consistent levels of assurance prior to decision making. This will address the 
continued need for; greater clarity of accountabilities, roles and responsibilities 
for decision making, the operation of internal governance and the quality and 
timeliness of reporting, which remain areas for further improvement. 

 
1.18 Increasing the maturity and effectiveness of the risk management framework 

is key to improving the effectiveness of the internal control environment. This 
includes effective integration with planning and performance management, 
and with the assurance frameworks to support a more robust approach to the 
identification and management of strategic risks. A defined risk appetite, 
consistency in the application of the approved risk management approach and 
more consistent focus on risk mitigation will also help assure that risks are 
properly identified at all levels within the organisation and escalated as 
appropriate. Plans are in place to achieve a greater level of risk maturity in the 
coming year and will need to be properly supported.    
 

1.19 Improving corporate assurance remains a priority in the MPS AGS. Work 
continues to define, align and integrate assurance activity and the 
Governance Improvement Plans provide the foundation for doing so but 
further progress is needed. The Portfolio Assurance Framework continues to 
embed, although this has yet to translate into business as usual activity. There 
remains a need to strengthen level 1 and 2 activity across the MPS. 

 

1.20 Governance of the Transformation Portfolio has continued to improve with 
more effective financial reporting and tracking of benefits in particular and 
Portfolio assurance continues to become embedded. Increasing capacity and 
capability to manage the scale and complexity of change, aligning business as 
usual and transformation governance and more prompt action to address 
issues highlighted by assurance activity remain key areas to address. The 
enhanced business change framework will also be embedded.   

 

1.21 The MPS ability to comply with legislation for the retention and accessibility of 
data and information remains a key risk. Capacity issues have impacted upon 
key deliverables recent additional resource has, however, been allocated and 
work continues to progress implementation of the work plan. 

 
1.22 Implementing an effective contract management framework remains a priority 

to ensure value for money is achieved from major goods and service 
contracts. Some progress has been made during the year but this needs to 
gain momentum in the coming year.    
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1.23 DARA reviews and advisory work inform the annual opinion and provide 
evidence on how effectively the internal control framework is operating. The 
outcomes of DARA activity are summarised in the Appendix to the Annual 
report, which identifies key (p25) themes. The strategic factors that will 
improve the MPS internal control environment are detailed and evaluated in 
the Annual Report (p15) and summarised above. Further progress will help 
address the underlying issues identified. 

 

 Directorate of Audit, Risk and Assurance Activity and Performance  
1.24 An  External Quality Assurance review against the Public Sector Internal Audit 

Standards concluded, ‘It is our opinion that the Directorate of Audit, Risk and 
Assurance (DARA) Fully Conforms to the requirements of the Public Sector 
Internal Audit Standards’. The report went on to say, ‘DARA is recognised 
throughout the policing sector (and indeed elsewhere in the public sector) as 
being one of the leading in-house public sector internal audit services’. 

 
1.25 Forty-six risk reviews and 36 investigations were carried out and DARA 

provided systems development and control advice on areas subject to 
significant change and completed a significant CRSA work programme.  
 

1.26 DARA completed 82% of the risk and assurance review programme to report 
stage by the end of the year below the 90% target. Increasing the level of 
engagement with the MPS is an area of focus in the coming year to ensure 
reviews can be conducted and concluded more promptly. Audit time was 
spent broadly as planned and customer satisfaction scores exceeded targets.  

 
2. Equality and Diversity Impact 

The MOPAC and MPS commitment to equality and diversity are considered in 
all activities carried out by DARA. 
 

3. Financial Implications 
There are no direct financial implications arising from the report. There is a 
risk of loss, fraud, waste and inefficiency if agreed management actions are 
not implemented effectively. Savings and recoveries made as a result of 
DARA activity enable funds to be better directed towards core policing. 
 

4. Legal Implications 
There are no direct legal implications arising from the report. 
 

5. Risk Implications 
There are no direct risk implications arising from the report. Completion of the 
audit plan enables the Director of Audit, Risk and Assurance to provide 
assurance on the effectiveness of risk management arrangements. 
 

6. Contact Details 
Report author: Julie Norgrove, Director of Audit, Risk and Assurance 
Email: julie.norgrove@mopac.london.gov.uk 
 

7. Appendices and Background Papers 
Appendix – MOPAC and MPS Internal Audit Annual Report 2018/19 

mailto:julie.norgrove@mopac.london.gov.uk
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Annual Assurance 

1 

Introduction 
 
This report contains the Director of Audit, Risk and Assurance, annual opinion on the 
effectiveness of the Mayor’s Office for Policing and Crime (MOPAC) and the 
Metropolitan Police Service (MPS) internal control environments. It also summarises 
the activities and performance of the Directorate of Audit, Risk and Assurance (DARA) 
during the year.  
 
The MPS and MOPAC each have audited body status and, therefore, a statutory 
responsibility to maintain an effective system of internal control. DARA provide the 
internal audit service to both organisations. The Director of Audit, Risk and Assurance, 
as Head of Internal Audit, is required to give an opinion on the adequacy and 
effectiveness of each of the MOPAC and MPS control environments at least annually. 
This is based on an assessment of their systems of governance, including risk 
management and the adequacy and effectiveness of the respective internal control 
frameworks. Risk and assurance audits, systems development advisory work and the 
results of investigations undertaken within each organisation during the year inform 
that opinion. The Director also takes account of relevant HMICFRS and External Audit 
reports, MOPAC and MPS annual assessments of governance and the work of internal 
review agencies as appropriate.   
 
MOPAC continued to oversee and take action to deliver its agreed priorities and 
objectives in the Police and Crime Plan as it moves towards the final year of 
implementation. The MPS produced its three-year Business Plan aligned to the Police 
and Crime Plan (PCP) and continued to face the challenge of implementing 
transformational change whilst securing considerable savings and maintaining 
frontline services at a time of increasing demand.  
 

Annual Opinion  
 
The first section of this report provides an overview of the governance, risk 
management and internal control frameworks for MOPAC and the MPS, which is 
supported by audit activity summarised in the remaining sections of the report. The 
overall opinion for MOPAC and the MPS in 2018/19 is as follows: 
 
 
 
 
 
 
 
 
 
 
 
Key areas for further improvement are; identified in pages 3 -14, summarised on page 
6 for MOPAC and 15 and 16 for the MPS and reflected in the respective Annual 
Governance Statements.  
 

MOPAC has established an adequate internal control environment, which is 
generally operating effectively. 
 
The MPS internal control environment has improved with the MPS having 
established an adequate governance framework, an increase in risk maturity with 
more emphasis on the quality of internal control and assurance provision, will 
secure the planned improvements and enhance its overall effectiveness. 
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Joint MOPAC and MPS Audit Panel 
 

The independent joint Audit Panel for MOPAC and the MPS operates in line with the 
Home Office Financial Management Code of Practice (FMCP). The Panel plays a key 
role in enhancing public confidence in the governance of policing in London. It met on 
a regular basis, receiving and considering appropriate reports from MOPAC and the 
MPS in discharging its responsibilities as defined within its terms of reference. This 
included overseeing progress made in strengthening governance and risk 
management arrangements and the internal control frameworks of both organisatons. 
Notes of meetings and Audit Panel papers are published on the MOPAC website. The 
Audit Panel conducted a review of its effectiveness in line with best practice, which will 
inform its Annual Report to the September 2019 meeting. 
 

MOPAC and MPS Internal and External Audit Arrangements 
 
DARA carry out the internal audit function for MOPAC and the MPS in line with the 
FMCP, which aims to minimise duplication and bureaucracy and increase value for 
money. This year an External Quality Assurance (EQA) review of DARA against the 
Public Sector Internal Audit Standards (PSIAS), carried out by an accredited assessor, 
concluded; ‘It is our opinion that the Directorate of Audit, Risk and Assurance 
FULLY CONFORMS to the requirements of the Public Sector Internal Audit 
Standards.’ The report went on to say, ‘DARA is recognised throughout the policing 
sector (and indeed elsewhere in the public sector) as being one of the leading in-house 
public sector internal audit services.’ 
 
The same external auditor, Grant Thornton is also appointed for MOPAC and the MPS. 
Both internal and external audit reported to the joint Audit Panel at each of its meetings 
and had direct access to the Chair in line with recognised best practice. They also met 
with ‘those charged with governance’, the Deputy Mayor for Policing and Crime 
(DMPC) for MOPAC and the Deputy Commissioner and subsequently Chief of 
Corporate Services, on behalf of the Commissioner for the MPS, at regular intervals 
during the year. 
 

MOPAC Internal Control Environment 
 

Accountability  
MOPAC is accountable to the electorate, and the Metropolitan Police Commissioner to 
MOPAC. The Police and Crime Committee (PCC) of the London Assembly keeps 
under review the exercise of the functions of MOPAC and has continued to consider 
MOPAC performance at its monthly public meetings with the DMPC in attendance.    
 
The Statutory Policing Protocol sets out how the functions of MOPAC, the 
Commissioner and the PCC are exercised in relation to each other. It defines the 
financial responsibilities of MOPAC and the Commissioner, making it clear the former 
is accountable to the public for the management of the Police Fund while the latter is 
responsible for allocated budgets following Mayoral and DMPC approval. 
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Strategic Framework 
The Police and Crime Plan (PCP) for London 2017-21 sets out the Mayor’s police and 
crime objectives, defining strategic priorities and outcomes for policing in London and 
the wider criminal justice system. It outlines MOPAC’s statutory responsibility for 
oversight of the MPS, including budget setting, performance scrutiny and strategy 
policy development. The performance and accountability framework to support 
achievement of the strategic outcomes is defined and five overarching priorities are set 
for London. 
 
MOPAC continued to embed its revised business operating model as it moved towards 
the final year of delivery of the PCP. The model focuses on; programme management, 
risk/issues management, governance, policy development, commissioning/contracts 
management, convening of partnerships, community engagement and devolution.  
 
The Corporate Strategy based on MOPAC key strategic roles in exercising oversight 
and convening and delivering activity in support of the PCP, and in meeting statutory 
responsibilities, has become further embedded in work practices. This is supported by 
a revised business planning and programme management framework, integrating the 
management and oversight of PCP priorities across MOPAC. A DARA review of the 
revised framework concluded it provides a sound basis for business planning and 
performance management against PCP priorities and objectives and reporting to key 
stakeholders. There is an increased level of oversight with performance and risk 
reporting to the DMPC, and work is underway to further integrate financial information 
and report performance outputs and outcomes to key stakeholders.  
 
MOPAC has a clearly defined corporate governance framework, which includes a;  
PCP Delivery Group, Governance and Risk Working Group, People Board, Internal 
Budget Monitoring and a Contracts and Commissioning Board. This is supported by 
effective management information and reporting, meetings of the Senior Leadership 
Team, and oversight of the Senior Management Team (SMT) and DMPC. 
 
The PCP recognises the successful delivery of the priorities is significantly dependent 
on contributions from a range of partners across London. The governance 
arrangements supporting the London Crime Reduction Board (LCRB), chaired by the 
Mayor, have been revised and a number of pan-London partnership boards 
rationalised to improve accountability between partners through the delivery of an 
agreed partnership plan. Stakeholder engagement has also been enhanced with the 
development of the Active Citizen Strategy and framework. 
 
The creation of the Violence Reduction Unit (VRU) was a significant development 
during the year. The VRU is guided in City Hall with input from the DMPC, the Deputy 
Mayor for Social Integration, Social Mobility and Community Engagement and the 
Deputy Mayor for Education and Childcare. MOPAC remains legally accountable for 
the decisions and operations of the VRU and has defined the supporting governance 
arrangements. The VRU is subject to MOPAC’s scheme of delegation and consent, 
and staff are employed on MOPAC terms and conditions. 
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Grants and Commissioning Framework  
There has been a significant increase in grant and commissioning funding and activity. 
A DARA follow up review of the grants and commissioning framework concluded it had 
continued to improve. Implementation of the restructure and considerably improved 
financial information and analysis has facilitated more effective budget and contract 
management and review. This has established the basis for the effective evaluation 
and reporting of the output and outcomes of commissioning activity, which has 
progressed during the year overseen by the Governance and Risk Working Group. 
This will continue to mature in the coming year with the planned increase in reporting 
and transparency on this crucial area of spend and activity.  
 

Risk Management and Assurance  
The joint Audit Panel received regular reports from the MOPAC Chief Executive on 
the development of the risk management framework and key strategic risks to 
MOPAC. The MOPAC Governance and Risk working group provides oversight of the 
risk register and emerging issues effecting corporate risks, and the effectiveness of 
controls in place. Risk maturity has increased with the integration of risk management 
in the revised business planning and programme management framework helping to 
provide on-going assurance that PCP objectives and statutory requirements are being 
met. Risk assessments inform key discussions and decisions at the most senior level 
within MOPAC. Increasing understanding and integration at a Directorate level will 
further enhance the process.  
 
The Governance and Risk Working Group exercised effective oversight of the 
implementation of the MOPAC governance improvement plan and internal and 
external audit recommendations, receiving regular reports on progress from 
designated leads. Considerable improvement has been made in addressing those 
areas of improvement identified in last year’s Internal Audit Annual report. This level 
of oversight has had a positive impact in strengthening the MOPAC internal control 
environment overall.  
 
The alignment between MOPAC and MPS risk management progressed. A DARA 
follow up review concluded the framework has continued to develop with improved 
identification and alignment of key strategic risks to the delivery of the PCP. This 
facilitated key risk discussions at the most senior level in MOPAC and the MPS. As 
both organisations risk maturity increases the management of the identified shared 
risks will be further enhanced.      

 
Workforce Capacity and Capability  
The restructure conducted in the previous year was implemented. This was supported 
by the publication of the MOPAC People Strategy, a review of key staff policies and 
procedures to reflect the organisational change and in some areas, revisions to 
legislation, and a revised performance and development process. Working groups led 
by MOPAC staff developed and enhanced key processes, including those that support 
recognition and reward, wellbeing and diversity and inclusion.    
 
The introduction of the People Board, chaired by the MOPAC Chief Executive has 
increased oversight of the implementation of the People Strategy and provided the 
opportunity for staff to influence the development and culture of the organisation. 
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The implementation of the restructure increased capacity and capability on 
commissioning and contract management, although recruitment to fill a number of 
posts continues. A review instigated by the MOPAC CFO and carried out by CIPFA, 
has identified the need for greater financial support to assist in the internal budget 
management of the increased commissioning funds. Considerable resource was 
dedicated to assist in the formulation of the VRU and delivering the significant number 
of commitments within the PCP is challenging. The increasingly risk informed 
discussions at a senior level enable the prioritisation of activities and allocation of 
resources to meet demands placed on available resources within MOPAC. 
 

Information Management  
A dedicated Programme Manager developed a plan, policies and procedures and a 
training programme to support GDPR compliance within MOPAC. A DARA review 
found that effective governance and oversight arrangements support the 
implementation of the plan.  Work continues to ensure the requirements of GDPR are 
embedded in day to day business and in particular to ensure that a robust framework 
supports the sharing of any data with partners and stakeholders.       
 
A DARA review concluded MOPAC has established an adequate control framework 
for conducting its business transparently. A considerable amount of information is 
placed in the public domain in line with statutory and GLA requirements, including 
budget and performance, and data and performance dashboards across a wide range 
of areas/topics. Board minutes and papers are issued more promptly and the quality 
of information on contracts related expenditure has improved with the recent 
publication of the contracts register. A defined action plan, overseen by the 
Transparency Working Group, aims to further enhance transparency, which will include 
increased reporting on contract performance and output of commissioning activity.  
 

Decision Making Framework  
The Investment and Monitoring Advisory Meeting met monthly with its remit to ensure 
investment decisions are aligned to the PCP and are founded on a sound business 
case, contributing to the budget targets set by the DMPC for the MPS.  All subsequent 
DMPC decisions are recorded in the public domain. Initial work was undertaken to align 
MOPAC and Met governance arrangements supporting decision making but has not 
progressed pending the outcome of the MPS Executive redesign, which has now 
concluded. This needs to regain momentum to promote a greater understanding of 
respective roles and responsibilities, assurance provision and to effectively manage 
the interdependencies in the ‘end to end’ decision making process. 
 

Oversight Governance Framework 
The Oversight Board chaired by the DMPC met regularly during the year, it enables 
the DMPC to exercise effectively the role and duties of the Police and Crime 
Commissioner, as delegated by the Mayor of London. The Board is responsible for; 
oversight of efficiency and effectiveness, scrutinising MPS delivery against the PCP, 
assurance on key priorities and specific issues of concern to the public and PCP, 
approving and reviewing the Mid-Term Financial Strategy and monitoring progress, 
delivery and risks against the MPS Business Plan. Oversight has been enhanced with 
the production and review of quarterly reports on; performance against PCP priorities, 
the MPS Business Plan objectives and the overall financial position, which have 
continued to develop and mature. A forward workplan has supported meetings with 
specific topics such as Information Management being discussed and considered 
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during the year. 
 
Bilateral meetings between the DMPC and the Commissioner focused on scrutiny of 
the effectiveness and efficiency of the MPS supported by in-depth reviews of key areas 
of operational performance. The DMPC also continued to hold one to one meetings 
with each member of the Met Management Board.  
 
The strategic framework supporting MOPAC’s role in oversight has been more clearly 
defined and developed during the year. A DARA review found that the role of each 
Board, meeting or forum where oversight is exercised, has been clearly defined and 
is supported by terms of reference, a work plan and appropriate management 
information and reporting. The effectiveness of operational oversight is being 
supported by the array of data analytics now available. This recognises the operational 
independence of the MPS whilst needing to effectively support MOPAC’s statutory role 
in exercising oversight. Greater understanding and integration of respective corporate 
assurance mechanisms would further enhance oversight and reduce the potential for 
overlap.   
 
A DARA follow up review of financial oversight concluded that further progress had 
been made in strengthening the control framework. The increased focus on scrutiny of 
the major MPS transformation programme and associated business case proposals 
continued with improved reporting and oversight of MPS commercial and procurement 
activity. Internally the management of the MOPAC had also considerably improved.  
 
DARA attend the London Child Protection Improvement Oversight Board for Child 
Protection, chaired by the DMPC and made up of subject experts, HMICFRS and 
senior officers from the Met, which continued to oversee improvements in 
Safeguarding in response to HMICFRS reports on Child Protection. DARA reviews of 
Information Sharing, Online Child Sexual Exploitation Command and the 
Safeguarding Inspection process were considered. HMICFRS reported governance 
improvements during the year, the level of required improvement on the frontline does, 
however, continue to present a challenge at a time of increasing demand.   
 
MOPAC convened further partnership activity and oversight on the delivery of the 
Mayor’s Knife Crime Strategy. The DMPC Chairs a Knife Crime Strategy Executive 
Board with criminal justice service partners, with a number of subgroups to lead 
specific workstreams. A review is underway to incorporate this structure more closely 
into the LCRB framework and to reflect the role of the VRU. 
 

Further Areas of Improvement  
 
The MOPAC Annual Governance statement has been informed by DARA review 
activity and highlights planned action to further enhance the effectiveness of the 
internal control environment. Key areas include; increasing risk maturity at directorate 
level, evaluation and reporting of commissioning outcomes, further alignment of 
financial and performance management and increased reporting on performance 
outcomes.     
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MPS Internal Control Environment 
 

MPS Strategic Framework 
The Met’s Direction: Our Strategy 2018-25 has defined the MPS’s long-term 
operational priorities and provides a vision of the MPS in terms of key features, 
capabilities and behaviours that the organisation wants, and will need, over the next 
seven years. The Met’s 2018-21 Business Plan set out the MPS priorities aligned to 
the PCP, moving to a multi-year approach.  
 

The business planning and performance management control framework has 
improved during the year. A recent DARA follow up review found Met Direction for 
2025 provides the foundation for planning activity and contains the priorities against 
which the business plan is formulated. The move to a multi-year plan saw closer 
alignment to the Control Strategy, although more work is required to ensure that 
strategic and operational tasking are fully aligned. The second Force Management 
Statement is being finalised alongside the 2019-22 Business Plan to ensure that 
predicted demand and resourcing requirements are addressed. Performance 
Management has evolved since the original DARA review with a new Performance 
Board overseeing the Performance Group with a remit of monitoring delivery and 
performance against priorities. The recently introduced performance management 
framework is a significant development focusing more on the key measures to deliver 
outcomes aligned to the business plan and strategic objectives. 
 
Tentative steps have been taken to commence the alignment of business and financial 
planning, it is anticipated this will not be achieved until the 2020/21 iteration of the 
plan. Improvements to date reflect an increasing level of maturity, which will continue 
over the lifecycle of the plan. The business planning and performance framework does 
need to become further embedded across the MPS, and there remains a need for an 
increased focus on achieving integration with the wider risk management and 
assurance frameworks. This is crucial to inform the business planning cycle, 
management of key risks and to increase the effectiveness of the overall internal 
control environment. The MPS AGS recognises this as an improvement area along 
with the need for enhanced performance insight.   
 

Risk Management Framework  
The Deputy Commissioner, and subsequently the Chief of Corporate Services, 
regularly reported to the joint Audit Panel on key MPS strategic risks. This was 
supported by regular discussions at the MPS Risk and Assurance Board, which have 
increasingly focused on risk mitigation and control as the year progressed. 
 
Risk maturity was not formally assessed during the year but DARA reviews indicate it 
remains broadly at level 31 (‘working’). Increasing the maturity and effectiveness of the 
risk management framework is key to improving the effectiveness of the internal 
control environment. This includes effective integration with planning and performance 
management, and with the assurance frameworks to support a more robust approach 
to the identification and management of strategic risks. A defined risk appetite, 
consistency in the application of the approved risk management approach and more 

                                                           
1 On a scale of 1 to 5 where level 1 is engaging risk management and level 5 risk management is driving the 
business. 
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consistent focus on risk mitigation will also help assure that risks are properly identified 
at all levels within the organisation and escalated as appropriate. Plans have been 
developed to move towards an increased level of risk maturity but limited progress 
was made during the year. Capacity within the MPS to help influence change and 
deliver the necessary improvement needs to be addressed if the greater level of risk 
maturity is to be achieved in the coming year. This will have a positive impact on the 
governance improvements made to date and the effectiveness of the internal control 
environment overall.   
 
The Portfolio risk management process continued to develop and improve and is 
effectively aligned to the corporate risk management framework but tailored to 
portfolio, programme and project management.  Portfolio level risks are regularly 
updated and aligned to strategic objectives to highlight any significant areas of 
concern, which are regularly reviewed by the Portfolio Risk Lead with risk owners and 
escalated to PMG and/or PIB as appropriate for action.  
 

Assurance Framework 
Annual Statements of Internal Control, signed by members of the Management Board, 
were supported by statements from senior managers/officers raising awareness and 
promoting ownership of the management of risk and control. Outcomes are reflected 
in the MPS AGS.   
 
The MPS has adopted the ‘Three Lines of Defence’ model, which seeks to; define the 
sources of assurance into three categories, provide clarity on how each contribute to 
the overall level of assurance and how best they can be integrated. A previous DARA 
follow up review concluded the Met Corporate Assurance Framework is not yet 
effective. Work continues to define, align and integrate assurance activity and the 
Business and Governance Improvement Plans provide the foundation for doing so, 
there has, however, been limited progress made this year. The approach to Level 2 
Assurance was developed and discussed at RAB, however, this has not yet been 
progressed. There remains a need to strengthen the focus around first line activity and 
to ensure that assurance provision is clearly aligned to the wider risk and performance 
frameworks across the ‘Three Lines of Defence’.  Determining what is needed in terms 
of assurance, identifying the sources of assurance and ensuring they operate 
effectively to support effective risk management and inform decision making, remain 
key to strengthening the internal control environment and is a priority within the AGS. 
    

Governance and Decision Making Arrangements 
Towards the end of the year the MPS implemented its Executive Redesign to better 
reflect its operating environment and demand. The publication of the Met Direction 
2025 and the refreshed performance management framework provide the foundation 
to ensure investment proposals are strategically led and the right decisions are taken 
at the right level. 
 

The Management Board provides strategic direction, taking strategic decisions and 
overseeing organisational performance. It continues to be supported by three sub 
boards: Portfolio and Investment, People and Training and Risk and Assurance each 
have executive authority for taking decisions within defined thresholds. 
  
The recent DARA follow reported a number of developments in the governance and 
decision making framework. The terms of reference for PIB has been refreshed to 
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reflect the changes in the executive structure and a greater focus on scrutinising 
investment proposals, whilst delegating much of its portfolio monitoring role to PMG. 
A review of PIB governance and assurance, led by the Director of Strategy and 
Governance, sponsored by the Chief of Corporate Services, also recently 
commenced. The aim is to simplify, improve and strengthen the process for providing 
PIB and Management Board with consistent levels of assurance prior to decision 
making, particularly on investment cases. This will help address the continuing need 
for; greater clarity of accountabilities, roles and responsibilities for decision making, in 
particular for those boards that operate below Management Board and the operation 
of internal governance and the quality and timeliness of reporting to key boards, which 
remain areas for further improvement. 
 
Mechanisms exist for assuring business cases and investment decision papers, there 
does remain a need for a more effective assurance process to focus the limited 
resources on matters of significant risk, investment and priority. Discussions have 
commenced as part of the PIB Governance and Assurance review, on the introduction 
of Risk Potential Assessments. This will determine the strategic and economic value 
of investment proposals and prioritise and standardise the way in which assurance 
activities are undertaken. It will also address the recognised need to develop a single 
assurance process across the MPS for all investment proposals, irrespective of ‘run’ 
or ‘change’ status. 
 
There has been limited progress in reviewing the ‘end to end’ decision making 
process, between MOPAC and the MPS. There are activities currently underway in 
both organisations to capture and disseminate good practice and learning 
opportunities in relation to the development of business cases. Coordination of these 
activities would be beneficial to ensure a joined-up approach to improving business 
cases/investment proposals and providing assurance to decision makers.  
 

Transformation Governance and Control Framework  
The OMM 2020 aims to transform the organisation and focus resources on priority 
areas whilst providing an effective service to all Londoners. The vision is to secure a 
more modern police service equipped with the skills and tools to police London 
effectively, tackle growing threats and empowering wards and boroughs. It involves 
10 strategic transformation programmes delivered in four broad tranches.  
 
Governance of the Transformation Portfolio has continued to improve. There is 
improved financial reporting, tracking of benefits and reporting of Portfolio risks. 
Increasing capacity and capability to manage the scale and complexity of change, and 
aligning business as usual and transformation governance remain key areas to 
address. A DARA review of business change within the transformation portfolio, 
concluded that an adequate control framework has been established, benefitting from 
a refreshed strategic framework and approach, improved guidance and increased 
focus and resources. Embedding the framework across the portfolio, supported by 
more effective communication and a defined training plan, will address the key risks of 
stakeholder engagement and buy in to transformational change that have been 
identified. 
 
The Portfolio Assurance framework, operating since late 2017, has continued to 
embed into transformation governance. The primary focus has been on business case 
and stage gate assurance covering; planning, benefits, resources, risk and 
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dependencies, reporting and governance, business change and design. This is 
supported by the Assurance Board, which has effective cross representation and is 
effectively aligned to project, programme and investment lifecycles. Further areas of 
improvement agreed following a recent DARA review, include development and 
approval of the Integrated Assurance Strategy and clarity on the role of the Assurance 
Board and interdependencies with wider corporate governance arrangements, to 
provide a more holistic approach across the portfolio.  
 
Business cases put before Assurance Board continue to provide a comprehensive and 
detailed level of information resulting in large amounts of information needing to be 
assimilated and this continues to put a considerable strain on resources. Key issues 
arising from business case assurance reviews include; a lack of stakeholder 
engagement, incomplete information in business cases (particularly financial 
information), multiple iterations to business cases occasionally resulting in a loss of 
version control, and inadequate planning of project timescales. There is a need for a 
robust plan to manage these emerging and ongoing issues to help alleviate the time 
and resource pressures and the potential for delays in decision making. 
 

Information Management Governance 
The MPS’s ability to comply with legislation for the retention and accessibility of data 
and information is recognised as a key risk. This area continues to be overseen by the 
Information and Assurance Security Board (ISAB), chaired by the SIRO, AC 
Professionalism, which meets every six weeks, receiving reports from designated 
leads across the MPS.  
  
A planning framework was developed in preparation for the changes to Data 
Protection Legislation, and in particular to achieve compliance over consent, fair 
processing and contractual compliance. It was recognised from the outset that full 
compliance over review, retention and deletion for the General Data Protection 
Regulation (GDPR) would not be achieved until MiPs (now Connect) and Information 
Futures programmes are fully implemented under longer term solutions. A current 
DARA review, highlights the on-going capacity issues impacting on key deliverables 
including, the creation of an Information Asset Register (IAR) and the need to increase 
timeliness of FOI requests and SARs. This has been subject to consideration at Risk 
and Assurance Board and work is underway to address these key risks with a draft 
strategy having been developed to improve governance and compliance going 
forward, and increased resources being recently allocated. 
 
In December 2018, the Mayor published a Review of the MPS Gangs Matrix. The 
Review found the Gangs Matrix can be an effective enforcement tool and is helping to 
tackle violence. However, it needed to be comprehensively overhauled to ensure it is 
used lawfully and proportionately. The Review made nine recommendations to 
address serious breaches of data protection laws and ensure only those at genuine 
risk of causing or being a victim of violence are included. An Enforcement Notice was 
served on the MPS in respect of data breaches within the Gangs Matrix. The MPS is 
acting to address the recommendations made and wider issues of compliance.  
 
There remains a key risk in the management and support of end user (legacy) systems 
with a DARA follow up review concluding mitigating controls are not yet sufficiently 
robust. There are interdependencies with the creation of the IAR, which needs to be 
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aligned with the strategic IP Programme objectives, and resources identified to ensure 
maintenance and monitoring. Effective back up arrangements for these systems, 
which sit outside the SIAM towers, are not yet in place, this is now being taken forward 
by MO6, in liaison with DP.  A follow up review of raising cyber awareness showed 

limited progress in the development of the strategic approach and the need to further 
embed key messages through enhanced training, communication and policy revision 
continues. 
 
Focus continued on the integrity of crime data with DARA attending the Strategic 
Crime and Incident Recording Group (SCIRGE) and continuing to advise on the 
implementation of previously agreed actions to improve governance and the 
supporting control framework. Significant progress was recognised and reported by 
HMICFRS. An implementation of a more integrated IT infrastructure remains key to 
increasing the effectiveness of the capture of crime data, and this is part of the MiPS 
Programme. 
 

Safeguarding of Assets 
A DARA review of Physical Security highlighted key governance and risk issues. There 
is a need to define a clear strategic approach to support the oversight and bring 
together the various functions that have a role to play within a clearly defined and more 
cohesive framework. The Director of Property Services has recently been designated 
to take this forward.  
 
Considerable progress was made in developing the framework supporting the design 
and QA of business continuity plans. A DARA Business Continuity review found that 
the new processes were, however, not yet embedded across the MPS. At a strategic 
level, there is need to develop a Business Continuity and Return to Normality Strategy 
to cover both service delivery and IT disaster recovery arrangements, supported by a 
defined risk tolerance level and integrated governance arrangements. Testing disaster 
recovery for systems within the SIAM Towers is also to be addressed. The Met 
Resilience Committee is overseeing action to address the issues raised and progress 
has been reported to RAB during the year.  
 

Workforce Capacity and Capability 
The MPS published a three year People Strategy setting out priorities for its work force. 
The next iteration of the Strategy will cover all HR and Learning and Development 
opportunities. The Strategy was supported by an HR business plan, which was subject 
to ‘deep dives’ by Management Board during the year. 
 
A previous DARA review reported the recognised need for developing and improving 
the control framework supporting the identification and management of workforce 
capabilities. This included articulating a clear strategic approach to be supported by a 
training strategy and plan to provide a strategic framework for evaluating the need for, 
and effectiveness of, external training. A recent DARA follow up review recognised the 
role of the Learning and Professionalism Transformation Programme, in delivering a 
corporate solution to improve training capability, which will address many of the issues 
raised. Significant work has taken place to define the Programme scope and PIB 
approved the Strategic Outline Business Case in February 2019. The Programme 
remains at an early stage of development and as yet has had limited impact on the 
effectiveness of the current training delivery and control framework.  
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An MPS Wellbeing Strategy and comprehensive implementation plan, aligned to the 
national wellbeing programme, has been developed. A recent DARA review concluded 
an adequately designed control framework supports the achievement of the strategy’s 
objectives. The strategy and plan make particular provision for the wellbeing of officers 
working in high risk situations/areas, the effectiveness of these arrangements will be 
evaluated as the implementation of the plan progresses. 

 
Organisational Learning 
The Organisational Learning Board, chaired by Assistant Commissioner (AC) 
Professionalism, reframed its terms of reference and re-focused its sub groups during 
the year. It aims to develop an effective organisational learning environment in the 
MPS. The Board is supported by a three-tier organisational structure, based on local, 
corporate and external learning supported through OL ‘hubs’ and ‘pods’, and a process 
of identifying, evaluating and escalating organisational learning.   
 

Ethics and Integrity 
A DARA review of counter fraud arrangements concluded the framework was not 
operating effectively. An Anti-Fraud, Bribery and Corruption Strategy has been 
developed and needs to be supported by effective oversight and planning and co-
ordination of activity. The fraud risk assessment is to be updated and better integrated 
in the corporate risk management framework, and management information on 
detected fraud across the MPS adequately captured and reported. The 
‘Whistleblowing’ toolkit is also to reflect the requirements of financial instructions.  
 

Key Financial Systems Control Framework  
Revised processes continued to embed during the year following the transition to 
PSOP in February 2018. The migration to the new system changed the end to end 
assurance landscape with first, second and third line assurance providers operating 
on one platform across separate entities.  
 
An authorisation hierarchy has been designed to improve transparency and 
accountability and aims to enforce separation of duties between the request and 
authorisation of outsourced service delivery. The new system correctly places more 
reliance on MPS line managers and budget holders for ensuring the validity of data 
input and output. SSCL assurance provided over the controls for processing 
transactions, reported an improved position for this year. Overall DARA reviews of key 
financial systems were rated adequate, although two that related to allowances and 
expenses, were given a limited rating. In particular, there is a continued lack of clarity 
around policy ownership and roles and responsibilities between HR, Finance and 
Business Groups, and availability of management information to support monitoring 
and review remains an issue. This reduces the level of assurance that can be obtained 
on the quality of data input and subsequent processing by the outsourced provider. 
The lack of appropriate management information is recognised and a new reporting 
functionality is due to go live, which is essential to the effectiveness of devolved budget 
and financial management. 
 
In covert finance, policies and procedures in line with national standards support the 
work of the Covert Finance Unit. Regular checks ensure compliance and helpful 
financial management information is provided to senior management. Further clarity 
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in roles and responsibilities will ensure appropriate accountability for operational 
officers in approving and monitoring spend.  
 
Action continues to be taken to address issues raised in previous DARA reports on 
the Capital Programme Framework and progress has been reported to the Joint Audit 
Panel during the year. This will provide further assurance that the set capital 
programme is achievable and effectively managed to meet agreed priorities 
 

Commercial and Contract Management Framework 
Implementing an effective contract management framework remains a priority to 
ensure value for money is achieved from major goods and service contracts. This is 
being addressed as part of the Commercial Plan and is key to securing the 
considerable level of savings aligned to areas of the business that are outsourced. 
DARA reviews concluded the contract management strategy and Intelligent Client 
Function (ICF) model approved by Management Board will provide a sound framework 
to support the drive to achieve greater value for money from contractual arrangements, 
once fully implemented and embedded.   
 
Some progress has been made during the year but this remains a priority area for 
improvement within the MPS AGS. The focus has continued to be in establishing the 
Intelligent Client Functions for those major, high risk, high value (Platinum) contracts. 
Progressing the development and implementation of performance measures for major 
contracts such as SSCL and Service Integration and Management (SIAM) Towers, 
where considerable work has been undertaken, to provide assurance contractual 
obligations are met, is a priority. Corporate reporting on commercial contracts to PIB 
improved during the year and work continues to provide greater clarity on supplier 
performance against contracts and financial variations to enhance oversight. There 
remains a need to provide further clarification of roles and responsibilities and to 
recruit more permanent skills and resources to the ICF teams. An internal review of 
SSCL ICF effectiveness resulted in a proposed new structure with increased resource, 
not yet fully implemented. A programme has been agreed to apply the contract 
management framework to ‘Gold’ contracts has been agreed but not yet implemented.  
 
A DARA follow up review focusing on a major procurement, involving the review of key 
aspects of the procurement process and governance and decision making 
arrangements was concluded during the year. This showed that limited progress had 
been made during the year, particularly in documenting improved procurement 
processes and addressing the governance issues highlighted by the review. This is 
currently being taken forward by the Chief of Corporate Services. 
 
Ongoing activity within Commercial Services to develop Control Risk Self Assurance 
(CRSA) assisted in the identification of assurance gaps and areas where internal 
control needs to be strengthened, particularly to address issues of skills and capacity, 
and this will continue to be an area of focus.  
 

Operational Risk Management and Governance Frameworks   
The implementation of the Strengthening Local Policing (SLP) Programme approach 
built around Neighbourhoods, Response, Local Investigations and Safeguarding to 
transform the way local policing is delivered in London progressed during the year. 
The design consolidated local policing into 12 BCUs to deliver proactive and 
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preventative policing, shift primary investigation to first responders and join-up 
safeguarding services. 
 
Risk management continues to develop to support the revised BCU structure with 
changes to internal board structures implemented during the year. This included 
revisions to the composition of the Frontline Policing Risk and Assurance Board, which 
now includes senior officers transferred from Specialist OCUs as part of the Executive 
Re-Design. The Board meets quarterly and provides a platform for discussion and 
escalation of risks to the corporate Risk and Assurance Board. This is an evolving 
process, which as the level of risk maturity increases, will facilitate consideration of 
any potential changes in the risk landscape arising from structural changes or 
operational threats. The approach to risk management is also being refreshed and this 
will promote greater consistency at operational level. Aligning risks to agreed 
objectives will help ensure risk considerations become an integral part of the local 
decision making process and increase the overall level of MPS risk maturity.   
 
Other operational business groups including SO and the newly created Met 
Operations have similar arrangements in place. There is the opportunity to promote a 
more consistent approach across the groups to better manage interdependencies and 
support informed risk management activity and decision making. 
 

The BCU Safeguarding – Information Sharing with Partners DARA follow up reported 
improved use of PND to support investigation. Areas for further improvement include; 
system integration, more consistent use of the Safeguarding Dashboard to inform key 
decisions, and updating existing Information Sharing Agreements. There are a number 
of dependencies with the MiPS programme and corporate training review. 
 
Approval of the three-year strategic response to Online Child Sexual Abuse and 
Exploitation (OCSAE) is a key development, recognised in a DARA review. There 
continues to be a variation in quality of investigation and supervision and inconsistency 
in the application of corporate guidance. More effective monitoring and management 
of the impact of increased demand and ensuring officers/staff have access to more 
consistent provision of welfare screening and support, will be a focus as a more 
defined framework is developed to support delivery of the strategy.  
 
The Child Protection and Vulnerability Boards oversee action to address issues 
reported by DARA and HMICFRS. DARA attend the boards to advise on arrangements 
supporting implementation of agreed actions and wider governance issues relating to 
Child Safeguarding. This has included helping to develop an assurance framework 
within the Safeguarding portfolio. 
 
The control framework supporting the MPS’s implementation of the Knife Crime 
Strategy has improved. An updated MPS Violence Strategy is supported by sub-
strategies for Knife Enabled Violence, Drugs Enabled Violence, Firearms Violence and 
Community Engagement and Prevent. More effective oversight of delivery and 
reporting on knife enabled crime and updated Violent Crime Reduction Plans, owned 
by Community Safety Partnerships and subject to quality assessment, include other 
developments reported in a recent DARA review. The need for greater clarity on the 
link with MOPAC Governance, including the VRU, and the continued development of 
the approach to evaluating operational effectiveness of VCTF deployments, are areas 
for further improvement.   



Internal Control Environment 

15 

 
A review of Public Order Deployment and Cost Recovery found National standards 
are applied in the managing Public Order events and training is delivered through a 
nationally accredited programme. Effective governance support Public Order events 
with regular testing and learning from mobilisation activity. Following a DARA review, 
actions were agreed to help address the shortage of public order trained officers, 
increase consistency in debriefing and integrate ICT applications.   
 

Improving the MPS Internal Control Environment  

The MPS has a three-year governance improvement plan, which is informed by DARA 
activity and the Director’s annual opinion. DARA reviews and advisory work inform the 
annual opinion and provide evidence on how effectively the internal control framework 
is operating. They also help to gauge the impact of improved governance 
arrangements as the three-year plan progresses.  
 
In last year’s internal audit annual report the following areas were identified as key to 
securing a fully effective MPS control environment, progress is reflected in the main 
body of this report and summarised here; 
 

• ‘Increasing the effectiveness of the risk management and assurance framework 
to reliably inform key decisions and performance discussions, increase 
compliance with agreed strategy and policy and improve the effectiveness of 
internal controls. This will be achieved by increasing the level of risk maturity and 
developing an effective corporate assurance framework in line with the approved 
model.’ 

 

This remains a key area of development, which is recognised in the 2018/19 MPS 
Governance Improvement Plan and this report. The plan to increase risk maturity 
and further action to develop and integrate assurance activity needs to be 
progressed. 

 

• ‘Embedding and fully integrating the corporate planning and performance 
framework across the organisation in support of the Met Business Plan. 
Publication of the 2018-19 Business Plan with the Control Strategy and work 
planned to align cross-functional corporate planning and resourcing will be key.’  

 

Progress has been made in publishing the three-year business plan, which is 
supported by the recently revised performance management framework. Initial 
work has been undertaken to better align financial and business planning. Work 
continues to integrate the business plan with the control strategy and day to day 
management of the business.   

• ‘Giving greater clarity to accountabilities and roles and responsibilities in decision 
making. This will be facilitated by the Executive redesign and greater definition of 
the accountability framework.’   

 

 The Executive redesign has been completed and the role of PIB refreshed. DARA 
reviews and statements supporting this year’s AGS, reflect that there is more to 
do in providing the clarity in the accountability framework. 
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• ‘Aligning MOPAC and MPS governance arrangements, ensuring they are properly 
supported and operated effectively. Completing the planned ‘end to end review of 
decision making’ and continuing to align the management of shared strategic 
risks.’ 
 

The management of shared risks has continued to improve and has enabled key 
discussions at the most senior level in the MPS and MOPAC. Work has been 
initiated in MOPAC and the MPS to improve governance around decision, which 
would benefit from further co-ordination between both organisations. 

 
• ‘Improving skills and capacity, supported by sound systems and reliable 

information, to meet the Met Business Plan and the continuing commercial and 
financial challenge.’ 
 

Significant work has been undertaken in scoping the Learning and 
Professionalism Transformation Programme, which will take time to impact on the 
effectiveness of the control framework. This remains a priority area of 
improvement in the AGS. 

 

• ‘Continuing to improve the information management framework to ensure 
statutory requirements are met. Implementing plans to support the recently 
introduced change in Data Protection legislation.’ 
 

Some progress was made during the latter part of the year with the development 
of the draft Data Strategy and increased resources to support this work. This 
remains an area where the control framework needs to improve as recognised in 
the AGS. 

 

• ‘Implementing the revised contract management framework and further improving 
the procurement framework.’ 
 

Work has continued to implement the revised contract management framework 
but has taken longer than anticipated. This needs to gather momentum and be  
progressed to include ‘Gold’ contracts. 

 
• ‘Taking prompt action to address areas of improvement identified as a result of 

review activity. Building on progress made in 2017/18.’ 
 

More prompt action needs to be taken to implement agreed actions from DARA 
and other assurance activity to improve the quality of internal controls.   
 

Further action to address the strategic issues highlighted above and in the MPS AGS, 
will address the underlying issues that are emerging from audit review activity.  
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Assurance Ratings  

 
DARA completed 26 risk and assurance audits and 20 follow up reviews.  The follow 
up summary shows progress made since the original audit and highlights any further 
areas for improvement. The overall position reported is summarised as follows: 
 

Rating 
Risk Based 

Reviews 
Risk Based 
Reviews % 

Follow Up 
Reviews 

Follow Up 
Reviews % 

Substantial 0 0% 0 0% 

Adequate 17 65% 15 75% 

Limited 9 35% 5 25% 

Total 26 100% 20 100% 

 

Risk and Assurance Reviews   
 

The control framework for 65% of the risk and assurance reviews conducted was 
assessed as adequate with 35% (43% last year) rated limited. It is to be expected that 
a greater number of reviews are rated substantial and fewer limited as the 
effectiveness of the internal control environment improves. Key reviews included:    
 

• Transformation Programme Assurance Framework (A) 

• Transformation Governance – Business Change (A) 

• Accounts Receivable (A) 

• Accounts Payable (A) 

• Met CC Demand Management (A) 

• Public Order – Deployment and Cost Recovery (A) 

• MOPAC Business Planning and Performance (A) 

• MOPAC Transparency and Reporting (A) 

• MOPAC Commissioning Framework (A) 

• MOPAC GDPR Framework (A) 

• MPS Business Continuity Arrangements (L) 

• MPS Physical Security (Property) (L) 

• MPS GDPR Control Framework (L) 

• Counterfraud Arrangements (L) 

• Online Child Sexual Abuse and Exploitation Control Framework (L) 

• Allowances and Expenses (L) 
 

Follow Up Reviews    
 

A total of 75% (85% last year) of follow ups achieved an assurance rating of adequate 
or greater and 25% limited. This year 35% (30% last year) showed an improvement in 
assurance rating. Key follow ups included: 
 

• Transformation/Change Governance (A) 

• Alignment and Management of Strategic Risks to PCP – MOPAC/MPS (A) 

• BCU Review – Child Safeguarding Self-Assurance Framework (A) 
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• BCU Review – Safeguarding Data Sharing Framework (A) 

• MOPAC Financial Oversight of the MPS (A) 

• MPS Business Planning and Performance Framework (A) 

• SSCL ICF (L) 

• Workforce Capabilities – Training Framework (L) 

• Management of End User (Legacy) Systems (L) 
 

Management Action in Response to DARA Findings  
 
A total of 198 (187 last year) actions were agreed for 2018/19 reviews of which 56 
(36%) were high priority and 172 (64%) medium priority.  
 
DARA follow up activity showed 69 (39%) of the 198 agreed actions for 2017/18  
reviews were fully implemented, 104 (56%) partly and 25 (10%) not implemented. A 
total of eight high priority actions had not been implemented and 32 were partly 
implemented. A greater implementation rate will improve the effectiveness of the 
internal control environment. 

 

Control Risk Self – Assurance (CRSA) Programme  
 

CRSA is a simple methodology that gives senior management broad assurance over the 
operation of key processes. A key element of CRSA is that it relies on self-assessment 
by those responsible for individual service areas. This promotes greater understanding 
and awareness of key risks and controls within their area of responsibility and of the 
interventions needed to ensure their agreed objectives are met.   
 
Work within Commercial and Finance Services continued. A CRSA exercise with the 
Local Resilience Teams dealing with Missing Persons was carried out and output 
discussed with senior management in the safeguarding portfolio. Key issues around 
policy compliance and consistency, clarifying roles and responsibilities across 
stakeholder groups and resourcing and training of the teams were identified, which are 
being taken forward by the transformation portfolio. Further work is planned next year. 

 
 

Systems Development and Control Advice 
 

Systems development and control advice activity have been undertaken thoughout the 
year. Key areas of advice included; 

• Supporting Safeguarding governance improvements - attending MPS and  
MOPAC Oversight Boards 

• Attending key MPS and MOPAC Governance Boards 

• Supporting IASB and its sub boards 

• Alignment of MOPAC and MPS risk management 

• Crime Recording governance and control 

• Criminal Exhibits Management 
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Counter Fraud  
 

Fraud Prevention 
DARA advised on the updated MOPAC/MPS Anti-fraud Strategy approved by the joint 
Audit Panel in September 2018. Implementation plans are currently being developed 
and will be submitted to the Panel in September 2019. Actions from the plan will be 
taken forward by a joint Fraud Forum, which is to be re-established. An updated 
MOPAC/MPS fraud risk analysis (identification and management of fraud risks) is to 
be incorporated into MPS business and better take up of the mandatory e-learning 
anti-bribery and fraud awareness training achieved. 
 

Investigations 
The counter fraud team conducted 36 investigations and concluded 29 during the year 
and significant financial recoveries have been identified and made. Follow up action 
included; referral to senior management; disciplinary action; cash recoveries, and 
referrals to external bodies/forces for further investigation. Key areas included: 
 

• Procurement of a Major Contracts 

• NFI investigations and follow up  

• Early departure overpayments 

• False pension claims 

• False allowances and expenses claims 

• Theft cash/property 
 
Results informed audit, investigative and fraud prevention activities. A plan for 
proactive work to address fraud risks utilising analytical techniques is a priority for 
2019/20, providing additional assurance post PSOP implementation.   

  

MPS Internal Review Activity 
 
In reaching the overall opinion, the Director of Audit, Risk and Assurance has taken 
account of internal review activity completed by the Safety and Health Risk 
Management Team, which shows overall that an adequate framework is in place, 
which is being supported by the implementation of a maturity model to further improve 
assurance. Reliance was also placed on reviews conducted by the Information 
Assurance Team, which continue to demonstrate the need for improvement.  
 

External Review Activity 
 
HMICFRS revisited the Met in October 2018 on Child Protection noting positive 
progress and improvements that had been made against an extremely challenging 
policing backdrop, with clear governance structure in place to support improvements 
in operational practice.  However, consistently good outcomes for children in London 
are not yet being achieved with a lack of capacity and need for an urgent review of 
structures for responding to online cases.  The PEEL assessments for this year have 
not yet been published. 
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Independent Review of DARA 
 
The EQA review of DARA against the Public Sector Internal Audit Standards (PSIAS) 
carried out by an accredited assessor from the Chartered Institute of Public Finance 
and Accountancy (CIPFA), reported to the joint Audit Panel in March 2019; ‘It is our 
opinion that the Directorate of Audit, Risk and Assurance (DARA) FULLY 
CONFORMS to the requirements of the Public Sector Internal Audit Standards 
and those of the Local Government Application Note.’ The report went on to say; 
 

• ‘DARA is recognised throughout the policing sector (and indeed elsewhere in the 
public sector) as being one of the leading in-house public sector internal audit 
services.’ 

• ‘It is evident that the Core Principles (of Professional Practice) are embedded in 
DARA’s procedures and that DARA is a highly competent, motivated, and 
professional internal audit agency that conforms to all ten elements of the Core 
Principles.’  

• ‘It is evident from this EQA that DARA has a highly professional, experienced and 
motivated workforce and they perform their duties with due professional care.’ 

 
External Audit continue to place reliance on the work of the DARA in reviewing key 
financial systems and governance arrangements.  
 

Risk and Assurance Strategic Approach 
 
The greater focus on high risk areas and adopting a risk based approach to internal 
audit activity helps to embed risk management across MOPAC and the MPS. Reviews 
of core business processes also help to ensure that controls in key systems are 
improved. Internal Audit provide assurance on areas that are working effectively whilst 
highlighting issues that require management action to strengthen the control 
environment and improve the management of key risks. Follow up audits show that 
where management action is taken this has a positive impact on the control 
environment. Management acting on DARA risk and control advice as systems 
develop also helps to prevent control failures which saves valuable resources. 
 
The outcome of DARA review activity is used to inform the MOPAC and MPS annual 
governance statements and improvement plans, which has contributed to the 
improved effectiveness of the internal control framework in a number of key areas and 
identified where further improvement is needed. 
 

Counter Fraud Activity 
 
DARA counter fraud activity continues to provide an effective response where fraud 
occurs, which is essential in increasing public confidence in MOPAC’s and the MPS’s 
commitment to tackling such issues. As a result of counter fraud activity recovery of 
£255k has been recovered this year with a further £132k is awaiting further 
investigation or legal advice.  
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The Anti-Fraud Strategy includes the development of a cohesive framework governing 
all aspects of anti-fraud and corruption activity and integrating the identification, and 
management of fraud risk within the corporate risk management framework. This will 
be supported by actions agreed following the DARA review of Counterfraud 
Arrangements, which highlighted the need for improved reporting and oversight.  
 

Working in Partnership 
 

External Review Agencies 
DARA has an effective working relationship with External Audit and HMICFRS, 
meeting on a regular basis to exchange findings and co-ordinate work programmes to 
avoid duplication and maximise the benefits derived from review activity.   
 

Audit Forums 
DARA influence the development of audit in the policing environment and wider local 
government through membership of regional and national forums. The Director chairs 
the National Police Audit Group, which aims to drive up standards within internal audit 
in policing, and is the police audit representative on the CIPFA Police and Fire Panel 
and Specialist Internal Audit Interest Group, which this year produced the revised 
Heads of Internal Audit Guide. The Head of Audit and Assurance is a member of the 
CIPFA Risk Management online service, assisting in developing risk concepts and 
ideas to help Public Sector organisations to embed risk management. DARA 
contribute to the London Audit Group and sub groups set up to exchange best practice. 
This ensures DARA remain at the forefront of professional developments and provide 
a dynamic and up to date internal audit service to its clients. 
 

Counter Fraud Liaison  
DARA retain membership of the Institute of Counter Fraud Specialists, and the London 
Fraud Forum. Regular contact is maintained with counter fraud representatives from 
both the private and public sector.   
 

Shared Internal Audit Services 
 
DARA is the lead internal audit provider to the GLA group, delivering services to the 
GLA, London Fire Brigade, London Legacy Development Corporation, Old Oak and 
Park Royal Development Corporation and also provides a service to the National 
Police Chiefs Council. As a result overheads have reduced and more efficient use 
made of audit resources. DARA continue to work in partnership with the private sector 
drawing on skills available in specialist areas such as IT.   
 

Professional Standards and Audit Independence 
 
DARA standards require staff to be professionally qualified or accredited counter fraud 
specialists and to conduct their work in accordance with defined professional 
standards, a code of ethics and the Public Sector Internal Audit Standards (PSIAS). 
In addition to an EQA, the effectiveness of DARA is reviewed continually with on-going 
Quality Assurance through: 
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• Documented Processes and Standards in an Audit Manual 

• Supervision of each Audit Assignment 

• Quality Assurance Reviews 

• Self-Assessment against the Public Sector Internal Audit Standards (PSIAS) 

• Client Feedback and Review 

• A Continuous Improvement Plan 
 
No key areas of non-compliance have been identified during the year, which is 
confirmed by the EQA. DARA’s programme of continuous improvement, includes 
implementing actions agreed following the EQA, which relate to enhancing 
communications and developing and implementing the Data Analytical Strategy. Agile 
working will be encouraged and work practices streamlined. 
 
The independence of DARA is maintained and supported by Internal Audit Charters 
with each of its clients and preservation of reporting lines. There have been no 
impairments to the independence or objectivity of DARA during the year.  
  

Client Satisfaction 
 
Client satisfaction questionnaires issued following each audit review showed that the 
overall target of 80% satisfaction (i.e. a score of 4 from 5 or greater) in all aspects of 
DARA work was exceeded with 92% being achieved. The most effective area of 
performance was in the conduct of the audit achieving 97%, with the consultation 
process both achieving 91% and value of reports and findings 92%. 
 

Timeliness of Reviews 
 
DARA met the 80% target for issuing final reports within one week of receiving a 
management response.  It takes on average seven weeks to clear audit reports and 
this is an area of improvement for the coming year together with reducing the time in 
publishing reports, which remained at four weeks against a target of three. 
 

Equalities and Diversity  
 
The MOPAC and MPS commitment in relation to equality and diversity is considered 
in all audits and investigations. In particular, this year DARA continued to support the 
Audit Panel in reviewing the development of the framework supporting the 
implementation of the Met’s Diversity and Inclusion Strategy.  
 

Planning and Delivery 
 
DARA completed 82% of the risk and assurance work programme to at least draft 
report stage by the end of March falling just short of the 90% target. Time was spent 
broadly as planned across the areas of activity as follows although less time on counter 
fraud work due to staff illness. 
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Activity Planned % Actual % 

Risk and Assurance Audits and CRSA 
• MOPAC Oversight and Governance 

• MPS Strategic Control Framework 

• Managing and Delivering Change 

• Key Financial and Core Systems 

• Workforce Management 

• Operational Delivery 

• Information and Data Security 

1623 62% 1543 64% 

Risk and Control Advice 
• Major Change Programmes 

• Senior Management Assurance 

• Information Management Assurance 

• Systems Development 

439 17% 435 18% 

Counter Fraud Activity 
• National Fraud Initiative 

• Fraud Prevention Strategy/Raising Awareness 

• Investigation into Fraud/Irregularities 

568 21% 425 18% 

Total 2630 100% 2403 100% 

 

Additional time was spent this year on completing the MOPAC internal training 
programme and implementing the revised performance management framework, 
which impacted on the productivity target, with 82% achieved against the 85% set. 
 

 
 
 
 
 
 

82%

11%

7%

DARA Productivity

Direct Time

Admin and Management

Training and Support
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Key Objectives for DARA in 2019/20 
 
DARA will continue to be an independent source of assurance to the DMPC, MOPAC, 
the Commissioner and MPS Management Board. Providing professional advice and 
assistance at this time of significant change and helping to improve the effectiveness 
of the MOPAC and MPS internal control environments. Key objectives for the coming 
year include: 

 

• Ensuring audit activity continues to be aligned with strategies, objectives, and 
risks to MOPAC and the Met, evaluating the effectiveness of the internal control 
framework, providing independent assurance and identifying areas of 
improvement. 

 

• Helping to develop and approve the Met Assurance Framework, supported by 
increased CRSA activity working in liaison with senior managers. 

 

• Increasing liaison and engagement with business and operational leads to 
increase the understanding of the role of Internal Audit and assist in the 
implementation of agreed actions and addressing key emerging risks. 

 

• Continuing to support the significant level of change taking place advising on 
governance and control issues. 

 

• Maintaining professional standards, continuing to demonstrate quality and 
continuous improvement, integrity, competence, independence and due 
professional care.  
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AC Assistant Commissioner 
BCU Basic Command Unit 
CIPFA Chartered Institute of Public Finance and Accountancy 
CRSA Control Risk Self Assurance 
DARA Directorate of Audit, Risk and Assurance 
DMPC Deputy Mayor for Policing and Crime 
EQA External Quality Assurance 
FMCP Financial Management Code of Practice 
GDPR General Data Protection Regulation 
GLA Greater London Authority 
HMICFRS Her Majesty’s Inspectorate of Constabulary, Fire and Rescue 

Services 
HR Human Resource 
IASB Information Assurance Security Board 
ICT Information and Communication Technologies 
IT Information Technology 
Met Metropolitan Police Service 
MOPAC Mayor’s Office for Policing and Crime 
MiPS Met Integrated Policing Solutions 
MPS Metropolitan Police Service 
NFI National Fraud Initiative 
OCSAE Online Child Sexual Abuse and Exploitation 
OMM One Met Model 
PCC  The Police and Crime Committee 
PCP Police and Crime Plan 
PEEL Police Effectiveness, Efficiency and Legitimacy 
PIB  Portfolio Investment Board 
PMG Programme Management Group 
PSIAS Public Sector Internal Audit Standards 
PSOP Police Standard Operating Platform 
RAB Risk and Assurance Board 
SIAM Service Integration and Management 
SCIRGE Strategic Crime and Incident Recording Group 
SSCL Shared Services Connected Ltd 
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