
 

 
 
 
 
 
 
 
 
 

 
10 August 2015                                                                       MOPAC19032015-18044                   
  
Dear Roger 

 
Tightening the net: The Metropolitan Police Service’s response to online theft and 
fraud 
 
Thank you for your letter of 19 March enclosing the Police and Crime Committee’s thoughtful 
report, ‘Tightening the net: The Metropolitan Police Service’s (MPS) response to online theft 
and fraud’. 
 
Further to my letter of 17 April and our meeting on 14 May, I now enclose my full response to 
the recommendations for MOPAC that your report made.  
 
As you are aware, I launched MOPAC’s Business Crime Strategy last year and I am committed 
to improving the MPS’ response to the growing threat of fraud, and I wanted to thank you and 
your team for supporting this by focusing a review on this issue.  It is my ambition to see both 
more fraudsters locked up, and critically, fraud prevented in the first place through much 
better education. My family has been the victim of a serious fraud in the past, and I have seen 
first hand how fraud is far from victimless.  
 
The following are my responses to your list of recommendations for MOPAC: 
 
Recommendation 1 
 
In the next year, MOPAC should commission criminologists and/or other academics to work 
with the Met to develop profiles of the different types of perpetrators of online crime that are 
based in London, in order to help the Met to tailor its response. The research should focus on 
low-level, high-volume online crimes; it should also pay particular attention to the extent to 
which perpetrators are currently involved in other forms of offending, or have been in the past. 

 
• MOPAC is already working with Operation Falcon from a crime prevention 

and target hardening viewpoint. 
 

• MOPAC will work with the Operation Falcon team seconded to the London 
Digital Security Centre (LDSC) to assess whether there are particular 
archetypes of online offenders as seen through those prosecuted. There are 
currently eight MPS Cyber Protect officers seconded into the LDSC team. 
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• The LDSC will work with MOPAC’s Evidence and Insight team of social 
researchers to assess whether there are any trends in offending patterns, for 
example using Police national computer data. 

 
Recommendation 3 
 
The Mayor’s Office for Policing and Crime should develop specific questions to capture 
individuals’ online victimisation in London, with a view to introducing them into its 
quarterly Public Attitudes Surveys (PAS) from 2016-17 onwards. In addition, MOPAC 
should extend its Business Attitudes Survey (BAS) to measure online victimisation among 
London’s businesses. It should publish the headline results from each survey on the 
London Datastore. 
 
• MOPAC’s analysts are assessing whether the new MyVoice survey of victims 

can include members of the public, and not just businesses. 
 

• The BAS already asks businesses about online victimisation. It is in its second 
wave of interviews. MOPAC will publish its BAS results on the Business crime 
page of the MOPAC website. 

 
• The first wave of BAS results covered 1600 businesses who took part in 

detailed 30 minute telephone interviews with a specialist market research 
company contracted to lead on BAS. I attach the first wave analysis as 
Appendix 1. 

 
• Of all crimes reported by those businesses, fraud was the second highest 

category after burglary. 
 

• The PAS now includes questions about online crime/victimisation – these are 
attached as Appendix 2. 

 
Recommendation 4 
 
The Mayor, in partnership with the City of London Police and other key stakeholders, 
should lead a London-wide campaign during 2015-16 to draw attention to the threat of 
online crime and raise awareness of Action Fraud to improve reporting of crime by 
individuals and businesses. 
 

• MOPAC is working through the LDSC with a number of partners on a 
series of masterclass briefings for businesses on cyber crime and fraud.  
 
The first was held on 26 May in City Hall, opened by myself and London 
Chairman of the Federation of Small Businesses, with talks from Sophos 
and City of London Police, who are actively promoting Action Fraud and 
the law enforcement response to fraud in these presentations through the 
LDSC. Please see below a link to a download of the film from this event 
for your information so you can see the content: 
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https://onedrive.live.com/redir?resid=ad6e52ecd190e4eb!9786&authkey=!AAHqrW1Bv1i
72kA&ithint=video%2cmp4 

 
• The LDSC is also actively engaged with Barclays and the Royal Bank of 

Scotland and presenting at their events for SMEs, and are promoting 
Action Fraud there too.  

 
Recommendation 5 
 
MOPAC should help Safer Neighbourhood Boards to raise awareness about online crime 
and the role of Action Fraud. It should provide SNBs with borough-level fraud and online 
crime statistics to help them to identify vulnerable groups in their area. To begin with, 
MOPAC should pilot events at meetings for two Safer Neighbourhood Boards. It should 
then collect findings from these meetings and feed these back to all other boards across 
London by the end of 2015-16. 
 

• MOPAC will take the activity of the LDSC to the SNBs after its initial 
tranche of roadshows are complete later in 2015. LDSC will work on a 
programme of engagement on digital issues through the SNBs. 

 
Recommendation 6 
 
To help the Met to avoid viewing cyber-crime in isolation, MOPAC should commit that its 
future strategies across all themes will directly address pertinent internet risks. 
 

• MOPAC is already considering how the digital environment can enable 
stalking and harrassment. These risks have been written into the Hate 
Crime Strategy.  

• MOPAC ensures that all its strategies cover the online nature of crime and 
abuse. 
 

Recommendation 8 
 
MOPAC should develop and publish an online crime performance dashboard on a quarterly 
basis from 2016-17 onwards. Once the data is available, the dashboard should include the 
headline levels of online victimisation reported in its public and business attitudes surveys. 
The dashboard should also include the number of referrals that the Met receives through 
Action Fraud, as well as the proportion of positive and negative outcomes. And it should 
include suitable performance indicators that demonstrate the work that the Met is doing 
to prevent online crime and disrupt cyber-criminals. 
 

• MOPAC already hears about the impact of fraud on businesses through 
my Business Crime Change Board which I chair jointly with the Deputy 
Commissioner, including the number of positive outcomes of NFIB 
referrals from Operation Falcon.  
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• MOPAC is launching a fraud dashboard after the July Business Crime 
Change Board. This is about positive outcomes of fraud reports from 
Action Fraud. 

 
I hope this is helpful. If you or any PCC Member would like to visit the LDSC offices, my office 
would be delighted to arrange this. 
 
Yours sincerely 
 

 
Stephen Greenhalgh 
Deputy Mayor for Policing and Crime 

 
Encls. 
 
Appendix 1 – BAS Wave 1 results 

 
Appendix 2 – PAS Questions on online crime/victimisation 
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