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Foreword 

Across London’s 32 Boroughs, CCTV is used extensively as a tool for monitoring incidents, enforcing the 

law and protecting the public.  It is an unrivalled force multiplier allowing visual monitoring of spaces that 

cannot be covered with similar efficiency and at comparable cost by staffing or any other mainstream 

technology. 

London’s CCTV estate has developed over decades, initially in response to wider programmes but 

subsequently more in line with each Borough's priorities.  The result is a variety of technologies, facilities, 

operational procedures, collaboration agreements and funding models in use across the Boroughs.  Of 

note is the predominance of analogue cameras and infrastructure, the extent of which limits the 

realisation of cost savings and efficiency benefits that can be derived from modern technologies. 

With roughly three out of every four cameras operated by Boroughs being analogue, significant potential 

exists for investing in integrated digital infrastructure that can unlock benefits gained from economies of 

scale, interoperability and operational efficiencies.  As digital technologies advance, security threats 

evolve, and budget pressures remain on local authorities and the police, the drivers for change 

increasingly converge on the savings made possible through integrated systems, common operational 

protocols and the sharing of infrastructure and facilities.  The ongoing staffing challenges faced by both 

local authorities and the Metropolitan Police Service suggests that these efficiency gains are likely to be 

crucial. 

The roadmap to achieving these gains and savings starts with the conversion of analogue CCTV 

infrastructure to digital and the establishment of integrated network infrastructures, which facilitate 

sharing of video data and encourage the establishment of a common data standard across all 

stakeholder CCTV estates.  The Digital Video Network Protocol used by Transport for London points to a 

potential foundation for such a standard.  At organisation level the roadmap is complemented by further 

development of associations between Boroughs, which at the local level could be centred on the 

Metropolitan Police Service's Basic Command Units. 

By focussing on sustainable investment and following a phased approach towards an integrated CCTV 

system, supported by advanced technologies, common data standards and cooperation agreements 

between stakeholders, the future value of London’s CCTV estate can be maximised. 
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1 Introduction 

1.1 Background 

Closed-Circuit Television (CCTV) video surveillance is a vital element in tackling crime in 

London, helping to secure convictions and assure public safety. However, given increased 

financial pressures on London Boroughs and the often high operational and capital costs of 

keeping surveillance systems running, CCTV provision is at risk. 

The Mayor of London through the Greater London Authority wants to support London Boroughs 

to develop informed strategies for CCTV provision in their respective areas. As part of this 

process, the Mayor’s Office for Policing and Crime (MOPAC) appointed Capita Property and 

Infrastructure (CP&I) to support this engagement by undertaking a study with a view to 

developing a high-level understanding of the current Borough CCTV offer, an understanding of 

good practice in terms of technology and interaction with key partners – specifically the 

Metropolitan Police Service (MPS) – and an understanding of the impact of future technological 

change. 

 

1.2 MOPAC and the MPS  

MOPAC is the organisation through which the Mayor of London exercises his role as the Police 

and Crime Commissioner for the capital. The Mayor is responsible for the totality of policing in 

greater London, excluding the City of London. MOPAC sets the strategic direction for policing in 

London and provides oversight of the MPS. 

 

1.3 MOPAC’s Understanding of CCTV Provision Across London  

Each London Borough has a different policy approach to CCTV, with some continuing to invest 

in new equipment whilst others are taking steps to end maintenance contracts. Some London 

Borough control rooms offer revenue generating services including acting as an out of hours 

contact for personal alarm companies and supporting on street traffic and parking violation 

attendants. 

The level of engagement between London Borough CCTV control centres and the MPS varies 

considerably. In some Boroughs, Council staff share their facilities with MPS officers, allowing 

for continuous joint working. In others, MPS officers must visit the control room in order to 

collect a CD or DVD with the required evidence when an incident has occurred. 
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1.4 Metropolitan Police Use of London Borough CCTV 

For the MPS, CCTV is a vital tool used to tackle crime, secure convictions and assure public 

safety. Specifically, the MPS use London Borough CCTV in the following ways:  

 Territorial policing – police response teams will request London Borough CCTV en-route to 

an incident that is in progress to provide extra information for officers. Where a crime has 

already taken place, CCTV will be requested for evidential purposes. 

 Crime prevention – Crime Prevention Plans include CCTV as a way of preventing crime. 

 Public order – CCTV is monitored during an incident to ensure officers are in the correct 

locations for managing the incident, monitor the crowd and direct the flow of pedestrians 

for safety.  

 Investigation – CCTV images are used to identify offenders and provides evidence that 

can be used through the criminal justice process.  

 Traffic – live CCTV images are used to manage pursuits and to provide evidence for the 

criminal justice process.  

 Counter terrorism – CCTV is monitored and reviewed to manage any incidents of a 

counter terror nature.  

 Specialist departments – from serious crime to active kidnapping, CCTV is used to trace 

suspects and victims.  

 Firearms – CCTV is used during pre-planned and spontaneous incidents. 
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2 The Requirement 

2.1 Overview and Phasing 

MOPAC has engaged CP&I to undertake a CCTV Technical Assessment (‘the study’) in 

accordance with the requirements expressed in a Technology Consultancy Services brief, 

Reference 2 of 14.4. 

The MOPAC requirement is to undertake a study to fulfil the requirement for this commission in 

two phases: 

 Phase 1: Review of the current situation 

 Phase 2: The future of London Borough CCTV – an assessment of opportunities for 

improvement 

 

2.2 Phase 1: Review of Current Situation 

The requirement for Phase 1 covers the following activities: 

 Undertake a high-level assessment of existing London Borough control room facilities, 

considering issues such as: the technology in use, quality of images, the status of 

investment, the nature of monitoring (reactive or proactive), and additional service offered. 

 Undertake a high-level assessment of existing working relations between London Borough 

CCTV control rooms and partners. This should focus on the working relationship of each 

control room with the MPS (in terms of cost, time and process). In less depth, this should 

also consider working relations between each London Borough and other partners (e.g. 

Transport for London (TfL) and the British Transport Police (BTP)), subsequently enabling 

the identification of best practice. 

 

2.3 Phase 2: The Future of London Borough CCTV 

The requirement for Phase 2 covers the following activities: 

 An assessment of the potential for shared facilities and control rooms between London 

Boroughs, police and other agencies. 

 An assessment of the feasibility of a pan-London procurement framework designed to 

reduce duplication in tendering for CCTV equipment and services to drive savings, with a 

recommendation of what this framework should consider.  

 A recommendation of standards of interoperability and quality of images, enabling more 

effective playback for the use of CCTV within the Criminal Justice System (CJS). 
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 A recommended approach to the monitoring of cameras, the need to secure value for 

money. 

 Recommendations on how to best integrate the systems of London Boroughs with those of 

partners, particularly the MPS, to maximise efficiency, reduce duplication, maintain levels 

of investment and enhance MPS access. This should also consider how best enable 

integration with private organisations that currently act in isolation from the public sector to 

improve coverage, reduce duplication and enhance MPS access.  

 A review of advancing technology from analogue to digital capture and storage, static to 

mobile etc. and the implication on CCTV provision in London. This is to include an 

assessment of future video analytic possibilities (e.g. facial recognition). 

 

2.4 Document Context and Scope 

This document is the Phase 2 Report for the study and provides the following information: 

 The requirements for the study 

 The methodology adopted for Phase 2 of the study 

 Details and outcomes of further engagement activities undertaken 

 Consideration of each of the main themes of the study, including the following: 

o Current situation review 

o Identification of key issues and drivers for change 

o Identification of options to address key issues and drivers for change 

o Analysis and appraisal of options 

o Recommendations  

  Overall conclusions and recommendations 

 Recommended next steps in the process of delivering the findings of the study 

 Reference material, including the following: 

o Glossary of terms 

o Schedule of acronyms 

o Schedule of relevant and applicable legislations, standards, and best practice 

 

  



 
31 May 2018 Commercial in Confidence 

 
 

 

 
 

Phase 2 Report 
 CS094348-MOPAC CCTV-Phase 2 Report-1-2018-08-09 6 

 

3 Methodology 

3.1 Overview of Methodology 

The methodology adopted for Phase 2 of the study is designed to provide a clear and 

structured progression through the subject matter in order to ensure the following: 

 Findings of Phase 1 of the study are properly considered and incorporated 

 The problem domain is well set-out, reducing the inter-linkage of themes in order that 

issues can be readily understood and feasible solutions of the correct nature and scale 

identified 

 Coverage of study themes is to the correct depth and breadth, commensurate with a study 

of this type and the requirements of MOPAC 

 Each element of the work builds upon preceding and related elements, leading to findings 

that are clear and mutually consistent 

 Recommendations for next steps and future works can be properly identified and defined 

 

Accordingly, and in outline, the methodology adopted is as follows: 

1. Set out the background and the requirements for the study 

2. Undertake any further engagement with stakeholders, over and above that already 

undertaken during Phase 1, as required to inform the Phase 2 activities 

3. Consider the primary themes of the study in a manner as follows: 

o Examine the current situation, drawing upon, and linking to, the findings of Phase 1 and 

any further stakeholder engagement outcomes 

o Identify key issues and drivers for change relating to the current situation, taking into 

account factors such as the following: 

- Legislation and standards compliance 

- Emerging industry trends and best practice 

- Planned and anticipated CCTV scheme change and development activities  

- Strengths, weaknesses, threats, and opportunities (SWOT) 

o Identify options for change to address the key issues and drivers for change with the 

intent of bringing about improvements in the current situation 

o Appraise options for change in order to identify optimal solutions 

o Make recommendations based upon the option appraisal 
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4. Draw overall conclusions related to all the primary study themes 

5. Identify and recommend next steps for the process of delivering the findings of the study 

 

Note that one of the primary themes of the study is a review of advanced technology. For this 

theme, with respect to the methodology element 3, above, a variant approach is adopted, as 

follows: 

3.  Consider the advanced technology theme of the study in a manner as follows: 

o Identify advanced technologies likely to impact upon CCTV operations for the London 

Boroughs 

o For each advanced technology identified, review and assess the anticipated impact 

upon London Borough CCTV provision 

o Make recommendations for advanced technology that should be considered and 

monitored/progressed for potential adoption and incorporation into the overall London 

Borough CCTV estate 

 

Note that Capita has not had access to the MPS CCTV Strategy, which is currently being 

prepared and is not yet issued. The MPS CCTV strategy could potentially have an impact upon 

the outcomes of this study. However, such as yet unknown impacts have not been incorporated 

into this report. 

 

3.2 Primary Themes 

The primary themes for Phase 2 of the study are closely aligned with the requirements that 

MOPAC expressed in the study brief (Reference 2 of 14.4). The primary themes are as follows: 

 Approach to monitoring 

 Shared facilities 

 Integration strategy 

 Standards of interoperability 

 Advanced technology 

 Pan-London procurement framework 
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3.2.1 Shared Facilities 

This theme covers shared facilities and, in particular, shared CCTV control centres for the 

purposes of undertaking CCTV monitoring operations. 

The issue of sharing also applies to CCTV camera systems. However, such sharing primarily 

relates to, and arises from, integration of systems. Accordingly, in order to provide optimum 

clarity to the information presented herein, CCTV camera sharing is covered by the Integration 

Strategy theme. 

 

3.2.2 Pan-London Procurement Framework 

This theme covers the feasibility of establishing a pan-London CTV procurement framework to 

be used by all London Boroughs when procuring CCTV equipment or services.  It arises from 

the need for achieving cost savings in the face of budget pressures and addresses the 

effectiveness, efficiency suitability of an overarching framework approach to procurement. 

 

3.2.3 Standards of Interoperability 

This theme covers interoperability of CCTV data, and the image quality of the same, particularly 

with respect to playback of recorded CCTV data within the CJS. 

Note that the term ‘interoperability’ is derived directly from the MOPAC brief for this study 

(Reference 2 of 14.4). However, the terms of the brief are clear that interoperability, for this 

study, relates specifically to playback of CCTV data within the CJS, and does not cover 

interoperability between CCTV systems. Rather, such interoperability between CCTV systems 

is covered in the Integration Strategy theme. Accordingly, the term ‘interchange’ would, 

perhaps, be a term that more closely reflects the specific coverage of the interoperability theme 

for this study. 

 

3.2.4 Approach to Monitoring 

This theme covers the approach to monitoring of CCTV cameras, specifically at the primary 

CCTV control centre for each London Borough CCTV scheme. 

The issue of CCTV camera monitoring is also impacted upon by the sharing of CCTV control 

centres, and the integration of CCTV systems. However, in order to provide optimum clarity to 

the information presented herein, sharing of CCTV control centres is covered by the Shared 

Facilities theme, and integration of CCTV systems is covered by the Integration Strategy theme. 
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3.2.5 Integration Strategy 

This theme covers the integration of London Borough CCTV systems with those of other 

stakeholders and, in particular, between Councils and with the MPS. This theme also covers 

the issue of integration with third-party private-sector organisations in order to extend the 

coverage footprint for CCTV, avoid duplication of resources, and improve accessibility to CCTV 

cameras, particularly for the MPS. 

 

3.2.6 Advanced Technology 

This theme covers the identification and assessment of advanced technologies that are 

emerging, or are anticipated to emerge, and that have the potential to impact upon London 

Borough CCTV operations. The identification and assessment leads to recommendation of 

technologies anticipated to have significant beneficial impacts that should be considered, 

monitored and progressed for adoption and incorporation into the London Borough CCTV 

estate. 

 

3.3 Option Analysis and Appraisal 

Options are initially analysed to identify their key advantages and disadvantages, and are then 

appraised by means of weighted-scoring techniques in order to provide a degree of 

quantifiability to the conclusions reached, and the recommendations made by the study. 

Options are scored against a set of criteria that are given weightings to reflect the relative 

importance of the criteria. Capita has selected the criteria and the weightings based upon 

factors such as the following: 

 The requirements expressed in the MOPAC brief for the study (Reference 2 of 14.4). 

 Discussions with MOPAC 

 Discussions with MOPAC stakeholders and London CCTV stakeholders 

 Legislative requirements (Reference 14.1). 

 Standards requirements (Reference 14.2) 

 Best practice and guidance (Reference 14.3) 

 Our knowledge and experience of the CCTV and security sector within the UK, and 

internationally 

Generally, because options may achieve differing intents, the options are not scored against 

one another. Rather, they are scored in order to achieve a rating, and thus categorisation, of 

‘suitability for selection’. 
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The suitability categories used are as follows: 

 0 <= Score <25: Poor 

 25 <= Score <50: Fair 

 50 <= Score <75: Good 

 75 <= Score <=100: Excellent  

The exception to this approach is used when a number of options achieve the same intent. In 

this case, these options are scored against each other in order to select the best option for the 

intent achieved. 
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4 Approach to Monitoring 

4.1 Current Situation 

This section presents an overview of the current situation with respect to the approach to 

monitoring of CCTV in the London Boroughs. 

This current situation appraisal is based upon information gathered during the Phase 1 activities 

for this study, and detailed in Reference 1 of 14.4. 

 

4.1.1 Purpose of Monitoring 

The Primary purposes of CCTV monitoring by the London Borough Councils are as follows: 

 Prevention of CD&ASB (Crime, Disorder, and Anti-Social Behaviour) 

 Detection of CD&ASB 

 Prosecution of CD&ASB 

 Reduction in the fear of CD&ASB 

However, in many cases the Council CCTV control centres do not only undertake CCTV 

monitoring for these purposes. There are a significant number of Councils supporting other 

CCTV-based applications, including the following: 

 Traffic enforcement 

 Parking enforcement 

 Protection of Council and stakeholder personnel, such as enforcement officers 

 Environmental protection, such as fly-tipping detection 

It is understood that the diversification of CCTV applications has occurred organically as 

requirements and demands have arisen local to each London Borough, and not as part of a 

coordinated development strategy. 

 

4.1.2 Monitoring Agency 

Most Councils undertake monitoring of their own CCTV cameras. There are a small number of 

instances where Councils work together to undertake joint monitoring. There is one instance 

where the MPS monitors cameras for the Council. 

In some cases, MPS personnel are embedded within Council CCTV control centres, on a full-

time or part-time basis, and these personnel may undertake monitoring operations. 
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4.1.3 Monitoring Extent 

The extent of CCTV monitoring varies widely across the London Boroughs. The majority of 

Councils undertake full-time (or practically full-time) monitoring, whereas a smaller number of 

Councils undertake part-time monitoring. Very few Councils undertake no monitoring at all.  

The distribution of the extent of CCTV monitoring is as follows: 

 Full time monitoring: 22 Councils 

 Part time monitoring: 5 Councils 

 No monitoring: 2 Councils 

It is understood that restrictions in the extent of monitoring to levels of service below full-time 

are primarily due to revenue funding limitations.  

 

4.1.4 Monitoring Regimes 

Monitoring activities can broadly be categorised into a number of regimes, as follows: 

 Proactive: CCTV is monitored live. The monitoring regime is intelligence-driven and makes 

use of schedule-based target area patrolling. The monitoring regime incorporates suitable 

provisions for major incidents and planned events, such as those related to sporting 

events and the like. 

 Active: CCTV is monitored live. The monitoring regime is based upon ad-hoc surveillance 

and makes limited or no use of intelligence and schedule-based target area patrolling.  

 Reactive: CCTV is not monitored live. Rather, recorded CCTV images are reviewed after 

an incident has occurred in order to assist crime detection/investigation and prosecution 

Across the London Boroughs, all of the monitoring regimes described are implemented in some 

form, to varying degrees, and with some level of overlap between regimes. 

It is understood that variations in the monitoring regime adopted across the London Borough 

are primarily due to revenue funding limitations.  

 

4.1.5 Monitoring Workload 

There is a wide range of ratios of cameras to monitoring personnel resources across the 

London Boroughs. The lowest camera-to-operator ratio is 27, and the highest ratio is 653. 

Equally, there is a wide range of ratios of members of the population to cameras. The lowest 

population-to-camera ratio is 0.33, and the highest is 9.55. 

 



 
31 May 2018 Commercial in Confidence 

 
 

 

 
 

Phase 2 Report 
 CS094348-MOPAC CCTV-Phase 2 Report-1-2018-08-09 13 

 

4.1.6 Monitoring of Third-Party CCTV 

Some Council CCTV schemes are integrated with third-party CCTV schemes and CCTV image-

stream data is provided to the Council for sharing purposes. 

 

4.1.7 Monitoring of CCTV by MPS 

4.1.7.1 Live Images 

All Councils push at least three CCTV camera feeds (some many more) through to the MPS. 

The MPS routes camera feeds so that they go to the local police station and the MPS command 

and control (C&C) centre. 

The MPS can request, via voice communications, a Council to change the selection of cameras 

pushed to the MPS in order to view different cameras, but cannot make such selection 

themselves. 

The MPS uses live CCTV images for the following purposes: 

 Territorial policing – police response teams will request London Borough CCTV en-route to 

an incident that is in progress to provide extra information for officers 

 Public order – CCTV is monitored during an incident to ensure officers are in the correct 

locations for managing the incident, monitor the crowd and flow of pedestrians for safety 

 Traffic – live CCTV images are used to manage pursuits and to provide evidence for the 

criminal justice process 

 Counter terrorism – CCTV is monitored to manage any incidents of a counter terror nature 

 Specialist departments – from serious crime to active kidnap, CCTV is utilised to trace 

suspects and victims 

 Firearms – CCTV is used during pre-planned and spontaneous incidents 

4.1.7.2 Recorded Images 

The MPS uses recorded CCTV images for the following purposes: 

 Where a crime has already taken place, CCTV will be requested for evidential purposes 

 Investigation – CCTV images is used to identify offenders and provides evidence that can 

be used through the criminal justice process 

 Counter terrorism – CCTV is reviewed to manage any investigation of a counter terror 

nature 

 Specialist departments – from serious crime to active kidnap, CCTV is utilised in an 

investigation 

 Firearms – CCTV is used in a firearms investigation 
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4.1.8 Automated Monitoring 

A number of Councils use automated monitoring systems to support conventional monitoring by 

human operators. 

The automated monitoring systems and applications in use across the London Boroughs 

include the following: 

 Motion detection video analytics 

 Automatic Number Plate Recognition (ANPR) 

 Road lane and box junction monitoring 

There is no evidence of a common strategy or approach to the deployment of automated 

monitoring systems across the London Boroughs. Rather, such technology is deployed in 

response to local needs and the ability of the various CCTV systems in use to support such 

technology. 

 

4.1.9 Monitoring Room Arrangements 

There is significant variation in the monitoring room facilities across the London Boroughs. 

Whilst there are some broadly common arrangements with respect to CCTV control centres and 

the monitoring rooms within the control centres, there is significant variation in the facilities 

provided, and the standard of the same.  

Key themes around the variation in monitoring room facilities and monitoring room standards 

include the following: 

 Dedicated CD&ASB monitoring rooms versus shared multi-functional facilities 

 Layout and arrangement of monitoring rooms and the incorporation of ergonomics and 

human factors 

 Ambient noise levels 

 Lighting levels 

 Standard of displays and controls equipment 
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4.1.10 Legislative Compliance 

There are a number of pieces of legislation that directly affect and govern CCTV operations. 

Details of these are provided in Section 14.1. 

Compliance with legislative requirements is conventionally (within the UK CCTV sector) 

formalised through governance documentation including Code of Practice documents and, in 

some cases, associated working practice/procedure documents. 

Each of the London Boroughs has set in place a suite of governance documents. 

 

4.1.11 Standards Compliance 

There are a number of standards that directly affect CCTV operations. Details of the primary 

instances of these are provided in Section 14.2. 

Compliance with standards requirements is conventionally (within the UK CCTV sector) 

formalised through governance documentation including Code of Practice documents and, in 

some cases, associated working practice/procedure documents. 

Each of the London Borough has set in place a suite of governance documents. 

 

4.1.12 Best Practice 

There are a number of best practice documents and guidance that directly affect CCTV 

operations. Details of the primary instances of these are provided in Section 14.3. 

It should be noted that, to varying degrees, the London Boroughs themselves are a source of 

CCTV best practice, both nationally and internationally, with some CCTV schemes being 

exemplars in the CCTV sector. 

 

4.2 Key Issues and Drivers for Change 

4.2.1 Monitoring Extent 

A significant number of Councils do not undertake full-time monitoring. 

The lack of full-time monitoring gives rise to a number of disadvantages, including the following: 

 Inefficient use of costly and largely or wholly publicly-funded capital infrastructure 

 Increase in the fear of CD&ASB 

 Reduction in CD&ASB prevention 

 Potentially delayed response by the police to CD&ASB incidents 
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 Reduction in CD&ASB detection 

 Reduction in the quantity and quality of evidential material for use in prosecution 

 Reduction in the effectiveness of CCTV for non-CD&ASB applications 

 Adverse public opinion (were the lack of full-time monitoring known to the public) 

The provision of full-time monitoring would likely be the ideal situation as it would avoid these 

disadvantages arising. 

However, the provision of full-time monitoring across the London Boroughs is constrained by 

funding limitations. 

 

4.2.2 Monitoring Regime 

Across the London Boroughs there is a considerable variation in the monitoring regimes 

adopted. 

At best, this leads to a non-uniform approach to CCTV monitoring and, consequently, to 

potentially varying costs and benefits arising from the same. At worst, with the worst-case being 

reactive-only monitoring, this gives rise to the same disadvantages as for lack of full-time 

monitoring, for it is the same situation. 

The provision of uniform proactive monitoring regimes across the London Boroughs would 

serve to avoid the disadvantages of reactive-only monitoring regimes arising, and would 

promote the following: 

 Better use of intelligence from stakeholder agencies in order to deliver maximal benefits 

from the CCTV infrastructure and the CCTV operator monitoring resources employed 

 A more systematic threat and risk based approach to monitoring 

 Enhanced ability to demonstrate the efficiency and effectiveness of CCTV and produce 

key performance indicators (KPIs) or metrics relating to the same 

However, the provision of uniform proactive monitoring regimes across the London Boroughs is 

constrained by issues such as the following: 

 Funding limitations 

 Operational and management policies and procedures 

 Appropriate linkage between London Boroughs and stakeholders for the sharing of 

intelligence and the provision of operational support in the case of incidents, events, and 

the like  
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4.2.3 Monitoring Workload 

The earliest UK CCTV systems had a relatively low camera count that allowed all CCTV 

cameras to be displayed upon a video wall. This allowed CCTV Operators to direct and monitor 

one camera closely on a desktop spot monitor whist simultaneously obtaining situational 

awareness of the whole camera scheme via the video wall. 

As camera counts increased, particularly for those schemes covering the largest of geographic 

areas or the greatest population densities, a trend emerged to subdivide video wall monitors to 

show multiple camera images simultaneously – the underlying aspiration to meet the standard 

of displaying all cameras at all times on the video wall. This approach eventually leads to a 

situation where many schemes displayed so many cameras at such small size and resolution 

that the video wall increasingly ceased to deliver its function. 

Currently, the trend has emerged to partition the video wall into segments, such as those that 

cover separate geographic areas, perhaps assigning one segment per CCTV Operator. 

Cameras are often displayed on the video wall in sequences or salvos. 

At the limit, though, each CCTV operator can only monitor one camera closely at a time, whilst 

simultaneously obtaining situational awareness of a number of cameras via the video wall. 

Accordingly, and given the large variation in camera-to-operator ratios across the London 

Boroughs, there is limited confidence that there is consistent provision relating to monitoring 

workload across all London Boroughs taking into account governing factors such as the 

following: 

 Camera count 

 Prevalence of CD&ASB 

 Variance in workload across times of the day, days of the week, and seasons of the year 

 Variance in workload relating to planned events, and the like 

 Economies of scale through sharing of monitoring resources 

 Economies of scale achieved through sharing of monitoring resources across multiple 

CCTV applications, such as CD&ASB, traffic enforcement, and the like 

 Support to human monitoring activities provided by automated monitoring facilities 

A more detailed study into demands that drive the need for CCTV monitoring and the 

corresponding provision made for the same is likely to be able to better inform a consistent 

approach CCTV operator workload and resourcing across the London Boroughs. 
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4.2.4 Monitoring of CCTV by MPS 

Key issues relating to monitoring of London Borough Council CCTV by the MPS include the 

following: 

 There is a relatively wide variety in the number of simultaneous live CCTV image-streams 

provided to the MPS by Council schemes 

 It is not clear that the number of live CCTV image-streams provided to the MPS by Council 

schemes is driven and determined by operational needs 

 The MPS cannot select live CCTV image-streams for monitoring themselves and they 

need to contact the Council CCTV control centre to request specific live CCTV image-

streams for viewing 

 

4.2.5 Automated Monitoring 

There are a range of automated monitoring facilities in use by London Boroughs, but not all 

London Boroughs utilise automated monitoring facilities. 

The adoption of automated monitoring facilities is constrained and influenced by the following 

factors: 

 The CCTV systems and equipment infrastructure deployed by the Councils, and the ability 

of such systems to incorporate automated monitoring facilities 

 The specific purpose and operational situation of each London Borough CCTV scheme, 

and the consequent need for automation  

There is no common strategy across London Boroughs for the adoption and deployment of 

automated monitoring facilities.  

It is anticipated, particularly given the existing constraints upon CCTV operator resourcing and 

the increasing functionality and utility of automated monitoring systems, that future increased 

adoption of automated monitoring is fundamental to ensuring the sustainability of London 

Borough CCTV schemes, and achieving optimal cost benefits from the same. 

 

4.2.6 Monitoring Room Arrangements 

There is significant variation in the monitoring room facilities across the London Boroughs. 

While many London Borough control centres, and the monitoring rooms within these, are 

suitable and fit-for-purpose, there are instances where the facilities provided do not support and 

promote efficient and effective CCTV monitoring operations. 

Key themes and issues relating to monitoring rooms, and the negative impact upon efficient and 

effective CCTV monitoring associated with the same, are as follows: 
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 Some monitoring rooms do not provide good layouts or arrangements that incorporate 

suitable ergonomics and human factors considerations 

 Some monitoring rooms are too brightly lit. Such rooms are, in some cases, those that 

support multi-functional CCTV monitoring for applications other than CD&ASB 

 Some monitoring rooms experience levels of ambient noise that are too high. Such rooms 

are, in some cases, those that support multi-functional CCTV monitoring for applications 

other than CD&ASB 

 The display and control equipment in some monitoring rooms are not adequate or fit for 

purpose 

 The control equipment responsible for rendering display images at some monitoring rooms 

is not providing images of suitable clarity and resolution 

 

4.2.7 Legislative Compliance 

Each of the London Boroughs publishes CCTV operations governance documentation.  

The availability and accessibility of governance documentation vary considerably across the 

London Boroughs. 

The format and content of governance documentation varies considerably across the London 

Boroughs. While there is some commonality of content, there is no standard format and 

possibly insufficient commonality of content within governance documentation across the 

London Boroughs. 

It is not clear that compliance of CCTV operations to CCTV governance documentation is 

assured and demonstrated through audit. 

It is not clear that CCTV governance documentation is regularly and frequently reviewed and 

updated. 

There is no central London body responsible for ensuring legislative compliance of the London 

Borough CCTV schemes. 

 

4.2.8 Standards Compliance 

Each of the London Boroughs publishes CCTV operations governance documentation.  

The availability and accessibility of governance documentation vary considerably across the 

London Boroughs. 

The format and content of governance documentation varies considerably across the London 

Boroughs. While there is some commonality of content, there is no standard format and 
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possibly insufficient commonality of content within governance documentation across the 

London Boroughs. 

It is not clear that compliance with primary governing standards, and in particular BS/EN 

standards, are incorporated and demonstrated within governance documentation. 

It is not clear that compliance of CCTV infrastructure and operations to CCTV governance 

documentation is assured and demonstrated through audit. 

It is not clear that CCTV governance documentation is regularly and frequently reviewed and 

updated. 

There is no central London body responsible for ensuring standards compliance of the London 

Borough CCTV schemes. 

 

4.2.9 Best Practice 

The CCTV Managers’ Forum provides an opportunity to establish good practice and to set 

standards. 

 

4.2.10 Cost Control 

Most Councils reported that CCTV is not a protected service and that securing capital and 

revenue funding for CCTV operations was challenging.   

There would appear to be practically universal pressure to limit capital expenditure on system 

upgrades and expansion, and to reduce revenue expenditure. The latter reduction has 

adversely affected the ability of some Councils to undertake full-time monitoring in a proactive 

manner. 

There is no central control of capital and revenue budgets for CCTV operations across the 

London Boroughs. This has resulted in some Councils undertaking major CCTV infrastructure 

upgrade or renewal activities at the same time as some Councils have ceased to undertake any 

active monitoring at all. 

 

4.2.11 Camera Sharing 

Sharing of cameras brings about a number of benefits, as follows: 

 Increase in the number of cameras available and accessible to parties involved in CCTV 

monitoring 

 The ability for a party primarily responsible for monitoring a camera to share information 

with another party in order to elicit a suitable response to an incident – an example of this 
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is a Council sharing a camera image of a possible crime with the MPS in order to allow the 

MPS to respond appropriately 

 The ability to provide secondary or reversionary monitoring in the event of situations such 

as, for example: 

o The need to evacuate a CCTV control centre 

o Lack of CCTV operator monitoring resources in the event of circumstances such as a 

number of simultaneous incidents, sudden illness, and the like 

Accordingly, the promotion of increased camera sharing between stakeholders is likely to be 

beneficial to London Borough CCTV monitoring operations. The MPS, BTP, and TfL, have all 

expressed the aspiration for increased sharing of cameras, as have some London Boroughs. 

Sharing of cameras can be achieved in the following ways: 

 Through increased integration of stakeholders and their systems, thus allowing more 

concurrent camera images to be shared with a greater number of stakeholders 

 Through sharing of control centre facilities, thus allowing local sharing by means of co-

location, which could be permanent or temporary and event/incident based 

Coverage of issues related to shared facilities is provided in Section 5 of this document. 

Coverage of issues relating to integration of system is provided in Section 6 of this document. 

 

4.2.12 SWOT Analysis 

4.2.12.1 Strengths 

 Embedded MPS officers are deployed in some Council public safety and emergency 

planning functions 

 There are good examples of Council staff working alongside the MPS to monitor CCTV 

cameras for live operations, incidents, and events 

 Some Councils provide dedicated viewing suites for use by the MPS and other agencies 

 Councils use CCTV to good effect in support of wider London Borough activities 

 Some Councils are providing significantly more concurrent CCTV image streams to the 

MPS than the three-image baseline 

 Some Councils believe it is their role to work with and support the MPS in the fight against 

CD&ASB, believing that there is a shared benefit is working together 

 There is a trend for increasing camera sharing with partners within a Council area, such as 

shopping centres, sporting venues, and the like 

  



 
31 May 2018 Commercial in Confidence 

 
 

 

 
 

Phase 2 Report 
 CS094348-MOPAC CCTV-Phase 2 Report-1-2018-08-09 22 

 

4.2.12.2 Weaknesses 

 Apart from a few Councils that share CCTV cameras, most work in isolation, and so 

monitoring is localised 

 There is no strategic London-wide approach to address local problems – the role of 

monitoring is spread across multiple Councils, with the approach of each being different in 

terms of focus, resources, ambitions for CCTV, successes in securing capital and revenue 

funding, and the like 

 There are only a few examples of camera sharing around transport hubs, and so 

significant areas of interest to the Council are blind for both routine operations and for 

incidents and events 

 There are mixed views within the Councils about the value of monitoring and sharing 

CCTV images with the MPS 

4.2.12.3 Opportunities 

 Establish a technical architecture with supporting standards that bring about greater 

sharing of CCTV cameras cross-border, transport hubs and crowded places 

 Approach stakeholders with CCTV cameras in strategic locations, such as rail industry 

transport hubs, to enter discussions in support of greater sharing 

 Use the MPS 2020 Digital Futures architecture to enable the MPS to monitor more London 

Borough cameras 

 Exploit the benefits arising from shared facilities to get the best effect out of the investment 

and achieve value for money 

4.2.12.4 Threats 

 CCTV is not a protected service, and so the pressure on staff budgets for CCTV operator 

monitoring resources can only increase over time as other more pressing problems need 

to be resourced 

 CCTV is a service governed by the disparate political strategies of each Council 

 CCTV infrastructure continues to age and fail, thereby impeding opportunities for 

improving monitoring provision 

 CCTV infrastructure and operations needs to develop to meet the changing and emerging 

challenges from increasing acts of terrorism, and the like 
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4.3 Options Identification 

A number of key issues and drivers for change have been identified relating to the approach to 

monitoring, as detailed in Section 4.2. 

In overview, these key issues and drivers for change are collated and summarised as action 

items for London Borough CCTV as follows: 

 Increase full-time monitoring 

 Increase proactive monitoring 

 Harmonise CCTV Operator workload 

 Increase the use of automated monitoring facilities 

 Improve CCTV control centre monitoring room facilities 

 Ensure and demonstrate legislative, standards, and best-practice compliance 

 Deliver cost control 

 Increase camera sharing 

A number of options have been identified to address these action items and improve the current 

situation with respect to the provision of CCTV monitoring. Some of the options identified 

address more than one of the actions items. 

The options identified are as follows: 

 Option 1: Do nothing 

 Option 2A: Revise London Borough control centre arrangements: revised CCTV Operator 

resourcing 

 Option 2B: Revise London Borough control centre arrangements: outsource monitoring 

resourcing 

 Option 2C: Revise London Borough control centre arrangements: outsource monitoring 

operations 

 Option 3: Renew CCTV control centre facilities 

 Option 4: Adopt greater use of automated monitoring 

 Option 5: Refresh CCTV scheme operation, management, and governance 

Note that the action item related to increased camera sharing is an issue primarily relating to 

shared facilities and integration strategy and, accordingly, is covered in Sections 5 and 6, 

respectively. 

Note that Section 5 relates specifically to shared facilities. Accordingly, such shared facilities 

are not covered explicitly within this section of the document. 
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4.4 Options Analysis and Appraisal 

An options analysis and appraisal matrix is provided in Appendix B. The options analysis and 

appraisal matrix provides descriptions and details of the options, analysis of their advantages 

and disadvantages, and appraisal of their likely suitability for adoption.  

The options that are considered to be most suitable for adoption are those that achieve 

suitability ratings of ‘Good’ or ‘Excellent’. The options that achieved this rating are as follows: 

 Option 2A: Revise London Borough control centre arrangements: revised CCTV Operator 

resourcing 

 Option 4: Adopt greater use of automated monitoring 

 Option 5: Refresh CCTV scheme operation, management, and governance 

 

4.5 Recommendations 

Option 2A is considered essential for implementation in order to continue to realise the benefits 

of the considerable investment made in London Borough Council CCTV infrastructure. 

With respect to option 4, it is anticipated, particularly given the existing constraints upon CCTV 

operator resourcing and the increasing functionality and utility of automated monitoring 

systems, that future increased adoption of automated monitoring is fundamental to ensuring the 

sustainability of London Borough CCTV schemes, and achieving optimal cost benefits from the 

same. 

Although not fundamentally adversely affecting existing Council CCTV operations currently, it is 

likely that adoption of option 5 will deliver a consistent level compliance and governance to 

London Borough CCTV schemes and, thus, will improve standards of CCTV service provision 

across London Boroughs. 
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5 Shared Facilities 

5.1 Current Situation 

This section presents an overview of the current situation with respect to shared facilities for 

CCTV in the London Boroughs. 

This current situation appraisal is based upon information gathered during the Phase 1 activities 

for this study, and detailed in Reference 1 of 14.4. 

 

5.1.1 Existing Sharing Relationships 

The existing shared London Borough CCTV facilities are as follows: 

 Two Councils have a joint CCTV control centre 

 One Council shares a facility with the MPS in an arrangement where the Council shares 

an MPS PFI building, with the MPS undertaking monitoring on behalf of the MPS-Council 

partnership 

 One Council delivers CCTV services from a former operational police station, which is no 

longer open to the public and vulnerable to property disposal by the MPS 

 

5.1.2 Internal Council Sharing Arrangements 

Many Councils do not undertake (CD&ASB) CCTV operations in isolation to other services. 

Rather, various services that relate to CCTV, community safety, and the like, are delivered by 

the same Council function or directorate, and sometimes from the same accommodation as the 

CCTV control centre. 

Typical of such CCTV related services are the following: 

 Warden services 

 Key-holding 

 Out-of-hours call handling 

 Council emergency response 

 Traffic enforcement 

 Parking enforcement 

Such CCTV-related services are often synergistic, thereby optimising service delivery and 

making the best use of available resources and, in some, cases contribute to the funding of 

core CCTV operations, thereby making core CCTV operations more sustainable. 
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At least one Council is partnered with a third-party parking enforcement company 

accommodated within the CCTV control centre, but not within the CCTV monitoring room. The 

third-party company contributes circa £100k per annum into CCTV budget, thus making the 

core CCTV service more sustainable. 

 

5.1.3 MPS Stakeholding 

Some Councils benefit from a full-time or part-time MPS presence in the CCTV control centre. 

Practically all Councils perceive MPS presence at the CCTV control centre as a benefit One 

Council stated that their headcount and costs had reduced because of the MPS operating their 

CCTV control centre, and that this had also resulted in additional MPS officers being deployed 

in the area. 

 

5.1.4 Ongoing Developments and Aspirations 

Three Councils are currently in discussions about a shared facility arrangement. 

Most Councils have expressed an aspiration to achieve a greater degree of sharing. However, 

this aspiration is largely related to the sharing of cameras (i.e. integration of systems) rather 

than the sharing of CCTV control centres. 

Where Councils have expressed an aspiration to share CCTV control centres with other 

Councils, it is practically always the case that this relates to the Council expressing the 

aspiration undertaking the hosting of the service. It is assumed that this is driven by the desire 

for income generation.  

 

5.1.5 Impediments to Shared Facilities 

A number of views and issues that are potential impediments to future facility sharing 

arrangements have been raised by some Councils. These views and issues are as follows: 

 CCTV service provision is a key function that Councils would not allow to be outside their 

direct control 

 Political orientation and direction constrains the possibility of sharing facilities with other 

Councils 

 The inter-related and sometimes dependent nature, in terms of accommodation, 

governance, management, and the like, of other non-CCTV services makes separation of 

the CCTV service for sharing a significant obstacle 

 The purposes to which CCTV are, or could be, applied by third-party Councils constrain 

the possibility of sharing facilities with other Councils 
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 The costs associated with establishing a shared facilities arrangement are prohibitive 

 The legal and commercial issues associated with establishing shared facilities 

arrangements are a significant impediment 

 The service level provided by shared facilities arrangements may not be adequate 

 Compliance with legislation, standards, and best practice is important, and these could not 

be sufficiently assured in a shared facility arrangement 

In some cases, these views and issues have been expressed in the strongest of terms. 

 

5.1.6 Renewals 

A number of Councils are currently engaged in significant CCTV renewal programmes, or have 

plans and budgets approved for the same. 

 

5.2 Key Issues and Drivers for Change 

5.2.1 Attitudes to Shared Facilities 

Many London Boroughs expressed the opinion that they would be willing to consider the 

possibility of hosting a shared CCTV monitoring arrangement. However, most of the same 

London Boroughs expressed less willingness to consider their own CCTV monitoring operations 

being hosted by a third party. 

It is understood that the most significant reason for such a split of opinion relates to the level of 

service provision. Significant issues identified relating to service levels include the following: 

 Councils providing monitoring services would not, generally, monitor to the same 

standards as existing in-house services 

 Councils providing monitoring services would prioritise their own needs, particularly in the 

event of significant events, incidents, and the like 

 There would be a lack of control in terms of the commercial, operational and management 

aspects of CCTV monitoring 

However, given an appropriate service level agreement (SLA), and appropriate supervision and 

surveillance of the same, it is not believed that there are any significant reasons why these 

issues should arise. Moreover, in the situation where sharing of CCTV monitoring was truly a 

joint operation between parties rather than an outsourcing of service from one or more Councils 

to another Council, and with all the required and appropriate joint governance of the same, 

there is believed to be no fundamental reason why benefits in terms of cost and service level 

should not be achievable. 
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5.2.2 Cost Control 

CCTV service provision is subject to funding constraints across all London Boroughs. For all 

Councils, the CCTV service is not a statutory or protected service, and many London Boroughs 

report that CCTV budgets are significantly limited or at risk. Accordingly, control and reduction 

of costs is a key issue. 

Sharing of facilities is one means by which total cost of ownership (TCO) could potentially be 

controlled and/or reduced, particularly in the long term, and could include cost benefits such as 

the following: 

 Reduced accommodation costs for CCTV control centres 

 Reduced CCTV systems and equipment infrastructure costs  

 Reduced CCTV operation and management personnel resource costs 

Such cost benefits are anticipated to arise through economies of scale, when compared with 

the existing situation of separate CCTV operations for most London Boroughs 

However, reduction in TCO is likely to only be achievable over the long term due to factors such 

as the following: 

 The additional costs required to merge existing control centre accommodation, or develop 

new accommodation, to support shared facilities 

 The additional costs required to divert, migrate, or renew existing CCTV, and other, 

systems and equipment to a new shared facility 

 The additional costs required to establish new governance regimes for shared facilities 

 The additional costs required to transfer, dispose, or recruit operations and management 

personnel for shared facilities 

 

5.2.3 Service Level Improvement 

Sharing of facilities could potentially provide a vehicle for CCTV monitoring service level 

improvements.  

Potential CCTV monitoring service benefits that could arise from sharing of facilities include the 

following: 

 Increased efficiency and effectiveness of CCTV monitoring 

 Improved ability to resource full-time proactive CCTV monitoring 

 Increased ability to provide CCTV operator resources for multiple concurrent or major 

planned events, incidents, and the like 



 
31 May 2018 Commercial in Confidence 

 
 

 

 
 

Phase 2 Report 
 CS094348-MOPAC CCTV-Phase 2 Report-1-2018-08-09 29 

 

 Increased resilience relating to CCTV operator resourcing, scheduling, rostering, and the 

like 

 Improved CCTV management resourcing to deliver appropriate levels of governance and 

direction to CCTV operations 

Such benefits are anticipated to arise through economies of scale. 

However, there are a number of factors that would need to be addressed in a shared facility 

arrangement in order to deliver services to an optimal level. These factors include the following: 

 Establishment of a harmonised or unified stated purpose for the shared facility 

arrangement, and governance regime for the same 

 Development of harmonised or unified working practices and procedures for CCTV 

operation and management reporting 

 Establishment of the correct CCTV operator resource needed to deliver the required and 

appropriate level of service, taking into account the CCTV operator workload for the 

shared facility arrangement 

 The retention and transfer of existing CCTV operator and management personnel to the 

new shared facility, and recruitment of any additional resource needed 

 Suitable training and work experience, as required to allow CCTV operators to provide 

efficient and effective monitoring to the new geographic coverage and crime, disorder and 

anti-social behaviour (CD&ASB) situation of the shared facility arrangement 

 

5.2.4 Local Knowledge 

The efficiency and effectiveness of operations within a CCTV control centre depends heavily 

upon the local knowledge of the CCTV operators and CCTV managers. Key local knowledge 

related issues that affect efficient and effective operations include the following: 

 Knowledge of the local geography 

 Knowledge of the CCTV camera infrastructure and, in particular, the placement of 

cameras and the views obtained by the same 

 Understanding of the patterns of CD&ASB within the area covered by the scheme, 

including issues such as known offenders, location of likely high CD&ASB density areas 

(‘hot spots’), timing of periodic or predictable incidents, and the like 

 Understanding of the linkage with other stakeholders, such as MPS, BTP, TfL and the like, 

with respect to camera sharing 

 Interchange of intelligence with respect to planned events, incidents, and the like 
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The matter of sharing of facilities commonly gives rise to concerns relating to the loss of such 

local knowledge, and the consequent impact upon the quality of monitoring provided, through 

factors such as the following: 

 Loss of experienced CCTV operators 

 Lower quality intelligence 

 Reduced intelligence-driven monitoring 

However, given an appropriate operation and management regime, and sufficient attention to 

the selection, training, and supervision of CCTV operations and management personnel, there 

are not believed to be any compelling reasons why such factors should affect CCTV monitoring 

in anything other than the short term. Moreover, given an appropriate migration strategy to a 

sharing arrangement, including appropriate provisions for staff transfer, recruitment, periods of 

joint-running, and the like, there are not believed to be any compelling reasons why CCTV 

monitoring operations should even be affected in the short term. 

 

5.2.5 Accessibility and Inter-working 

Sharing of facilities could potentially improve accessibility to CCTV services for the MPS and 

other stakeholders, and provide opportunities for improved inter-working between agencies. 

Potential accessibility and inter-working related benefits that could arise from sharing of facilities 

include the following: 

 Improved ability for stakeholders, such as the MPS, to attend, and be accommodated at, 

CCTV control centres in the event of planned events, incidents, and the like 

 Improved ability for stakeholders, such as the MPS, to attend, and be accommodated at, 

CCTV control centres to review and acquire evidential material 

 Improved cross-Borough sharing of intelligence 

These benefits are anticipated to arise through logistical and location-based factors, specifically 

the concentration of CCTV service provision into a reduced number of CCTV control centre 

sites and the locations of those sites, which together constitute the clustering of the shared 

facilities arrangement.  

However, clustering factors need to be carefully considered when identifying and analysing 

potential options for shared facilities in order to bring about improvements in the existing 

situation and avoid arrangements that are less advantageous than at present. This issue is 

covered in detail in Section 0. 
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5.2.6 Clustering and Linkage 

In considering the sharing of facilities it is necessary to consider the nature and extent of 

clustering, and the linkage of shared facilities with stakeholders, in order to deliver an 

arrangement that provides real benefits and avoids negatively impacting upon CCTV service 

delivery compared with existing arrangements. 

Significant clustering and linkage factors to be considered include the following: 

 The total eventual number of CCTV schemes to arise out of revision of the exiting 

arrangements by means of facility sharing 

 The clustering of Council CCTV schemes into shared facilities taking into account factors 

such as the following: 

o Which Council CCTV schemes would cluster into any shared facility arrangement 

o How many Council CCTV schemes would cluster into any (i.e. each) shared facility 

arrangement 

o The geographic, political, and other such alignment, of London Boroughs that would 

cluster into any shared facility arrangement 

o Existing CCTV scheme geographic coverage 

o Existing CCTV scheme camera count and personnel resourcing, which indicate the 

scale of the schemes 

o Existing CCTV scheme CD&ASB situation and similar such challenges 

o Existing linkage with stakeholders 

 Alignment of responsibility boundaries between London Boroughs, MPS Basic Command 

Units, MPS control centres, and the like, which impacts upon inter-working 

 The location of shared facilities, taking into account factors such as the following: 

o Accessibility by the stakeholders such as the MPS from all its required access points 

o Transport infrastructure linkage to support accessibility 

o Domestic locations of existing London Borough CCTV scheme personnel to support 

commuting accessibility 

It is of fundamental importance to select the best arrangement of CCTV control centres, their 

location, and their alignment with the geographic and operational boundaries of all stakeholders 

in order to achieve an optimal arrangement for CCTV service deliver. Put simply, at one end of 

the spectrum of clustering, there could be one single CCTV control centre for the whole of 

London. At the other end of the spectrum, there could remain the existing arrangement. The 

optimal arrangement is likely to lie somewhere between these two extremes.  
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5.2.7 Purpose of CCTV 

Although the London Borough CCTV schemes are all primarily focused upon the prevention 

and detection of CD&ASB, the schemes are diverse in ways such as the following: 

 The CD&ASB situation within the areas covered by the schemes 

 The geographic, social, political, and economic environment within the areas covered by 

the schemes 

 The political orientation and strategic and tactical objectives of the London Boroughs 

operating the CCTV schemes 

 The orientation, funding, and similar such factors, of the CCTV service within the overall 

organisation of each Council 

  Services provided by each Council that are linked or related to the CCTV service 

Accordingly, any arrangements for shared facilities will need to take such factors into account in 

order that existing services can be properly supported or successfully unmerged, and that 

mutually agreeable services and service levels, can be defined and delivered in a manner that 

is, ideally, consistent and uniform across London. 

 

5.2.8 Governance and Compliance 

Existing London Borough CCTV scheme governance arrangements are broadly aligned, but 

remain diverse, particularly with respect to the following: 

 Defined purpose of the CCTV schemes 

 Standards compliance, and demonstration of the same, particularly to the number of 

BS/EN/ISO standards that relate to CCTV 

 The standard and uniformity of governance documentation, and the currency and 

accessibility of the same 

 CCTV operations and management information, metrics, and KPIs, and the gathering and 

reporting of the same 

Shared facility arrangement will require appropriate operations and management governance to 

be established. It is anticipated that existing forms of governance would be adapted from 

existing arrangements, as required and appropriate. 

The development of such governance provides an opportunity to refresh existing arrangements 

and maximise compliance with legislation, standards, and best practice. Issues to be 
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considered in developing governance for shared facility arrangements include the following: 

 The Code of Practice for the scheme 

 Procedures and practices governing CCTV operations and management 

 Legislative compliance 

 Compliance with standards relevant to CCTV operations 

 Best practice, which is anticipated to be derived from general best practice, and from best-

practice developed by the CCTV scheme parties to any shared facility arrangement 

 Management reporting, metrics, KPIs, and the like 

 Assurance that all CCTV stakeholders, including the MPS, comply with the same high 

standards regarding data management 

 

5.2.9 Existing CCTV Control Centres and Renewals 

Some Council CCTV control centres are relatively dilapidated or do not properly support 

efficient and effective CCTV monitoring due to issues such as poor ergonomics and poor 

displays and control equipment. Accordingly, investment in renewed facilities is likely to be 

required in the short to medium terms. 

A number of Councils are currently engaged in significant CCTV renewal programmes, or have 

plans and budgets approved for the same. The value of some of these renewal programmes is 

significant. Accordingly, there is a perception that it would not be timely to enter shared facility 

arrangements unless it could be assured that the investment being made was not wasted by, 

for example, relocating the renewed infrastructure. 

All London Borough CCTV control centres have invested relatively large sums in deploying and 

developing their current infrastructures. Accordingly, it is important that shared facilities 

arrangements seek to minimise change to existing infrastructures and maximise re-use of 

existing assets, within the context and constraint of delivering shared facility arrangements that 

deliver an optimal cost and function balance. 

 

5.2.10 Capacity 

An indicative assessment on CCTV control centre capacity has identified that 15 CCTV control 

centres do not have capacity to accommodate additional CCTV operators within the CCTV 

monitoring room. 

The corollary of this is that there are a significant number of CCTV control centres with sufficient 

capacity to support some degree of shared facilities.  
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The adaptation and extension of suitable existing facilities to support sharing is likely to make 

the best use of existing infrastructure and assets, and may provide the most cost-effective 

means of delivering shared facility arrangements. 

 

5.2.11 Constraints 

There are a number of factors that impede or constrain the ability of Councils to enter into 

shared facility arrangements. These factors include the following: 

 Location-constrained services 

 Transmission infrastructure 

 Control and recording infrastructure 

 Voice-communication radio systems 

5.2.11.1 Location Constrained Services 

Some Councils operate a number of location-constrained service. These are services that are 

optimally delivered based upon a specific location or geography. Such services include the 

following: 

 Key-holding 

 Warden, and similar, services 

 Out-of-hours call handling 

 Council emergency incident response 

 Council premises access control 

Such services could, feasibly, be relocated to a shared facility arrangement. However, some 

adverse impact upon the level of service delivered is possibly inevitable, and careful planning 

and design of service arrangements would be required in order to maintain, and ideally improve 

upon, existing arrangements. 

Issues related to location-constrained services include the following: 

 Access to physical resources, such as keys for a key-holding service 

 Journey times and cost of travel for attendance at sites in, for example, warden services 

 Physical presence at sites in, for example, premises access control services  

5.2.11.2 Transmission Infrastructure 

All Councils operate significant CCTV transmission infrastructures between camera sites and 

centralised CCTV control and recording equipment. CCTV transmission infrastructure is also 

used to link CCTV schemes with stakeholders, such as the MPS. 
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The nature and extent of the CCTV transmission infrastructures varies across, and within, 

CCTV schemes. Historically, analogue leased or private transmission circuits have been 

implemented. Recently there has been an emerging, and continuing, trend towards the 

implementation of digital leased or private transmission circuits. Circuits are implemented over 

variety of media, predominantly fibre-optic, but also, to a lesser extent, wireless or radio. 

Transmission of CCTV in the analogue domain is fixed from point-to-point. Transmission of 

CCTV in the digital domain is predominantly fixed point-to-point but is much more flexible in 

terms of re-direction to a different destination due to the routed nature of digital transmission 

using protocols such as TCP/IP. 

Accordingly, to varying degrees, Council CCTV schemes are hard wired for cameras to link to 

specific destinations, these normally being the CCTV control centres or some other nearby 

concentration point. This hard-wired nature of CCTV transmission is an impediment to 

arrangements for sharing of facilities. Moreover, the impediment is a significant one due to the 

fact that the costs for the transfer of leased or private transmission circuits is likely to be 

relatively high. 

However, it is possible that shared facilities arrangements could provide a vehicle for the 

increased migration towards, and adoption of, digital transmission technologies. Such migration 

and adoption are likely to provide longer term benefits such as the following: 

 Increased transmission capacity 

 Potentially reduced TCO 

 Greater resilience and flexibility to respond to future changes in transmission sources and 

destinations 

5.2.11.3 Control and Recording Infrastructure 

All Councils operate significant CCTV control and recording infrastructure, and this is generally 

located at the CCTV control centres. Control equipment is used for the management and 

control of the CCTV system, and for the provision of CCTV operator displays and controls, 

CCTV review facilities, and the like. 

Although there is a degree of commonality, there is still a relatively diverse range of CCTV 

manufacturer equipment deployed across the London Boroughs. Equally, although there are 

some standards of interoperability between equipment from different manufacturers, levels of 

interoperability across Council CCTV infrastructures as a whole remains relatively low. 

CCTV control and recording infrastructure tends to have relatively onerous accommodation 

requirements in terms of equipment rooms, equipment racks, mains power supplies, resilient or 

reversionary power supplies, and equipment cooling. CCTV display and control equipment tend 

to be custom-designed for the CCTV monitoring room providing the accommodation for the 

same. Consequently, CCTV control and recording infrastructure can largely be considered to be 

‘plumbed-in’. 
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Accordingly, given the relatively low commonality and interoperability between CCTV control 

and recording infrastructures, and the plumbed-in nature of the same, transfer of such 

infrastructure to a shared arrangement is anticipated to be of only limited feasibility, of relatively 

high cost, and may involve significant levels of renewal and replacement. 

However, it is possible that shared facilities arrangements could provide a vehicle for the 

increased migration towards, and adoption of, a more homogenous set of control and recording 

solutions, which would potentially lead to longer term benefits such as the following: 

 Reduced maintenance costs through economies of scale 

 Increased interoperability through the adoption of common systems and open standards 

 Increased CCTV operator interface commonality, thus allowing easier inter-resourcing 

between separate CCTV schemes 

5.2.11.4 Voice Communication Radio Systems 

Some Councils operate voice communication radio systems, whereby the CCTV monitoring 

room uses radio terminals to participate in voice radio communications with community safety 

stakeholders, particularly those related to the retail and leisure industries. Such systems are a 

form of private mobile radio (PMR), and these are regulated to operate in certain bands of the 

United Kingdom’s radio spectrum. 

The UK spectrum band regulations, together with the existing radio base station coverage 

footprint, constrains the operating distance of such voice communications radio systems. 

Accordingly, this constrains the relocation of CCTV control centres in a shared facility 

arrangement. 

These technical constraints can be overcome by means of the deployment of additional 

equipment used to relay radio transmissions over greater distances via non-wireless means. 

However, such equipment would remain to be accommodated in the vicinity of the existing 

CCTV control centre, and it is anticipated that such provision would be allowed for at the time of 

transferring other CCTV transmission, control, and recording assets. 

 

5.2.12 SWOT Analysis 

5.2.12.1 Strengths 

 For some Councils, internal shared delivery of various functions such as warden services, 

key-holding, out-of-hours call handling, and Council building access control, has provided 

a better and more efficient service 

 For some Councils, other functions such as parking enforcement, which share the CCTV 

control centre or its accommodating building, contribute to the CCTV control centre overall 

budget, thereby making CCTV operation more sustainable 
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 One CCTV control centre, operated by the MPS, has delivered very strong working 

relationships, and has led to the Council reducing headcount significantly, as well as 

funding addition police officers 

 Some good examples exist of strong local relationships between Council and MPS officers 

5.2.12.2 Weaknesses 

 There is limited sharing of facilities in existence at present 

 Where sharing exists, this is generally limited in nature: typically, two or three Councils 

sharing services, or the MPS hosting Council operations within MPS premises 

 There exist a number of examples of low levels of CCTV operator resources, resulting in 

cameras being left unmonitored at some, or all, times of the day 

5.2.12.3 Opportunities 

 Shared facility arrangements provide potential benefits in terms of costs and levels of 

service provision 

 Shared facility arrangements could provide opportunities for improved accessibility to 

CCTV control centres and CCTV data, particularly by the MPS 

 Shared facility arrangements could provide opportunities for improved inter-working 

between CCTV stakeholders 

 Shared facility arrangements could provide opportunities to harmonise CCTV governance 

and compliance 

 Shared facilities arrangements could provide a vehicle for the migration to, and adoption 

of, digital CCTV transmission 

 Shared facilities arrangements could provide a vehicle for the migration to, and the 

adoption of, increased commonality of CCTV control and recording equipment and 

enhanced interoperability through the adoption of open standards 

 Some CCTV control centres require significant investment in renewals, and shared facility 

arrangements could be a timely vehicle to deliver these in a cost-effective manner 

 Increased legislation mandating CCTV service provision as a protected service could act 

as an enabler for shared facility arrangements 

5.2.12.4 Threats 

 Very few Councils were keen to share facilities, unless they were the one hosting another 

Council 

 Loss of local knowledge is perceived as an impediment to shared facilities arrangements 

 The primary purposes for which CCTV is used across the Councils is not uniform, and this 

is perceived as an impediment to shared facilities arrangements 
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 CCTV transmission, control, and recording infrastructure is predominantly fixed point-to-

point, plumbed-in at specific sites, and with limited interoperability, and would be relatively 

costly to transfer to another location, potentially involving significant levels of renewal and 

replacement 

 Some Councils operate CCTV related services that give rise to significant geographic 

constraints 

 Council budgets are a constraint on progressing the development of shared facilities 

arrangements 

 

5.3 Options Identification 

A number of key issues and drivers for change have been identified relating to shared facilities 

arrangements, as detailed in Section 5.1.6. 

In overview, these key issues and drivers for change are collated and summarised as action 

items for London Borough CCTV as follows: 

 Deliver cost control 

 Deliver service level improvements 

 Improve accessibility for the MPS and other stakeholders 

 Deliver suitable clustering and linkage arrangements 

 Harmonise the purpose and use of CCTV 

 Improve governance and compliance 

 Make best use of existing infrastructure and assets 

 Accommodate the constraints imposed by existing infrastructure in the most cost-effective 

manner 

A number of options have been identified to address these action items and improve the current 

situation with respect to shared facilities. Some of the options identified address more than one 

of the actions items. 

The options identified are as follows: 

 Option 1: Do nothing 

 Option 2: Increase current sharing internal to Councils 

 Option 3: Migrate Council CCTV schemes to shared facilities 

 Option 4: Migrate or develop CCTV control centres to align with the MPS Basic Command 

Units 
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 Option 5: Develop three control centres to align with the MPS C&C centres 

 Option 6: Develop one pan-London control centre 

 

5.4 Options Analysis and Appraisal 

An options analysis and appraisal matrix is provided in Appendix A. The options analysis and 

appraisal matrix provides descriptions and details of the options, analysis of their advantages 

and disadvantages, and appraisal of their likely suitability for adoption.  

The options that are considered to be most suitable for adoption are those that achieve 

suitability ratings of ‘Good’ or ‘Excellent’. The options that achieved this rating are as follows: 

 Option 2: Increase current sharing internal to Councils 

 Option 3: Migrate Council CCTV schemes to shared facilities 

 Option 4: Migrate or develop CCTV control centres to align with the MPS Basic Command 

Units 

 Option 5: Develop three control centres to align with the MPS C&C centres 

 

5.5 Recommendations 

Option 2 is appraised as ‘good’ primarily because of the following: 

 Relatively high feasibility and simplicity of delivery 

 Relatively low technical and commercial risk 

 Relatively low TCO 

 Relatively high levels of best use of existing assets 

However, overall, the option is not anticipated to be able to sufficiently address the key issues 

and drivers, in general terms across the London Boroughs, to be suitable for adoption in 

isolation. Accordingly, this option is recommended for adoption in circumstances where other 

options are deemed unsatisfactory. 

Option 3 provides a good blend of costs, risks, and benefits. Indeed, this option has been 

adopted by a number of Councils, with other Councils currently considering the option, or in 

discussions to adopt the option. 

Option 4 provides the best blend of costs, risks, and benefits. In outline, costs and risks are 

relatively high, but this is balanced by the anticipated increased benefits and, particularly, what 

is believed to be the optimal situation with respect to accessibility by the MPS. 
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Option 5 is, essentially, a variant of option 4, featuring alignment with MPS C&C centres. Whilst 

this option shares many of the attributes of option 4, it is anticipated that the option would carry 

increased technical and commercial risk whilst delivering reduced benefits because of 

geographic and similar impacts caused by excessive centralisation. 

Accordingly, it is recommended that options 3 and 4 are considered further for adoption. 

Moreover, it is recommended that option 2 is considered should circumstances for individual 

Councils dictate that options 3 and 4 are unsatisfactory. 

Upon selection of options to be carried forward by MOPAC and its stakeholders, further and 

more detailed studies will be required to identify the specific details of the options to be taken 

forward for delivery.  
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6 Integration Strategy 

6.1 Current Situation 

This section presents an overview of the current situation with respect to the integration of 

CCTV in the London Boroughs. 

This current situation appraisal is based upon information gathered during the Phase 1 activities 

for this study, and detailed in Reference 1 of 14.4. 

 

6.1.1 Nature of Integration 

London Borough CCTV control centres are integrated with stakeholders in a number of ways, 

primarily as follows: 

 Integration of CCTV control systems for the purpose of sharing live CCTV image-stream 

data (i.e. the sharing of cameras) 

 Integration of voice communications via the PSTN or mobile telephone linkage to the same 

 Integration of voice communications via the MPS Airwave PMR system 

 Integration of voice communications via local or community retail, leisure, and similar PMR 

systems 

With respect to the integration of CCTV control systems for sharing of live CCTV image-stream 

data, such integration provides two modes of operation: 

 Push, whereby a primary CCTV control system operator selects and sends a CCTV 

image-stream to a secondary CCTV control system 

 Pull, whereby a secondary CCTV control system operator can freely select an image-

stream from a primary system without assistance from the primary system operator 

The pull mode of operation may include the additional ability for the receiving CCTV control 

system to control and move the camera.  

The technical and operational arrangement of London Borough CCTV schemes, and the 

integration between them and shareholders, has tended to have arisen through a process of 

evolution rather than through a specific original design intent. 

 

6.1.2 Integration between Councils 

A number of London Borough Councils share live CCTV image-stream data. This tends to be 

the case for Councils that share a boundary. 
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6.1.3 Integration with MPS 

All Councils share at least three live CCTV image-streams with the MPS, with some Councils 

sharing significantly more than this number. The mode of operation adopted is push mode. 

 

6.1.4 Integration with BTP 

One of the London Borough CCTV schemes link with the BTP. 

 

6.1.5 Integration with City of London Police (CoLP) 

There is little integration between London Borough CCTV schemes and CoLP 

 

6.1.6 Integration with TfL 

Most London Borough Councils share live CCTV image-stream data with TfL. The mode of 

operation varies, and is both push and pull. It is understood that the TfL Television Network 

Protocol (TVNP) standard has been adopted for some or all elements of this linkage. 

 

6.1.7 Integration with Rail Sector 

There is one London Borough that shares CCTV image-stream data with a Train Operating 

Company (TOC). 

 

6.1.8 Integration with Private Sector Schemes 

There are a number of instances of significant linkage between Council CCTV schemes and 

third-party private sector CCTV schemes for the sharing of live CCTV image-stream data, 

including the following: 

 Sports stadia 

 Retail centres 

 Housing providers 
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6.2 Key Issues and Drivers for Change 

6.2.1 Nature and Extent of Integration 

The technical and operational arrangement of London Borough Council CCTV schemes, and 

the integration between them and shareholders, has tended to have arisen through a process of 

evolution rather than through a specific original design intent.  

Accordingly, and particularly with respect to integration issues, the Council CCTV schemes can 

be generalised and characterised as follows: 

 Each scheme is a stand-alone entity operating substantially in isolation from other parties 

 There are a wide range of manufacturer type/model systems and equipment in use, and 

there is limited commonality between schemes 

 Some schemes are a hybrid of analogue and digital technologies and very few schemes 

are fully digital 

 Schemes continue to undertake infrastructure upgrades and renewals, but in isolation and 

not directed by any overarching London-centric strategy 

 Linkage with the MPS is not uniform and consistent in terms of how many live CCTV 

image-streams are provided, and the location or point of interfacing with the MPS 

 Linkage with BTP, CoLP, and rail operators is minimal or non-existent 

 Linkage with TfL is not uniform, although the TfL TVNP protocol is implemented, which 

gives rise to a degree of consistency 

 There is no underpinning transmission infrastructure that links stakeholders – transmission 

linkage has arisen in an ad-hoc manner 

This situation is impeding the future integration of CCTV in London and, thus, is a barrier to 

optimising costs and benefits from CCTV. 

 

6.2.2 Level of Integration 

The integration of London Borough CCTV schemes with stakeholders gives rise to significant 

benefits, generally brought about through economies of scale and functional and operational 

synergies. 

Perhaps the greatest benefit arising through integration of CCTV schemes is the ability to form 

an interconnected CCTV infrastructure that is much greater than the sum of its parts. As an 

example, if a Council CCTV scheme were to have linkage with a retail sector CCTV scheme, 

this could then, in turn, be shared with the MPS. In such a manner, CCTV schemes become the 

concentration hubs for cameras that could be shared with all stakeholders. 
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There is an emerging CCTV industry trend towards the enablement and development of larger-

scale virtual matrix CCTV networks. This trend is facilitated by the migration towards digital 

CCTV data technologies and, in outline, allows the switching and sharing of CCTV data from 

cameras to a theoretically unconstrained number of monitoring locations. For a multi-

stakeholder arrangement, such a scheme is anticipated to require resolution of issues such as 

the following: 

 Funding 

 Governance 

 Compliance 

 Access to cameras for pull mode access 

 Priority of access for primary owner of pan, tilt, zoom (PTZ) cameras 

 Automated reversion of PTZ cameras to a home position following access by a third party 

 

6.2.3 Scale of Integration 

There exists a common misconception that the sharing of a particular number of live CCTV 

image-streams that is less that the full camera count of a CCTV scheme does not allow access 

to all of the scheme cameras. This is incorrect as, in such a situation, there is no technical 

reason why all cameras of the scheme cannot be accessed. Rather, it is only the number of 

cameras that can be accessed simultaneously that is limited. 

Historically, either a number of analogue transmission circuits or complex analogue matrices 

were required to facilitate multiple parties sharing the same number of live CCTV image-

streams. The number of analogue transmission circuits limited the number of simultaneous 

cameras that could be accessed. The relatively high cost of analogue transmission circuits has 

tended, historically, to limit the number of simultaneous live CCTV image-streams shared 

between parties.  

For digital transmission systems, multiple live CCTV image-streams can be borne by the same 

transmission link, subject to bandwidth limitations. Accordingly, constraints upon the number of 

simultaneous live CCTV image streams that can be shared are reducing with the increasing 

adoption of digital transmission for CCTV applications. 

The ideal situation for integration and sharing of live CCTV image-stream data would be one 

where there were unlimited analogue or digital transmission linkage between parties sharing 

and all live CCTV image-streams could be shared between parties. However, there currently 

exists no such unlimited transmission linkage and, accordingly, and in order to deploy systems 

that provide optimal cost benefits, the particular number of simultaneous live CCTV image-

streams to be provided between sharers needs to be established by taking into account 
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factors such as the following: 

 The geographical coverage of the cameras 

 The nature and extent of CD&ASB 

 The personnel resources of the organisation with which the CCTV data is shared to 

monitor CCTV image data and respond accordingly 

 

6.2.4 MPS Integration 

Live CCTV image-stream data is shared between all London Borough Council CCTV schemes 

and the MPS. However, not all Council CCTV control rooms appear to be aware of the existing 

linkage with the MPS. 

The number of live CCTV image-streams shared with the MPS varies across London Boroughs, 

and it is believed that the number of live CCTV image-streams is driven by cost-related factors 

rather than functional and operational ones. The optimal situation would be one where each 

Council CCTV scheme were individually re-assessed to determine the optimal number of live 

CCTV image-streams to be shared. Furthermore, that such assessment was undertaken 

periodically, particularly upon any changes to the Council CCTV scheme. 

All costs for transmission links between Council CCTV schemes and the MPS are borne by the 

Councils. There exist mixed views across the London Borough Councils about which party 

should bear the costs for such transmission links. Some councils expressed an unwillingness to 

share more live CCTV image-streams with the MPS, and it is anticipated that this position has 

arisen primarily because of cost issues. It is believed that this situation is impeding 

development of additional integration between Councils and the MPS. 

 

6.2.5 BTP Aspirations 

BTP has expressed an aspiration to share CCTV data with London Borough Councils, 

particularly with respect to the many major transport hubs within London. 

 

6.2.6 CoLP Aspirations 

CoLP has expressed an aspiration to share CCTV data with London Borough Councils, subject 

to mutual agreement of issues such as the following: 

 Information-sharing agreements 

 Compliance 

 Bearing of costs 
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6.2.7 TfL DVNP 

TFL has developed a new protocol standard, the Digital Video Network Protocol (DVNP), for the 

integration of digital CCTV systems (Reference 4 of 14.4). 

In essence, DVNP supersedes the existing TVNP that is oriented towards the integration of 

analogue CCTV systems, which are increasingly becoming obsolete. 

The DVNP standard consultation has been completed and the standard is published. TfL has 

engaged in discussions with the Open Network Video Interface Forum (ONVIF) regarding the 

incorporation of DVNP into the worldwide ONVIF standard. 

TfL has expressed the opinion that adoption of DVNP into a strategy for integration of London 

Borough CCTV would be beneficial. 

 

6.2.8 Private Sector Schemes 

There are a relatively large number of private sector CCTV schemes in operation, and many 

such schemes already have linkage with London Borough Council CCTV schemes. 

It is not likely, at this time, that all of the private sector schemes, and particularly the smallest, 

could reasonably practicably be integrated with Council CCTV schemes. This is because, at the 

limit, there could be many schemes featuring a single camera, and the costs of integration 

would be excessive compared with the benefits arising, as would the CCTV data throughput. 

Rather, it is anticipated that private sector CCTV schemes of an appropriate scale, particularly 

those which act as a hub for a number of cameras that could be selectively shared, would 

provide the most suitable candidates for future integration. 

 

6.2.9 SWOT Analysis 

6.2.9.1 Strengths 

 There exists a significant level of integration between London Borough Council CCTV 

schemes and stakeholders, particularly the MPS 

 Integration covers voice communications as well as CCTV data 

 There exists an aspiration for greater integration to support the sharing of live CCTV 

image-stream data 

6.2.9.2 Weaknesses 

 Integration between Councils is relatively limited 

 There exists significant linkage with the MPS, but not all Councils appear to be aware of 

this 
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 There is very little integration with BTP 

 There is very little integration with CoLP 

 Integration with the rail sector is very limited 

 Council schemes are stand-alone entities operating substantially in isolation from other 

parties 

 Council schemes are not directed or governed by any overall London-centric strategy for 

integration 

 There exists relatively limited commonality of Council CCTV systems and equipment 

 Many of the Council CCTV systems and equipment are a hybrid of analogue and digital 

technology, and very few are fully digital 

 Linkage with stakeholders is not uniform or consistent 

 Responsibilities for bearing costs is a factor that is impeding the development of further 

integration 

 Governance, compliance, access control, and such sharing-related issues are factors that 

are impeding the development of further integration 

6.2.9.3 Opportunities 

 The TfL DVNP standard potentially facilitates future integration 

 Increased integration would provide operational benefits for CCTV achieved through 

economies of scale and synergies  

 The MPS CCTV strategy could potentially provide the foundation of a framework for 

Council CCTV data integration 

6.2.9.4 Threats 

 Continuing Council CCTV scheme renewals and upgrades without reference to an overall 

strategy for London Borough CCTV risks impeding integration and risks not making the 

best use of assets procured for renewal and upgrade 

 The MPS CCTV strategy is still in development and may impact significantly upon the 

findings of this study and adoption of any recommendations made by the same 
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6.3 Options Identification 

A number of key issues and drivers for change have been identified relating to an integration 

strategy, as detailed in Section 0. 

In overview, these key issues and drivers for change are collated and summarised as action 

items for London Borough CCTV as follows: 

 Improve integration with stakeholders 

 Deliver a coordinated approach to integration across London Borough Council CCTV 

schemes 

A number of options have been identified to address these action items and improve the current 

situation with respect to the London Borough CCTV scheme integration.  

The options identified are as follows: 

 Option 1: Do nothing 

 Option 2: Develop a CCTV coverage map and database 

 Option 3: Develop CCTV scheme connectivity map 

 Option 4: Develop hybrid or ad-hoc linkage  

 Option 5: Develop underpinning digital transmission infrastructure 

 Option 6: Develop integration front-end to provide integrated digital CCTV sharing system 

 Option 7: Migrate cameras to digital 

 Option 8: Develop pan-London CCTV strategy and governance 

Note that some of these options could be delivered stand-alone, but that some options are pre-

requisites for proper efficient and effective delivery of other options. 

 

6.4 Options Analysis and Appraisal 

An options analysis and appraisal matrix is provided in Appendix C. The options analysis and 

appraisal matrix provides descriptions and details of the options, and analysis of their 

advantages and disadvantages, and appraisal of their likely suitability for adoption.  

The options that are considered to be most suitable for adoption are those that achieve 

suitability ratings of ‘Good’ or ‘Excellent’. The options that achieved this rating are as follows: 

 Option 2: Develop a CCTV coverage map and database 

 Option 3: Develop CCTV scheme connectivity map 

 Option 4: Develop hybrid or ad-hoc linkage  
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 Option 5: Develop underpinning digital transmission infrastructure 

 Option 6: Develop integration front-end to provide integrated digital CCTV sharing system 

 Option 7: Migrate cameras to digital 

 Option 8: Develop pan-London CCTV strategy and governance 

 

6.5 Recommendations 

Options 2 and 3 are anticipated to enable proper understanding of existing CCTV arrangements 

and facilitate future CCTV integration strategy development and delivery of the same. 

Accordingly, these options are strongly recommended for adoption. 

Option 8 is believed to be fundamental to enabling CCTV integration for London, and facilitation 

of efficient and effective CCTV integration and sharing. Accordingly, this option is strongly 

recommended. 

It is believed that the development of fully digital and integrated systems for London Borough 

Councils and their stakeholders is the most efficient, effective, and sustainable means of 

achieving the sharing of live CCTV image-stream data. However, it is recognised that this 

approach would require agreement to an overall strategy and governance, and would be 

deliverable on in the longer term. Accordingly, options 5 and 6 are recommended to deliver 

digital integrated CCTV systems. Furthermore, it is recommended that option 7 should be 

longer term aspiration in order to achieve an end-to-end digital CCTV infrastructure for London 

Borough Councils and their stakeholders. 

Option 4, which largely reflects the current situation with respect to development of integration, 

is anticipated to continue in the short to medium terms, but eventually be superseded by an 

overarching strategy arising from the findings herein and other such related activities. 
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7 Standards of Interoperability 

7.1 Current Situation 

This section presents an overview of the current situation with respect to standards of 

interoperability for CCTV in the London Boroughs. 

This current situation appraisal is based upon information gathered during the Phase 1 activities 

for this study, and detailed in Reference 1 of 14.4. 

 

7.1.1 CCTV Data Standards 

The particular CCTV control and recording equipment, and the configuration parameters or 

setting of the same, used by CCTV schemes determines the nature of CCTV image-stream 

data exported for use in the CJS in terms of factors such as the following: 

 The encoding format, which is either analogue or digital 

 The encoding protocol, or standard, for digital CCTV data 

 The image rate, in terms of the number of images of data per second for video data 

 The resolution, in terms of the number of horizontal and vertical image elements making 

up the image 

 The compression factor, for digital CCTV data 

Traditional analogue encoding formats are now virtually obsolete, having been superseded by 

the digital format. There are now no Council CCTV schemes that record in this format and, 

accordingly, interoperability for analogue formats is not discussed further in this document. 

Digital encoding protocols have evolved rapidly over recent years and development of such 

protocols is anticipated to continue. However, in the last few years there has been a 

widespread adoption of H.264 throughout the UK, and by UK Council CCTV schemes, in 

particular. Virtually all enterprise-class CCTV control and recording equipment currently 

supports the H.264 protocol. 

With respect to image rate, resolution, and compression factor, these determine the bandwidth 

of an encoded video signal for a given digital encoding protocol. The bandwidth of encoded 

video signals impacts upon the requirements for digital transmission and recording throughput. 

Recording throughput impacts upon CCTV data storage requirements, for a given number of 

CCTV images and a given storage retention period. Accordingly, and particularly historically 

when digital storage capacity was relatively expensive, CCTV operators within the UK CCTV 

sector have, in some cases, reduced image rate and resolution, and have adopted or increased 

compression factors, in order to reduce CCTV data storage requirements. 
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With respect to image resolution, this is constrained by the CCTV image-stream data sources, 

which are the cameras. Across the London Boroughs there is a wide variety of camera 

manufacturer types and models deployed. This wide range of camera types and models is 

driven by factors such as the following: 

  Camera protocol support provided by CCTV control equipment manufacturers 

 The target views required 

 The physical installation arrangements and environment of the cameras 

 Continual product development by camera manufacturers 

Camera resolutions continue to increase, with high definition (HD) and megapixel cameras 

becoming increasingly available for applications in the UK government sector. 

Across the Councils, there are at least ten different manufacturers of CCTV control equipment 

in use and, potentially, a greater number of different recording equipment manufacturers due to 

the fact that CCTV control equipment may integrate with a range of recording equipment 

manufacturer products. It is anticipated that various image rates, resolutions, and compression 

factors have been implemented by the Councils. However, it is also anticipated that all Council 

CCTV systems would be capable of exporting, for evidential purposes with the CJS, H.264 

protocol image-stream CCTV data, although this would need to be confirmed by detailed 

investigations. 

With respect to CCTV still-image data, there are a number of industry formats and standards 

that are commonly used for export within the UK CCTV sector, some of the more widely 

adopted being the following: 

 JPEG 

 BMP 

 PNG 

 PDF (which is a document format that can encapsulate and encode still images) 

It is anticipated that all Council CCTV systems would be capable of exporting, for evidential 

purposes with the CJS, CCTV still-image data in one or more of these formats and standards, 

although this would need to be confirmed by detailed investigations. 
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7.1.2 CCTV Data Media 

There is a wide range of media used within the UK CCTV sector for CCTV data interchange, 

including the following: 

 Compact disk (CD) 

 Digital versatile disk (DVD) 

 Removable hard disk drives (HDD) 

 External HDD 

 Universal serial bus (USB) flash drive 

 Cloud-based storage/sharing 

The CD format is increasingly becoming a legacy format due to the limited capacity of the discs. 

Generally, CD, DVD, and USB flash drives are more suited to low capacity applications. 

Removable and external HDD media are generally used for large-capacity applications, such as 

may occur in the event of a major incident or serious crime. For removable HDD systems, some 

form of equipment, or caddy, is required to connect to the HDD in order to provide power and 

interface a host computer to the HDD system. External HDD systems generally connect to a 

host computer via USB. 

Cloud-based storage/sharing is an emerging technology whereby CCTV data is exported to a 

secure and shared space in the cloud for access by stakeholders. The cloud is formed of 

network connections, potentially routed over the Internet linked to storage server systems. The 

latter are either provided in-house or procured as a managed service.  

The London Borough Councils and the MPS have historically used a range of media for 

exporting CCTV data for evidential purposes with the CJS, but have not, historically, used 

cloud-based storage/sharing. 

 

7.1.3 CCTV Data Review 

For all London Borough Councils, MPS personnel have historically visited the CCTV control 

centre in person in order to undertake review of recorded CCTV data as part of investigations 

into incidents of CD&ASB. 
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7.1.4 CCTV Data Production and Issue 

For all London Borough Councils, upon identification of recorded CCTV data that is required for 

processing within the CJS, MPS personnel have historically visited the CCTV control centre in 

person in order to obtain an exported issue of CCTV data evidential material for use within the 

CJS. 

 

7.1.5 CJS CCTV Data Handling 

Following issue of CCTV data as evidential material to the MPS, such data is shared and 

reviewed by a number of parties including the following: 

 MPS 

 The Crown Prosecution Service 

 HM Courts Service 

Note that HM Prison Service and the National Probation Service, although part of the CJS, are 

not covered specifically within this study, as the coverage provide for the MPS, the Crown 

Prosecution Service, and HM Courts Service is deemed to sufficiently cover all the CJS relevant 

issues. 

For the parties that share and review data, it is anticipated that conventional widely-supported 

file sharing and interchange processes and protocols are utilised for the sharing of evidential 

CCTV data. 

For the parties that share and review data it is anticipated that windows-based computers are 

the de-facto standard for accessing media, and playing media content for review of the 

evidential CCTV data. Windows is a proprietary computer operating system, and different 

versions of Windows provide support for various audio and video container files, and the 

encapsulated audio and video codec information. 

Where specific software is required to review evidential CCTV data due to encryption, non-

standard encoding, and the like, it is anticipated that software is provided together with the 

evidential CCTV data that allows playback. Such software will have specific minimum hosting 

requirements relating to the Windows operating system. 

With respect to the computer systems used for evidential CCTV data review, these will have 

minimum hardware requirements for media access support and for supporting resource-

demanding applications such as video/audio playback.  

For the CJS parties that share and review CCTV data, the handling of such data as evidential 

material is managed as part of existing evidential material assurance processes, and is not 

covered by this study. 
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7.2 Key Issues and Drivers for Change 

7.2.1 MPS Cloud Storage and Sharing 

The MPS is currently adopting cloud-based storage/sharing of CCTV data using the Box cloud-

based storage and sharing service with the intent of increasing accessibility to CCTV data, and 

removing the requirement to physically attend CCTV control centres to access evidential CCTV 

data. 

Specific details of the nature and extent of the MPS cloud-based storage/sharing scheme are 

not yet available, and are anticipated to be formally published within the MPS CCTV strategy, 

which is currently in production.  

The MPS cloud-based storage/sharing system is planned to be available to MPS officers by the 

end of July 2018. 

It is anticipated that the MPS cloud-based storage/sharing system will radically transform 

interoperability with respect to CCTV data between the London Borough Council CCTV 

schemes and the MPS and, thus, the CJS as a whole. 

 

7.2.2 CCTV Data Standards 

CCTV data standards adopted within the London Borough Council CCTV schemes are not fully 

uniform in terms of the following: 

 The encoding protocol, or standard, for digital CCTV data 

 The image rate, in terms of the number of images of data per second for video data 

 The resolution, in terms of the number of horizontal and vertical image elements making 

up the image generated by the camera and encoded and recorded 

 The compression factor, for digital CCTV data 

Accordingly, it is anticipated that establishing a quantitative minimum standard for CCTV data 

across London Borough Councils would serve to harmonise CCTV data production and improve 

the usability and quality of CCTV data images for use within the CJS. Such a standard would 

govern the full CCTV data generation and processing lifecycle, including camera imaging 

systems, CCTV control and recording equipment, and evidential CCTV data production and 

storage/sharing facilities. 

It is possible that the MPS cloud-based storage/sharing system could be used to enforce a 

degree of compliance of CCTV data files to a specific set of file types. 
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7.2.3 CCTV Data Media 

The CD medium is anticipated to become an increasingly legacy medium, and it is anticipated 

that it will be discontinued from use within the UK CCTV sector in the short and medium terms. 

On the other hand, DVD and USB flash drives media are anticipated to continue to be 

supported as CCTV data media within the UK CCTV sector. USB storage sizes continue to 

increase, while the cost of such media is stable or continuing to decrease. 

HDD media, in both removable and external forms, are anticipated to continue to be supported 

as CCTV data media within the UK CCTV sector. External HDD media storage sizes continue 

to increase as cost-per-unit of such storage also continues to decrease. Accordingly, external 

HDD media are expected to supersede all other non-cloud media types in the long term. 

Cloud-based storage and processing of CCTV data is anticipated to become increasingly 

adopted within the UK CCTV sector. There are a number of cloud-based models and 

applications, including the following: 

 Cloud-based storage of CCTV data 

 Cloud-based storage/sharing of evidential CCTV data 

 Cloud-based processing of CCTV data for applications such as, for example, traffic 

enforcement 

With respect to the MPS cloud-based storage/sharing system, such storage and sharing could 

be planned to only occur within the CJS itself. However, it is understood that access to the 

cloud storage/sharing system will extend to encompass the Council CCTV schemes, allowing 

them to issue evidential CCTV data directly to the MPS and wider CJS via the system. 

Accordingly, it is anticipated that the MPS cloud-based storage/sharing scheme will supplant all 

other forms of evidential CCTV data media in the longer term. 

 

7.2.4 CCTV Data Review 

For all London Borough Councils, MPS personnel have historically visited the CCTV control 

centre in person in order to undertake review of recorded CCTV data as part of investigations 

into incidents of CD&ASB. 

It is technically possible to route recorded image-stream CCTV data to the MPS using the same 

links used to provide live image-stream CCTV data. This would allow the MPS to view CCTV 

data before vising CCTV control centres, in order to determine if such a visit were worthwhile, 

thus avoiding abortive travel time and costs. In order to achieve this, particular arrangements of 

analogue to digital encoding and decoding may be required, depending on the specific technical 

arrangements for each Council CCTV scheme. Detailed investigations would be required to 

determine existing schemes with this capability, and the feasibility of achieving this for other 

CCTV schemes. 
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It is technically possible for the MPS to be able to review CCTV data remotely from the CCTV 

control centre using appropriate CCTV review (computer) systems. Again, this would allow the 

MPS to view CCTV data before vising CCTV control centres, in order to determine if such a visit 

is worthwhile, thus avoiding abortive travel time and costs. In order to achieve this suitable 

network linkage between the CCTV control centre and the MPS, and a suitable CCTV review 

computer and associated software would be required. Detailed investigations would be required 

to determine existing schemes with this capability, and the feasibility of achieving this for other 

CCTV schemes. 

The remote review of recorded Council CCTV data by police is a capability provided by a 

number of Councils and police forces. 

With respect to the MPS cloud-based storage/sharing system, such storage and sharing could 

be planned to only occur within the CJS itself. However, it is understood that access to the 

cloud storage/sharing system will extend to encompass the Council CCTV schemes, allowing 

them to issue evidential CCTV data directly to the MPS and wider CJS via the system. The 

cloud-based storage/sharing system could, additionally, potentially provide the ability for the 

MPS to review CCTV data before it is published as evidential material. However, such an 

approach may be of limited utility due to the interactive nature of CCTV review, and the relative 

reliance upon the image-stream review tools provided by the CCTV control equipment used for 

CCTV review. 

 

7.2.5 CCTV Data Production and Issue 

For all London Borough Councils, upon identification of recorded CCTV data that is required for 

processing within the CJS, MPS personnel have historically visited the CCTV control centre in 

person in order to obtain an exported issue of CCTV data evidential material for use within the 

CJS. 

It is technically possible for the MPS to be able to produce and issue evidential material 

themselves, remotely from the CCTV control centres. This would allow the MPS to produce and 

issue evidential CCTV data without visiting CCTV control centres, thus avoiding travel 

time/costs. In order to achieve this suitable network linkage between the CCTV control centre 

and the MPS, and a suitable CCTV review computer and associated software would be 

required. Such a process would require appropriate governance protocols and procedures to be 

established.  

This model of evidential CCTV data production and issue has been adopted by a number of 

Councils and police forces. 

With respect to the MPS cloud-based storage/sharing system, such storage and sharing could 

be planned to only occur within the CJS itself. However, it is understood that access to the 
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cloud storage/sharing system will extend to encompass the Council CCTV schemes, allowing 

them to issue evidential CCTV data directly to the MPS and wider CJS via the system. 

 

7.2.6 CJS CCTV Data Handling 

It is understood that, currently, within the CJS, storage and sharing of CCTV data, and the 

automated support of locating and accessing of CCTV data, using techniques such as 

searchable metadata and tagging, is not centralised and managed systematically. 

The MPS cloud-based storage/sharing system is anticipated to address issues of storage, 

sharing, locating, and accessing of CCTV data in a consistent and uniform manner. Initially, it is 

anticipated that the MPS cloud-based storage/sharing system being adopted would 

complement any existing conventional CJS Information and Communications Technology (ICT) 

sharing of evidential CCTV data and will, in due course, become the principal mechanism for 

accessing the same throughout the CJS.  

 

7.2.7 SWOT Analysis 

7.2.7.1 Strengths 

 There is a relatively high level of CCTV data interoperability in terms of CCTV data 

encoding standards, file formats, interchange media, and the like, which has been 

facilitated by the standardisation within the multimedia and CCTV industries 

 CCTV data quality standards are relatively high, which has been facilitated by relatively 

recently emerged technologies in the multimedia and CCTV industries  

 CCTV data is well controlled across the London Borough CCVTV schemes in terms of 

compliance, in terms of storage of CCTV data, and in terms of issue of evidential CCTV 

data 

7.2.7.2 Weaknesses 

 CCTV data is relatively inaccessible and needs to be accessed by attending CCTV control 

centres to acquire physical media 

 There is a diverse range of media in operation for interchange of CCTV data 

 Although largely qualitative standards and guidance exist, there is no defined minimum 

standard that governs CCTV data quality for the London Borough Councils 

 Storage and sharing of CCTV data within the CJS is not centralised and managed 

systematically 

 Automated support to the locating and accessing of CCTV data within the CJS is not 

centralised and systematic 
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7.2.7.3 Opportunities 

 The MPS cloud-based storage/sharing system for CCTV data that is currently being 

adopted is likely to address the many of CCTV data interoperability issues 

 The proprietary system (Box) adopted to host/deliver the MPS cloud-based 

storage/sharing system has an extension (Box Skills) that facilitates artificial intelligence 

based searching of (CCTV) data using metadata, tagging, and the like, and this is planned 

to be adopted by the MPS 

 Definition and adoption of minimum standards governing CCTV data quality would 

harmonise the CCTV data quality situation across London and provide consistency of 

evidential CCTV data to the CJS 

7.2.7.4 Threats 

 The MPS CCTV strategy is not yet published, and this strategy could have a significant 

impact upon interoperability and CCTV data quality 

 The MPS cloud-based storage/sharing system is not yet fully adopted or deployed, in 

common with many recent and current ICT system deployments, there is a degree of 

technical and commercial risk 

 CCTV technology and CCTV data standards continue to develop and emerge and careful 

consideration will always be required regarding adoption and migration of new standards 

in order to protect the considerable investment in existing CCTV assets 

 

7.3 Options Identification 

A number of key issues and drivers for change have been identified relating to the approach to 

monitoring, as detailed in Section 7.2. 

In overview, these key issues and drivers for change are collated and summarised as action 

items for London Borough CCTV as follows: 

 Harmonise the quality of CCTV data and establish a minimum baseline for the same 

 Improve accessibility with respect to the process of reviewing CCTV data and identifying 

evidential material 

 Improve accessibility and interoperability with respect to the process of producing, storing, 

and sharing evidential CCTV data 
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7.3.1 CCTV Data Quality Standards 

Information relating to CCTV data quality standards is provided within various Home Office and 

Association of Chief Police Officers (ACPO) documents (References 1, 2, 3, and 4 of 14.3). 

However, some of these documents were published several years ago, and continuing 

advances in CCTV technology has often superseded the content of the documents. 

Furthermore, although some of the documents provided quantitative information, the bulk is 

qualitative in nature.  

The CCTV National Standards Forum (CNSF) was formed in 2012, with one if its remits being 

as follows: 

Advise the [Surveillance Camera] Commissioner and [Surveillance Camera 

Advisory] Council on the standards to be applied to the manufacture, design, 

installation, testing, management and use of surveillance camera systems. The 

standards are to cover technical requirements as well as the competence of 

organisations and individuals. 

It is not believed that the CNSF has made any quantitative recommendations regarding 

standards governing CCTV data quality. 

A number of BS/EN/ISO standards relate to CCTV, and these are detailed in Section 14.2. The 

bulk of the content of the existing standards is qualitative in nature. 

With respect to the particular situation for the London Borough Councils, there are a number of 

key factors that have the most significant impact upon CCTV data quality. These factors are as 

follows: 

 Encoding protocol 

 Image rate 

 Image resolution 

 Compression factor 

 Export conversion 

With respect to encoding protocol, image rate, image resolution, and compression factor, it is 

suggested that it is likely to be beneficial to establish minimum standards for these that are 

selected to align with the capabilities of the current infrastructure deployed by the London 

Borough Councils and the need of the MPS and other stakeholders. Attainment of this minimum 

standard should be an aspiration for all London Boroughs as part of a medium to long term 

roadmap for Council CCTV infrastructure development across London. Furthermore, it is 

suggested that this standard should be reviewed and updated periodically, in order to track the 

continuing development of technology and best practice within the CCTV sector, both within the 

UK and internationally. 
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The definition of a minimum standard for CCTV data will require consideration of the MPS 

CCTV strategy, when this is published in due course, as well as detailed consultation with 

London Borough Council stakeholders. In advance of this, the following preliminary and outline 

roadmap options and recommendations can be made: 

 The current standard for video encoding that is widely adopted is the H.264 protocol. It is 

recommended that migration towards this standard is adopted if, indeed, each Council 

CCTV scheme has not already adopted the same 

 The rate for real-time recording is 25 images per second. It is recommended that migration 

towards this rate for all cameras as standard is adopted if, indeed, each Council CCTV 

scheme has not already adopted the same 

 The resolution of the analogue PAL television standard used in the UK is 720Hx576V 

(effective, and by interpretation of the continuous/analogue horizontal component into 

picture elements – 720H is typical for PAL DVD). Analogue CCTV cameras should meet or 

exceed this resolution. Digital cameras should provide a resolution of at least 720p, which 

is a standard HD resolution of 1280Hx720V. Encoding equipment should be able to 

accommodate these resolutions. 

 H.264 is typically used for lossy-compression applications. However, it is recommended 

that compression factors are selected to be as low as possible whilst still achieving 

manageable transmission and storage throughout 

 Export of evidential CCTV data should be in the native encoding format and resolution to 

avoid conversion affecting image quality 

 

7.3.2 Accessibility and Interoperability 

With respect to accessibility and interoperability with respect to the process or reviewing CCTV 

data and identifying evidential material, and with respect to the process of producing, storing, 

and sharing evidential CCTV data, these action items are anticipated to be fully addressed by 

the MPS cloud-based storage/sharing system, details of which are awaited within the MPS 

CCTV strategy. Accordingly, specific options to address these key issues and drivers are not 

provided herein. It is anticipated that the MOPAC strategy would be reviewed upon publishing 

of the MPS CCTV strategy, and any further activities required undertaken at that time. 
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7.4 Options Analysis and Appraisal 

The options identified relating to interoperability and CCTV data quality are as follows: 

 Option 1: Adopt minimum standards for CCTV data 

 Option 2: Adopt MPS cloud-based storage/sharing as the medium for CCTV data 

interchange 

Option 1 addresses the action item to harmonise the quality of CCTV data and establish a 

minimum baseline for the same. This option would form part of a longer-term migration strategy 

towards greater consistency and commonality of CCTV infrastructure across the London 

Councils, and increased quality of CCTV data produced by that infrastructure. This option 

provides relatively low technical and commercial risk, when delivered as part of an overall 

strategy for renewal and upgrade of CCTV infrastructure across the London Boroughs. 

Option 2 addresses the action items to improve accessibility with respect to the process of 

reviewing CCTV data and identifying evidential material, and improve accessibility and 

interoperability with respect to the process of producing, storing, and sharing evidential CCTV 

data. Initially high setup costs for the system are anticipated to be, partially at least, recovered 

over the longer term due to personnel resource time saving, and the like. This option is 

dependent upon the MPS CCTV strategy, which is currently in development. 

Both of these options are appraised to be suitable for adoption by the London Borough 

Councils. 

 

7.5 Recommendations 

Option 1 would need to be factored into an overall strategy for renewal and upgrade of CCTV 

infrastructure across the London Boroughs, in order to be deliverable with minimal TCO, and 

whilst still making best use of existing Council CCTV assets. Further work would be required to 

consider the MPS CCTV strategy, and draft a standard for consultation and approval by the 

Councils. 

Option 2 is dependent upon the MPS CCTV strategy, which is currently in development. It is 

anticipated that further work will be required to identify the particular impact of the MPS CCTV 

strategy upon each Council CCTV scheme, and determine issues and actions required such as 

the following: 

 Additional systems and equipment required 

 Additional, potentially secure, Council network communication links with the MPS 

 Software licencing issues, and the like 

 Changes to CCTV scheme governance, including operating procedures and practice 

 Council CCTV personnel training  
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8 Advanced Technology 

Given the virtually obsolete analogue technologies currently in use in many London Boroughs, it 

would be difficult or impossible for many advanced technologies to be implemented effectively.  

For this reason, this section also addresses the basic underlying advancements necessary in 

the existing systems in order for system operators to take advantage of advanced technology. 

This section strictly addresses technological issues and potential solutions; no comments are 

included on the implications of any differences which may exist in political strategies or the like 

between Boroughs or agencies. 

 

8.1 Imaging Systems 

8.1.1 Digital Cameras 

Digital IP cameras have replaced standard definition (SD) analogue cameras for most 

installations. 

New HD analogue cameras are available but are limited to a small number of manufacturers 

and uptake is generally very low with them primarily being used for smaller CCTV systems. 

The general advantages of digital IP cameras are: 

 Higher resolution is possible which: 

o Provides substantially greater image detail 

o Potentially reduces the number of cameras to view a wide scene such as a car park 

o Providing that the resolution is high enough, digital zoom may remove or reduce the 

need for pan/tilt/zoom cameras; this would mean that images of the scene are not 

dependent on the PTZ camera viewing in the right direction to capture an incident and 

would allow zooming in when replaying recorded images 

 Specialised dynamic digital processing resulting in: 

o Superior low light performance 

o Superior image quality in high contrast scenes 

o Maintenance of image quality in varying scene brightness and contrast 

 Digital IP cameras are available in a variety of physical formats, examples include: 

o Multiple image sensors in a single camera unit which reduces installation costs 

o Moveable units which may be deployed on a temporary basis mounted (for example) a 

street light pole and communicate over the 4G network 
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 The superior low light performance of digital IP cameras has reduced the need for infra-red 

(IR) illumination. Where it is required, many cameras now include integral LED IR 

illuminators although it is important to ensure that they have sufficient range to match the 

required view  

 Metadata is created together with the camera image, this may be used 

o To provide video analytic processing functions at the camera (commonly referred to as 

‘edge processing’) 

o For image analytical purposes 

o To enhance searches of recorded video streams 

 Some digital IP cameras have built-in video analytics (addressed in Section 8.4.1) 

 Ease of installation and camera parameter adjustments over the network reducing on-site 

attendance costs 

 Widely available from reputable manufacturers 

 Ongoing development means continuous improvements  

It is important to note that the camera lens is equally significant in defining the quality of camera 

images and should be matched in quality and performance to the camera, this increases in 

importance with the increasing camera resolution. 

If advantage is going to be taken of the various developing technologies it is essential that 

existing obsolete analogue cameras are replaced wherever possible. 

 

8.1.2 Thermal Imaging 

Thermal imaging cameras have been in use for specialist applications for some time but have 

been expensive. These are reducing in price and, while having potentially fewer applications in 

an illuminated urban environment, they could in the future offer the ability to monitor unlit areas 

such as commons. 

 

8.1.3 Body Worn Cameras 

It is estimated that there are 63,000 body worn cameras in use by police in the UK with 21,000 

in use by MPS. 

Some Councils are also issuing them to staff but with mixed feedback ranging from them 

causing an increase in issues for the users, to them being beneficial to the user in staying safe 

when dealing with an incident. 
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The potential operational pros and cons are for the individual authority to make but when 

selecting a supplier consideration should be given to: 

 Device data encryption  

 Automatic deletion of device data following upload 

 The security of the uploaded data (most are stored in the company’s host cloud servers 

which may be outside the UK) 

 The ease of managing and retrieving the data 

 Ability to comply with any applicable compliance and governance requirements such as 

General Data Protection Regulation (GDPR) 

 

8.1.3.1 3D CCTV Cameras 

Approximately six years ago 3D CCTV was launched, interest peaked as it was demonstrated 

at various exhibitions where it was seen as a novelty but the associated costs, complexities and 

the need for 3D glasses to be worn weighed against any possible added advantages and 

interest has since waned. 

Instead, manufacturers concentrated on development of increasing image definition and there 

doesn’t appear to be any further CCTV development in this field.  

 

8.1.3.2 Drone Cameras  

Video spectrum and thermal imaging cameras mounted on drones (unmanned aerial vehicles, 

or UAVs) are in use by some police forces with the obvious advantage of providing wide 

ranging, discrete and flexible aerial surveillance. 

Network Rail also utilise drones for a range of purposes including asset inspection, incident 

monitoring and general filming. 

Some councils are using them for building inspection but not for community safety or criminal 

issues. 

Given the potential privacy issues in their use it is likely that for the purposes of law 

enforcement and counter terrorism these will remain a police option. 

 

8.2 Transmission Systems 

Many CCTV systems with analogue cameras are referred to as being ‘digital’ simply because 

their images are recorded digitally (as opposed to analogue video tape recorders); in practice 

these are hybrid systems and lack the advantages of a true IP digital system. 
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Digital IP cameras are connected over a digital TCP/IP network and, in that sense, they are 

simply another Information Technology (IT) device. 

The network medium may be hard wired using copper or fibre optic cables or wireless using 

WiFi, WiMax, or 4G networks, or a combination of any or all. 

Wireless networks offer an opportunity for substantial costs savings and flexibility over hard-

wired networks. 

5G networks are currently being trialled and it is expected that they will begin to be rolled out in 

some locations by the end of 2019, dependant on cost, this may offer advantages for camera 

network connectivity. 

Compared with analogue systems, the IP network has considerable advantages, especially 

over longer distances and for large systems. 

 As opposed to analogue transmission where each camera must be individually cabled 

point to point to each control location, multiple digital IP cameras can be connected to a 

local network hub which is connected onwards over a single transmission medium to one 

or multiple locations where each camera may be independently viewed and recorded 

 New cameras may be added to the system by connection to the nearest hub rather than 

having to be cabled back to the control room as would be required for analogue 

transmission 

 Connectivity to a secondary control location simply requires a TCP/IP connection at any 

point of the network where the IP images from the required cameras are present  

 Compared with analogue transmission, TCP/IP is robust and not prone to electrical 

interference, nor does it require the same video correction equipment to maintain complex 

signal correction levels 

 Compared with analogue wireless transmission which requires multiple channels, one for 

each camera, wireless TCP/IP WiFi, WiMax and 4G transmission capital costs are lower 

and the line of sight requirements can be less critical, making installation and 

commissioning easier 

 Additional cameras from third party private sector stakeholders such as banks, shopping 

centres, sporting venues, transport hubs etc. may be easily connected by a single TCP/IP 

connection to the primary network 

 The transmission medium may be connected as a ring so that the image stream continuity 

is automatically maintained in the event of the failure of transmission in one direction  

Historically the video data streams generated by the cameras required the TCP/IP network to 

have considerably capacity (i.e. bandwidth) which impacted the costs associated with network; 

the concept can be equated to a pipe having to be bigger to accommodate a large volume of 

water flow. 
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This is, however, being mitigated by the development of camera and IP transmission 

technology such as H.264 which dramatically reduces the data stream volume while 

maintaining the image quality. 

Cameras with ‘smart codecs’ which improve the efficiency of H.264 are already available from 

some mainstream manufacturers. 

Newer H.265 is claimed to improve on H.264 efficiency but due to licencing issues, the need for 

higher performance processing hardware and lack of integration with video management 

systems (VMS), there are few such cameras currently available. 

This is likely to change as the technology develops and ongoing research and development is 

likely to continue the downward pressure on network bandwidth capacity requirements. 

The provision of the physical transmission network may be: 

 Wholly installed, managed and owned by the system operator; this includes the 

transmission medium (hard wired, wireless or a combination) and all network equipment 

 The transmission medium outsourced with a third-party provider providing dark fibre but 

the network equipment being installed, managed and owned by the system operator 

 The complete network is outsourced to a third party 

There are long term advantages to complete ownership by the system operator but this would 

obviously be dependent on the financial implications. 

It should be noted that technology now available may make it possible for an existing analogue 

transmission medium such as co-axial cabling to be adapted to be suitable for TCP/IP signal 

transmission; this could alleviate some cost implications. 

It is essential that the TCP/IP network and its various connected assets (cameras etc.) are 

secured against external interference and hacking. This is addressed in Section 8.5. 

 

8.3 Storage Systems 

The recording and storage of the video streams is critical in terms of recording quality, location 

security, accessibility and retrieval, and ease of searching large volumes of video data. 

Almost all current systems are hybrids with analogue video being connected to a digital video 

recorder (DVR). A true digital system employs a network video recorder (NVR) connected to the 

network and directly records the digital video streams from IP cameras. 

While a DVR must receive each camera’s images on an individual physical connection 

(meaning multiple co-axial cables, one for each camera) an NVR requires only one network 

connection and can be physically located anywhere that the network connection is available. 
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This advantage is even greater where back-up recording is required at a different physical 

location. The back-up NVR only requires a single network connection whereas a DVR would 

require all of the cameras to be connected to it, which would also involve additional “video 

distribution hardware equipment. 

The NVRs equipment (i.e. servers) may be owned and managed by the operator, and located in 

the operator’s premises; alternatively, they may be located on servers in a partner’s premises or 

at outsourced data centres. 

The outsourced data centres may be located anywhere in the world; this is commonly referred 

to as the cloud although the term could equally be applied to servers located in a partner’s 

premises. 

There are two critical aspects in terms of the physical location of the NVR servers: 

 The security of the data 

 The network connection to the NVR servers 

The former is addressed in Section 8.5 

The network connection to the NVR servers is obviously crucial. 

Where the NVR servers are located within the operator’s premises or at partner’s premises the 

network is likely to be under the control of the operator or outsourced directly to a third party 

under a contract with service level agreements and KPIs. 

This same network contractual arrangements are also possible where the servers are 

outsourced to a third-party data centre within the UK. 

Where using connectivity over the internet, the network connection to the servers is not 

normally subject to any contractual arrangements and incurs the risk of connection loss at a 

crucial time. While such an arrangement could be useful as a back-up NVR server the 

implications of using it as the primary NVR should be carefully considered. 

Where servers are located outside the UK and not subject to UK laws or governance there are 

the added risks associated with the security of the data. 

 

8.4 Automated CCTV Systems 

Given the increasing number of cameras deployed it is becoming ever more difficult for control 

room staff to physically monitor all of the video images, this is a primary driver for the ongoing 

development of automation which have already been adopted to some degree by some 

Boroughs. 

Automated CCTV systems commonly refers to video analytics and facial recognition but equally 

the term covers CCTV systems being interfaced with any other system capable of generating 
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an input to the CCTV system, examples include intruder detection, fire detection, air quality 

monitoring or other similar environmental systems. 

 

8.4.1 Video Analytics 

Video analytics involves software designed to detect changes or lack of changes in the camera 

image; typical examples of detection include: 

 Persons moving within a sterile zone, which is commonly the empty space between two 

parallel fences 

 Persons moving across a virtual line or virtual tripwire such as approaching close to a 

fence line or boundary 

 Abandoned baggage or parked vehicle, based on an object’s appearance in a scene and 

subsequent lack of movement over a defined time 

 Persons entering or exiting a doorway 

 Crowd formations 

 Multiple camera tracking of an individual, usually based on height and dress 

The challenges faced by such video analytical technologies are heavily influenced by the 

environment being viewed (e.g. busy crowds, heavy traffic) light levels and weather. 

 

8.4.2 Facial Recognition 

Facial recognition generally involves the CCTV capture of an individual’s face as an image 

which is computationally processed to determine various dimensional characteristics and their 

comparison with the characteristics of an image stored in a database. 

Typical applications include: 

 Counter terrorism and law enforcement 

 Access control 

 Airport passenger routing 

 Immigration control  

In addition to having the same challenges faced by video analytics technologies, facial 

recognition cameras may require critical camera positioning and settings in order to capture 

images at a suitable angle and in sufficient detail. 
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There is ongoing development of these systems such as deep learning in which the systems 

can be simplistically described as teaching themselves to identify targets but this is still at an 

early stage. 

Video analytical functions are now being built in to some cameras, this is known as processing 

at the edge; similarly, some VMS include video analytical functions. While these may be a lower 

cost than a dedicated analytical system processor, care should be taken to ensure that the 

functionality is suitable for the intended purpose. 

Both video analytics and face recognition systems require very careful consideration to ensure 

that the manufacturers’ performance claims can be met in real life situations. Agencies such as 

Centre for the Protection of National Infrastructure (CPNI), MPS and the Centre for Applied 

Science and Technology (CAST) undertake research and testing of these systems in order to 

determine their suitability (or otherwise) for a wide range of situational applications; for obvious 

reasons the results of such tests are not publicly available and it is recommended that they are 

consulted if such systems are being considered. 

Ideally such systems should, wherever possible be trialled in a real-life situation before any 

procurement is finalised. 

 

8.4.3 Behavioural Analysis 

Behavioural analysis, which is aimed at automatically identifying suspicious or violent behaviour 

such as a fight breaking out. While such functionality would be of great advantage in system 

automation it requires extremely complex analysis of video imagery and movement and is still in 

the stage of very early research development. 

 

8.4.4 Automatic Number Plate Reading 

ANPR on public roads has applications outside its most common uses for law enforcement and 

counter terrorism.  

One example is the automation of routing management of heavy goods vehicles in order to 

reduce or prevent such traffic going to and from destinations such as distribution centres and 

industrial sites by using short cuts on minor roads and through villages. 

ANPR camera system technologies are already well established and ongoing development is 

continually improving both accuracy and reliability. 
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8.4.5 Third Party Events 

Automation initiated by external systems has been commonplace for many years but generally 

was limited to hard wired connections between the systems which were normally in close 

physical proximity. 

Computer development now permits such interfacing or integration between systems to be 

achieved by the transfer of data derived over the network from multiple sources and the 

sophisticated software processing of that data to alert operators and automatically initiate 

appropriate responses within the CCTV system.  

Such arrangements are normally managed by physical security information management 

systems (PSIMs); these are addressed in Section 8.6. 

 

8.4.6 Audio Analytics and Acoustic Monitoring 

Systems are available which claim the ability to analyse and detect specific sounds such as a 

gunshot or breaking glass which can be used as an alarm input to a CCTV system to select a 

camera view and alert an operator to an incident. 

Such a system was installed and trialled in Shoreditch, and did apparently 

show some potential however a decision was made not to implement it on a permanent basis 

and it was disabled and components removed. There is no further information available. 

A similar system was also installed and trialled in Birmingham in 2012 but abandoned when the 

reliability of detection proved to be poor.  

Concerns were also expressed by residents over the potential for conversations being 

inadvertently overheard and recorded with resulting privacy violations (concerns the 

manufacturer stated were unfounded). It is likely that, even if a reliable system was available, 

there could be similar issues with its implementation on public streets. 

 

8.5 Cyber Security 

While analogue CCTV systems had many disadvantages, their major advantage was that they 

operated within a closed system with no external access and security requirements were 

normally limited to control room process management and the management of recorded video 

tapes. 

A primary advantage of IP digital systems is their TCP/IP network operation which results in 

their inherent flexibility but equally in their potential vulnerability to external interference and 

hacking. 
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Wherever possible the complete system, whether “hard wired or wireless, should be closed: 

 The complete network and all connected assets (cameras, servers, client workstations) 

should be physically independent of the internet 

 Wireless networks should be operated over a VPN 

 All assets should be subjected to MAC address filtering to deny unauthorised assets 

access to the network. 

 All assets’ physical connections which are unused, including workstation USB ports, 

should be disabled 

 It is good practice for patch cable locks and locking plugs to be used at the network 

equipment’s physical ports. While these provide only a nominal level of security they can 

also prevent accidental disconnection. 

While such isolation means that software updates and bug fixes cannot be remotely updated by 

the system maintainer, this can still be achieved via a specific USB port using software 

controlled methods. 

Where the network is extended to permit collaboration with other control centres it is important 

that these employ the same strict cyber security controls and that there are effective firewalls in 

place between systems.  

There have been reported incidents of cameras having virtual back doors left open which allow 

access to the network.  Care should be taken in the choice of cameras to be employed.  

It is common for cameras to be delivered with unused ports enabled and it should be ensured 

that the camera installers are IT security aware and confirm that all cameras’ unused network 

ports are disabled at commissioning. 

Where third party servers are to be used it is essential that all of the usual IT security steps 

(VPNs, firewalls etc.) are implemented to protect the network and all connected devices against 

cyber-attacks. 

This equally applies to wireless networks used to communicate with remote tablets which are 

rapidly gaining acceptance to allow persons remote from the control room to access CCTV 

images and other data. 

 

8.6 Control Systems and Data Sharing 

8.6.1 Control Systems 

Wide area, large scale analogue CCTV control systems generally require considerable 

hardware and a multiplicity of cabling, this is exacerbated where there is more than one control 

location.  
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Digital systems can be operated by software control systems which generally involve less 

hardware and cabling with control locations being easily connected over the network. 

In essence this means that, anyone at any network connected location can view any networked 

camera or multiple cameras, subject to them being authorised. 

Many software systems are available ranging from VMS to large scale PSIM systems. 

With VMS control, operators are presented with an on-screen map of an area with active 

camera icons allowing camera views to be selected simply by clicking on the icon and, in the 

case of PTZ cameras, take control of the movement and zoom function of the camera. This 

makes it easier for operators to become familiar with the CCTV environment (they don’t have to 

learn and remember camera numbers), local geography and camera locations resulting in 

improved efficiency and reduced training time.  

PSIMs include the VMS advantages but also allow the sophisticated management of active and 

planned events utilising a combination of live video and data and historic data received over the 

network from multiple sources. 

 

8.6.2 Control System Networking 

Network linking of the different operators’ or agencies’ systems permits the easy sharing of 

images and data with others to enable collaboration, especially important when managing live 

incidents or reviewing historical video evidence of incidents which occur at boundaries. 

It is also possible for disparate systems to be manged at a single central location by “Virtual 

System Control”; this is often achievable by a scalable PSIM control system allowing all 

connected systems to operate independently but with overall control being available at a central 

location. 

 

8.6.3 Video Recording Searches 

Traditional searches relied on specifying a time and date but where this is unknown the process 

of searching video evidence can be extremely time consuming especially given the volume of 

image recordings. 

It is essential in large scale systems for searches to be simplified and automated wherever 

possible made efficient; this is achieved using techniques similar to video analytics and are 

often included in VMS and PSIM systems with varying degrees of sophistication. 
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8.6.4 Data Sharing 

The networking of disparate databases can allow data to be easily shared among authorities 

and agencies. 

One example of this is the MPS Box initiative which allows easy sharing of critical content 

across the force rather than having to distribute content by DVD or USB drives which is both 

time-consuming and requires management processes. 

Data sharing need not be limited to security applications and may be broadened to help local 

authorities maintain their environment. 

As a simple example, it could be possible for a member of the public to take an image on a 

smart mobile of vandalised street furniture and upload it to a dedicated web portal with details 

of its location. 

 

8.7 Conclusions and Recommendations 

8.7.1 Prerequisites 

The latest advancements in CCTV are solely based on digital IP principles which means the 

opportunity to take advantage of them is predicated on having the basic digital building blocks 

of the CCTV system being in place. 

This necessitates upgrading from the current standpoint of analogue cameras, analogue 

transmission and hybrid recording systems to fully digital systems. 

 

8.7.2 Integration 

Where live image viewing collaboration is required with other Boroughs and agencies this is 

relatively simply achieved by connection to the same network; the degree of collaboration can 

be determined by the Borough controlling the images. This would improve overall efficiency; for 

example, enabling MPS to select any permitted camera to be viewed without having to verbally 

request each one from an operator (pull rather than push). 

Various DVR technologies are employed by each Borough. Assuming that these are upgraded 

to NVRs it is important that the upgrade procurement process includes consideration for 

utilising a common technology, or technologies that are easily accessible by the preferred VMS, 

in order to achieve recorded image reviewing collaboration with between Boroughs. 

The networking of these various NVRs would ultimately create a virtual database or cloud which 

would be accessible to all networked stakeholders but with each under the control of individual 

Boroughs to determine what is or is not shared to cater for individual circumstances. 
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In the longer term it is feasible to introduce an overarching single central control system (PSIM) 

which initially leaves the upgraded Borough systems under local control but allows pan-urban 

control where circumstances require. Dependent on future requirements this could eventually 

be migrated into a permanent single system. 

 

8.7.3 Migration 

A suggested roadmap for the migration process is provided in Section 11. 
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9 Pan-London Procurement Framework 

9.1 Current Situation 

This section presents an overview of the current situation with respect to procurement of 

Borough CCTV systems and services via procurement frameworks or otherwise. 

This current situation appraisal is based upon information gathered during the Phase 1 activities 

for this study, and detailed in Reference 1 of 14.4. 

 

9.1.1 Non-framework Procurement 

The majority of Councils procure CCTV equipment and services directly from suppliers rather 

than via a multi-party procurement framework. This typically involves following the relevant 

Council’s procurement processes for tendering and governance. There are instances where 

ongoing CCTV services such as maintenance and repairs are provided by a single contractor 

over an extended period of time without a long-term contract in place. Single-supplier 

agreements appear to be relatively common. 

 

9.1.2 Borough CCTV Procurement Frameworks 

A number of procurement frameworks exist that are not London-specific but that may potentially 

be used by Boroughs to procure CCTV equipment and services, and in some cases Councils 

procure part of their CCTV requirements through such frameworks. 

Two regional frameworks have been set up for CCTV procurement in London.  One of the 

frameworks currently has four London Boroughs as contracting authorities, but is open for use 

by all London Councils and also by TfL.  The other framework is restricted to three named 

Councils.  Each of the framework is managed by one of the Boroughs, and both expire in 2019. 

 

9.1.3 Perceptions and Preferences 

Although most of Councils do not use multi-party frameworks for procuring CCTV, the majority 

are positive about doing so provided their specific concerns are addressed.  This includes the 

seven Boroughs that are already party to regional frameworks as discussed in Section 9.1.1.  

Some of the key concerns mentioned when considering the benefit of a framework are the cost 

of participating, suppliers’ prices, and flexibility. 
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9.2 Key Issues and Drivers for Change 

9.2.1 Costs Control and Efficiency Gains 

A pan-London procurement framework has the potential of realising cost savings in several 

ways, including the following: 

 By reducing duplication in administering separate procurement processes for each Borough 

 By realising more competitive prices from suppliers who would bid for part of a much larger 

CCTV budget than would be possible if they bid directly to Boroughs 

A pan-London procurement framework would involve undertaking due diligence and pre-

qualification once for all suppliers at the beginning of the framework, leaving Boroughs free to 

manage only the exceptional project requirements and, if required, bespoke contractual 

obligations.  It is acknowledged that some Councils may have long term relationships with 

suppliers and current costs of procurement may be perceived to be minimal.  However, with the 

bulk of CCTV in London making use of legacy technologies and the costs related to 

maintenance, replacement, upgrade and technology refresh programmes likely to become 

increasingly important, costs savings that can be realised through a framework are potentially a 

key factor in the future affordability of Borough CCTV. 

 

9.2.2 Flexibility 

The technology and equipment making up the CCTV estate in each Borough is typically 

particular to that Borough.  A pan-London framework would need to provide adequate flexibility 

for each Borough to procure the equipment and services it requires to serve its needs.  This can 

be achieved by setting minimum technical and performance standards at framework level, while 

each Borough can specific additional requirements at contract call-off stage. Similarly, where a 

Borough requires specific contractual clauses to be used, these can be added at call-off provide 

it does not conflict with the framework contract clauses. 

Flexibility also needs to be provided with regard to the range of suppliers from whom CCTV 

may be procured. Tendering for a place on a procurement framework involves costs to 

suppliers, and some of the suppliers who currently provide services to Boroughs may either not 

tender or may not be successful in securing a place.  In the short term, this implies the loss of 

expertise in the Borough’s particular systems and requirements, built up over a number of 

years.  However, we see this as a transitional issue and one that is particularly relevant to the 

legacy situation where different and disparate systems are installed across the Boroughs. 

Finally, it is necessary to let contracts of various durations depending on the CCTV equipment 

or service being procured.  Frameworks are typically in place for four years, after which they 

would need to be re-tendered.  However, the individual call-off contracts may extent for any 

period appropriate to the service being procured. 
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9.2.3 Sustainable Investment 

It is anticipated that the current pressure on budgets will continue and that increasing emphasis 

will be placed on ensuring CCTV budget are spent appropriately.  As a consequence, the 

procurement process needs to facilitate sustainable investment in CCTV, a key aspect of which 

is investing in proven and appropriate technology with an appropriate roadmap for future 

development.  The current best practice and industry roadmap is based on digital technology, 

common networks, interchangeability and mobile video distribution, moving towards cloud 

hosting and services. 

As replacement of legacy systems increasingly involves migration to digital and integrated 

systems, a framework provides an opportunity to procure appropriate skills from a wider 

supplier base. 

 

9.2.4 Governance and Compliance 

Procurement governance processes are deemed to be broadly similar across the Boroughs.  It 

follows that establishing up a common set of procurement rules and governance processes 

should be achievable, and have been achieved on a smaller scale by the two existing 

frameworks. 

 

9.2.5 SWOT Analysis 

9.2.5.1 Strengths 

 There is widespread support amongst Boroughs for CCTV procurement via a framework, 

subject to their various concerns being addressed 

 Two frameworks are already in use in London, supported by seven Boroughs with 

experience in setting up and running the frameworks 

 The overall procurement and governance standards are broadly aligned across the 

Boroughs, and could facilitate adoption of a common system under one framework 

9.2.5.2 Weaknesses 

 There is a relative lack of experience in some Boroughs in procuring CCTV via frameworks 

 Setting up and managing a framework requires initial funding before the potential savings 

from using the framework can be realised, and such funding may not be readily available 

under the current climate of budget constraints 

 Borough procurement processes and procedures may have to be amended to 

accommodate procurement via the framework 
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9.2.5.3 Opportunities 

 Economies of scale can be achieved under a single pan-London framework, as suppliers 

have an incentive to submit more competitive bids than they would otherwise do due to the 

potential scale of work available under the framework 

 Spending on CCTV is likely to remain under pressure which implies that suppliers are 

facing smaller and relatively less valuable contracts with Boroughs.  This offers the 

opportunity to continue to benefit from London Borough CCTV spend by aggregating the 

potential spend via a framework.  

 Individual Boroughs may be able to access the services of suppliers who might not 

normally consider bidding for isolated projects directly to Boroughs, but would do so as 

part of a pan-London procurement arrangement 

 The existing two CCTV frameworks is coming to an end within the next 18 months, and 

would need to be renewed.  It provides an opportunity to introduce a single pan-London 

framework to replace them, with commensurately increased in economies of scale. 

 Boroughs can benefit from the experience of the managers of the existing two frameworks 

when setting up a pan-London framework 

 A single framework allows standardisation of minimum technical and service level 

provision across London when replacing end of life equipment and analogue technology, 

and also provides the benefit of economy of scale in procurement of the same 

9.2.5.4 Threats 

 One component of the success of a pan-London framework is the willingness of suppliers 

to tender for a place on the framework. This can be facilitated by ensuring that all CCTV 

procurement is done via the framework, which would be the single channel through which 

suppliers can supply the Boroughs with CCTV equipment and services. 

 Small or local suppliers may consider tendering for a place on the framework as overly 

onerous.  This is typically addressed by setting the framework tendering rules to 

encourage or even mandate the inclusion of small and medium enterprises, either as first 

tier framework suppliers or as sub-contractors to the same.  

 Agreement on the common technical requirements to be included in the framework may be 

time consuming. Careful consideration should be given to the design of the framework in 

order to streamline the process. 

 Councils may continue to procure CCTV equipment or services off-framework, reducing 

the incentive for suppliers to bid for a place on the framework and weakening the supplier 

pool.  This is not prohibited under framework rules and would need to be addressed under 

amended Borough procurement rules. 
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9.3 Option Description 

9.3.1 Framework Principles 

The pan-London procurement framework would follow requirements of the framework 

procurement regulations.  Some of the key features that are usually common to such 

frameworks are as follows: 

 Frameworks are formal agreements between one or more contracting authorities and one 

or more suppliers, which sets out the terms under which the suppliers may be appointed 

by contracting authorities for individual contracts under the framework. 

 Suppliers bidding for a place on the framework are usually required to undergo a pre-

qualification process designed to verify the suitability of suppliers.  Suppliers who meet the 

requirements are then invited to take part in a competitive tender for a place on the 

framework. 

 The individual contracts under the framework are usually let by means of mini-

competitions, or by direct award.  The rules governing such competitions or awards are 

included in the framework agreement.  The contracts resulting from this process is directly 

between the purchasing authority and the supplier. 

 The contract terms, performance standards and technical specifications applicable to call-

off contracts are contained in the framework agreement.  However, contracting authorities 

may add additional contract terms, requirements and specifications to each individual call-

off contract, provided it does not contradict the framework agreement. 

 Rates may be included in the framework agreement. Even so, the purchasing authority is 

free to design the mini-competition for a call-off contract to encourage suppliers to submit 

lower prices or better value than what is stated at framework level. 

 By procuring through the framework the contracting authority avoids having to undertake 

the due diligence processes that have been completed at framework level, saving time and 

costs for both the contracting authority and the supplier while ensuring that all the 

standards of compliance and governance are met. 

 Framework agreements usually last for four years, after which they need to be retendered. 

 A framework may be set up and managed by a contracting authority, or it may be done by 

a purchasing body in behalf of a number of contracting authorities. 

 A framework agreement does not bind a contracting authority to procure though the 

framework. 

The rest of this section below is a description of how a pan-London CCTV procurement 

framework may look like. 
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9.3.2 Purpose 

The purpose of the framework would be to provide an effective and efficient means for London 

Boroughs to procure CCTV equipment and services. 

The framework would cover all equipment and services related to CCTV provided by London 

Boroughs.  It may also include other contracting authorities in addition to the Boroughs. 

 

9.3.3 Contracting Authorities 

Framework rules require the contracting authorities (i.e. organisations who may procure 

equipment or services through the framework) to be named.  This is ideally done by listing the 

individual organisations, but may also include a category of authorities which should ideally be 

clearly and narrowly defined.  For the pan-London CCTV procurement framework, all 32 

London Councils would be named.  For the purpose of this report this is referred to as the core 

framework. 

Consideration may also be given to include other authorities such as TfL, the City of London 

and the Port of London Authority.  It may also be made available to other London-based 

organisations such as museums. 

 

9.3.4 Scope 

The scope of the framework would be the supply, installation, maintenance and management of 

all CCTV and related hardware, software and services, including providing staff resources and 

managed services.  It would include projects of any size, and for any duration allowed by 

framework rules. 

 

9.3.5 Lots 

The framework would be divided into lots to allow more focussed procurement of specific types 

of equipment or services, while providing flexibility to procure the combination of equipment and 

services to suit each contracting authority’s requirements.  Below is a suggested set of lots, 

stating what each lot would cover and the typical suppliers who would bid for the lots. 

 

9.3.5.1 Lot 1 – Supply and installation of CCTV equipment 

This lot is for the supply of CCTV and related hardware, software or both.  It is suitable for both 

new installations and the replacement of existing installations, of any size.  The service could 

be supply only, or supply and installation. 

Typical suppliers would be CCTV hardware manufacturers and software providers. 
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Below is a list of typical equipment that may be procured through this lot. 

 Cameras 

 Recorders 

 Servers 

 Computers and monitors 

 Video walls 

 Control room furniture 

 Video management system (VMS) software 

 Physical security information management (PSIM) software 

 Video analytics software 

 

9.3.5.2 Lot 2 – Supply, installation and maintenance of network equipment 

This lot is for the supply of network and communication systems to support the transmission of 

CCTV data.  It includes hardware, software or both, and it is suitable for both new installations 

and the replacement of existing installations, of any size.  The service could be supply, 

installation, maintenance or management, or any combination thereof. 

Typical suppliers would be IT installation companies and telecommunication network providers. 

Below is a list of typical equipment that may be procured through this lot. 

 Fibre optic networks 

 Wireless networks 

 Mobile communication networks 

 Local area networks 

 

9.3.5.3 Lot 3 – Integration, installation and maintenance 

This lot is for the provision of an integrated CCTV solution, involving CCTV and other related 

technologies, hardware, software and services.  It is suitable for both new installations and the 

replacement of existing installations, of medium to large size.  The service would include both 

supply and installation by the same provider, and may include maintenance as well. 

Typical suppliers would be security integrators. 

Below is a list of typical equipment that may be procured through this lot. 

 Field devices, including cameras, masts, power supply, signal cabling and civil works 



 
31 May 2018 Commercial in Confidence 

 
 

 

 
 

Phase 2 Report 
 CS094348-MOPAC CCTV-Phase 2 Report-1-2018-08-09 82 

 

 Head-end equipment, including recorders and servers 

 Control room equipment (operator stations, video walls and communication equipment) 

 Control room furniture and fit out 

 Field devices maintenance 

 Network maintenance 

 Control room maintenance 

 

9.3.5.4 Lot 4 – Provision of cloud services (hardware and software) 

This lot is for the provision of CCTV cloud services.  It is suitable for both new installations and 

the replacement of existing installations, of medium to large size.  The service would include 

both supply and installation by the same provider, and may include maintenance as well. 

Typical suppliers would be providers of public or private cloud services. 

Below is a list of typical equipment that may be procured through this lot. 

 Provision of cloud software application services 

 Provision of cloud video recording and storage services 

 Provision of cloud hosting services 

 

9.3.5.5 Lot 5 – Operational services 

This lot is for the provision of CCTV services through contract staff and does not include 

provision of hardware or software. 

Typical suppliers would be providers of security monitoring services, civil enforcement services 

or facility management services, or specialists in evidence management services. 

Below is a list of typical equipment that may be procured through this lot. 

 CCTV monitoring services 

 Traffic and parking enforcement monitoring services 

 Video evidence management services 

 

9.4 Option Analysis and Appraisal 

A number of key issues and drivers for change have been identified relating to the 

establishment of a pan-London procurement framework, as detailed in Section 9.2. 
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In overview, these key issues and drivers for change are collated and summarised as action 

items for London Borough CCTV as follows: 

 Deliver cost control 

 Deliver efficiency gains 

 Provide flexibility 

 Support sustainable investment 

 Improve governance and compliance 

This report considers the feasibility of a pan-London framework to address these action items.  

For comparison, this option is analysed against the status quo, which results in two options 

identified as follows: 

Option 1: Do nothing 

Option 2: Establish pan-London CCTV Procurement Framework 

An options analysis and appraisal matrix is provided in Appendix A. The options analysis and 

appraisal matrix provides descriptions and details of the options, analysis of their advantages 

and disadvantages, and appraisal of their likely suitability for adoption.  

The options that are considered to be most suitable for adoption are those that achieve 

suitability ratings of ‘good’ or ‘excellent’. The analysis indicates that option 1 is rated ‘good’, 

while option 2 is rated ‘excellent’. 

 

9.5 Recommendations 

Option 1 is appraised as ‘good’ primarily because of achieving the highest rating in flexibility 

and a reasonable rating in governance.  However, overall, the option is not anticipated to be 

able to sufficiently address the key issues and drivers, primarily because it does not maximise 

cost control and has little scope for gains in efficiency. It is also not particularly suited to 

supporting sustainable investment.  Accordingly, this option is not recommended for adoption. 

Option 2 achieves the highest rating in cost control, efficiency gains and sustainable 

investment, and relatively high ratings in flexibility and governance. 

Accordingly, it is recommended that option 2 is considered further for adoption. 

Upon selection of options to be carried forward by MOPAC and its stakeholders, further and 

more detailed studies will be required to identify the specific details of the option to be taken 

forward for delivery. 
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10 Conclusions and Recommendations 

10.1 Monitoring 

An options analysis and appraisal matrix is provided in Appendix B, this recommends that the 

following options are considered further for adoption: 

 Revise the London Borough control centre arrangements and operating resourcing to 

realise the benefits of the considerable investment made in London Borough Council 

CCTV infrastructure (Option 2A) 

 Adopt greater use of automated monitoring to ensure the sustainability of London Borough 

CCTV schemes and achieve optimal cost benefits (Option 4) 

 Refresh the CCTV scheme operation, management, and governance to deliver a 

consistent level of compliance and governance improve standards of CCTV service 

provision across London Boroughs (Option 5) 

 

10.2 Shared Facilities 

An options analysis and appraisal matrix is provided in Appendix A, this recommends that 

options 3 and 4 are considered further for adoption.  

 Migrate Council CCTV schemes to shared facilities (Option 3) 

 Migrate or develop CCTV control centres to align with the MPS Basic Command Units 

(Option 4) 

Should circumstances for individual Councils dictate that options 3 and 4 are unsatisfactory the 

recommendation is to consider option 2 

 Increase current sharing internal to Councils 

 

10.3 Integration 

An options analysis and appraisal matrix is provided in Appendix C, these options are not 

mutually incompatible but reflect a progression towards integration. 

The following are recommended: 

Gain a full understand of scale and scope of existing systems and establish an agreed strategy: 

 Develop a CCTV coverage map and database (Option 2) 

 Develop CCTV scheme connectivity map (Option 3) 
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 Develop pan-London CCTV strategy and governance (Option 8) 

Establish the essential “building blocks” of an integrated system 

 Develop underpinning digital transmission infrastructure (Option 5) 

 Develop integration front-end to provide integrated digital CCTV sharing system (Option 6) 

 Migrate cameras to digital (Option 7) 

Consider a possible interim short-term solution which will ultimately be superseded 

 Develop hybrid or ad-hoc linkage (Option 4) 

 

10.4 Interoperability 

Two options are identified relating to interoperability and CCTV data quality, both of which are 

appraised to be suitable for adoption by the London Borough Councils: 

 Adopt minimum standards for CCTV data (Option 1) 

 Adopt MPS cloud-based storage/sharing as the medium for CCTV data interchange 

(Option 2) 

Option 1 addresses the harmonisation of CCTV data quality and establishment of a minimum 

quality baseline for consistency and commonality. This would need to be factored into an 

overall harmonisation strategy in the renewal and upgrade of CCTV infrastructure across the 

London Boroughs. 

Option 2 addresses improvements in the storing, sharing and accessibility of evidential CCTV 

data although this is dependent upon the MPS CCTV strategy, which is currently in 

development. 

 

10.5 Advanced technology 

The realisation of a pan-London system which is partially or fully integrated, and the 

implementation of advanced technologies, is predicated on the basic system building blocks 

being in place. 

These are summarised in options 5, 6 and 7 of the Integration section and detailed in the 

Advanced Technology section together with the potential for advanced systems to be 

implemented. 
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10.6 Migration 

A suggested roadmap for the staged migration process is provided in Section 11. 

 

10.7 Framework procurement 

This report considers the feasibility of a pan-London framework to address these action items.  

For comparison, this option is analysed against the status quo, which results in two options 

identified as follows: 

 Do nothing (Option 1) 

 Establish pan-London CCTV Procurement Framework (Option 2) 

Option 1 is not anticipated to be able to sufficiently address the key issues and drivers, primarily 

because it does not maximise cost control and has little scope for gains in efficiency. It is also 

not particularly suited to supporting sustainable investment. 

Since option 2 achieves the highest rating in cost control, efficiency gains and sustainable 

investment, and relatively high ratings in flexibility and governance it is recommended that 

option 2 is considered further for adoption. 
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11 Staged Migration 

11.1 Introduction 

It is recognised that a project of this magnitude is unlikely to be financially feasible as a single 

project and faces potential difficulties in terms of agreements between politically diverse 

Boroughs.  

This section proposes one possible roadmap for implementation which is designed to mitigate 

these issues and provide a highly flexible approach. 

 

11.2 Staged Migration Roadmap 

In order to achieve a coordinated CCTV system strategy providing effective pan-London 

integrated system operation and including technologies such as video analytics, it will be 

necessary for existing individual Borough analogue systems to be upgraded from the current 

analogue hybrid technology to true digital systems.  

At that stage the individual upgraded systems may be interconnected and, if required at a later 

stage, may ultimately be fully integrated. Importantly, even if for some reason the project had to 

be abandoned or curtailed at any of the stages, all of the advantages gained up to that point 

would still be retained. 

 

11.3 Stage 1 

For each individual Borough system: 

 Analogue cameras are replaced with digital IP cameras 

 The analogue transmission networks between the cameras and the control rooms are 

replaced or upgraded to TCP/IP digital networks 

 Hybrid digital video recorders are replaced with network video recorders  

 Video management system software is installed in the control rooms 

 

11.4 Stage 2 

Once this upgrading has been achieved by two or more Borough control rooms, a TCP/IP 

digital network are installed to connect the control rooms’ networks.  
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Each control room will continue to function independently but with the ability to permit sharing 

and control to an agreed degree with other upgraded control rooms thus resulting in 

interoperability. 

This could mean, for example, all public street cameras are shared but not cameras within the 

Borough’s own estate. 

As more Boroughs join the network it effectively forms a virtual cloud of shared live and 

recorded images. 

If appropriate and agreed it would be easy for one Borough to outsource control to another 

Borough either full or part time (e.g. one Borough controls during off peak times but individual 

Boroughs assume control during peak evening or weekend times). 

 

11.5 Stage 3 

A central control room may be implemented by a network connection by to the Borough control 

room network. 

The central control room will have direct access to the Boroughs’ cloud of shared cameras and 

video recordings with an agreed scope of control. 

Equally, if appropriate, MPS could also be given direct access to all or part of this virtual cloud 

with an agreed scope of access. 

 

11.6 Stage 4 

Dependant on future policy decisions, it would be possible for the central control room to easily 

assume full control of any or all of the Borough control rooms with no additional equipment or 

associated costs. 

 

11.7 Advanced Technology 

At any point after the completion of Stage 1, advanced technology such as video analytics 

could be implemented by an individual Borough. 

 

11.8 Equipment Standardisation 

Given the ultimate project aim of interoperability it makes commercial and technical sense that, 

wherever possible, the same equipment is procured for the system upgrades of Stage 1.  
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12 Glossary of Terms 

A glossary of terms used within, or relevant to, this document is provided in the table below. 

Term Description 

Analogue 

CCTV 

Technology that uses analogue signals (i.e. waveforms) to encode, transmit, 

and store images. Analogue CCTV is the original form of CCTV and, 

although still in use, is gradually being superseded by digital CCTV. 

Automated 

Monitoring 

CCTV monitoring that is performed in an automated manner by computer-

based algorithms rather than by human personnel. 

Box A proprietary cloud-based data storage and sharing service. 

CCTV 

Monitoring 

The act of viewing CCTV cameras for a specific purpose, such as the 

prevention and detection of CD&ASB. 

CCTV 

Operators 

The personnel who undertake the monitoring of CCTV systems. Generally 

this includes the selection of camera to be viewed and, where possible, 

controlling/moving cameras to detect schemes of interest. In essence this is 

a form telepresence by means of which operators at a central location can 

view/patrol multiple remote sites without having to travel to those sites. 

CCTV 

Scheme 

The collection of CCTV systems and equipment, CCTV control centre 

facilities, and operations and management personnel that, taken together, 

deliver the function of CCTV monitoring. 

CCTV 

System 

The cameras (including street furniture and similar), telecommunications 

transmission systems, image recording systems, and image display and 

control systems that, taken together, deliver the function of providing image-

based monitoring and recording of remote sites from a central location. 

Codec Encoder/Decoder, which is a device that encodes or decodes CCTV data 

between analogue and digital formats, or between different digital protocols.  

Dark fibre Fibre optic cable connections between two locations, usually provided by a 

third party, which does not include any transmission equipment; this is 

installed by the system operator and connected to the fibre to create a 

complete transmission system. 
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Term Description 

Digital CCTV Technology that uses digital protocols to encode, transmit, and store 

images.  

H.264 A video encoding standard (MPEG-4 Part 10, Advanced Video 

Coding (MPEG-4 AVC)). 

Lossy 

compression 

Lossy data compression is used to reduce the size of video files by 

discarding unnecessary data. MPEG-4 and H.264 encoding are examples of 

this technique. 

PAL Colour encoding system for analogue television used in broadcast television 

systems in the UK.  

Pull A mode of operation whereby CCTV images are sent from one site/party to 

another. The receiving site selects the image to be sent. In some systems 

the receiving site can also control (i.e. move) the camera producing the 

image, but this function requires a greater level of systems integration 

between sender and receiver, and may require appropriate 

manual/automated protocols to ensure that conflict of camera access do not 

arise. 

Push A mode of operation whereby CCTV images are sent from one site/party to 

another. The sending site selects and controls the image and the receiving 

site can only view the image sent. 

USB Flash 

Drive 

A USB flash drive, also variously known as a thumb drive, pen drive, gig 

stick, jump drive, disk key, disk on key, flash-drive, memory stick, USB 

stick or USB memory, is a data storage device that includes flash 

memory with an integrated interface. It is typically of small size, removable, 

and rewritable.  

Video 

Analytics 

A term than encompasses a range of techniques and functions to analyse 

images in an automated manner and take defined action in the event that a 

specific type of content is detected within the image. Examples of video 

analytics include motion detection, where movement is detected in the 

image, and abandoned object detection, where an object is left for longer 

than a predefined period.  

Table 12.1: Glossary of Terms  

https://en.wikipedia.org/wiki/Data_storage_device
https://en.wikipedia.org/wiki/Flash_memory
https://en.wikipedia.org/wiki/Flash_memory
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13 Acronyms 

Acronyms used within this document are provided in the table below. 

Acronym Meaning 

ACPO Association of Chief Police Officers 

ANPR Automatic Number Plate Recognition 

BMP Bitmap image file (a still-image format) 

BS British Standard 

BTP British Transport Police 

CAST Centre for Applied Science and Technology 

C&C Command and Control 

CCTV Closed-Circuit Television 

CD Compact Disk 

CD&ASB Crime, Disorder, and Anti-Social Behaviour 

CJS Criminal Justice System 

CNSF CCTV National Standards Forum 

CoLP City of London Police 

CP&I Capita Property and Infrastructure 

DVD Digital Video/Versatile Disk 

DVNP Digital Video Network Protocol 

DVR Digital Video Recorder 

EN European Standard 
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Acronym Meaning 

HD High Definition 

HDD Hard Disk Drive 

ICT Information and Communications Technology 

IP Internet Protocol 

IR Infra-red 

ISO International Organization for Standardisation 

IT Information Technology 

JPEG Joint Photographic Experts Group (a still-image format) 

KPI Key Performance Indicator 

LED Light Emitting Diode 

MAC Media Access Control 

MOPAC Mayor’s Office for Policing and Crime 

MPEG Moving Picture Experts Group 

MPS Metropolitan Police Service 

NVR Network Video Recorder 

ONVIF Open Network Video Interface Forum 

PAL Phase Alternating Line 

PDF Portable Document Format 

PFI Private Finance Initiative 

PMR Private Mobile Radio 
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Acronym Meaning 

PNG Portable Network Graphics (a still-image format) 

PSIM Physical Security Information Management 

PSTN Public Switched Telephone Network 

PTZ Pan, Tilt, Zoom 

SD Standard Definition  

SLA Service Level Agreement 

SWOT Strengths, Weaknesses, Opportunities and Threats 

TCO Total Cost of Ownership 

TCP/IP Transmission Control Protocol/Internet Protocol 

TfL Transport for London 

TOC Train Operating Company 

TVNP Television Network Protocol 

UAV Unmanned Aerial Vehicle 

USB Universal Serial Bus 

VMS Video Management System 

VPN Virtual Private network 

Table 13.1: Acronyms 
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14 References 

14.1 Legislation 

Legislation relevant and applicable to this document, or referenced within the same, are 

detailed in the table below. 

Index Title 

1 Police and Criminal Evidence Act 1984 

2 Health and Safety (Display Screen Equipment) Regulations 1992 

3 Criminal Procedure and Investigations Act 1996 

4 Crime and Disorder Act 1998 

5 Data Protection Act 1998 

6 Human Rights Act 1998 

7 Regulation of Investigatory Powers Act 2000 

8 Freedom of Information Act 2000 

9 Private Security Industry Act 2001 

10 Traffic Management Act 2004 

11 Protection of Freedoms Act 2012 

12 General Data Protection Regulation (GDPR) 2016 

13 The Public Contracts Regulations 2015 

Table 14.1: Relevant and Applicable Legislation 
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14.2 Standards 

Standards relevant and applicable to this document, or referenced within the same, are detailed 

in the table below. 

Index Title Reference 

1 Ergonomic design of control centres. 

Principles for the design of control 

centres 

BS EN ISO 11064-1:2001 

2 Ergonomic design of control centres. 

Principles for the arrangement of 

control suites 

BS EN ISO 11064-2:2001 

3 Ergonomic design of control centres. 

Control room layout 

BS EN ISO 11064-3:2000 

4 Alarm systems. CCTV surveillance 

systems for use in security applications. 

Video transmission. Analogue and 

digital video transmission 

BS EN 50132-5-3:2012 

 

5 Remote centres receiving signals from 

alarm systems. Code of practice 

BS 8591:2014 

6 Closed-circuit television (CCTV). 

Management and operation. Code of 

practice 

BS 7958:2015 

7 Video surveillance systems for use in 

security applications. Application 

guidelines 

BS EN 62676-4:2015 

 

8 Installation and remote monitoring of 

detector-activated CCTV systems. 

Code of practice 

BS 8418:2015+A1:2017 

Table 14.2: Relevant and Applicable Standards 
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14.3 Best Practice and Guidance 

Best practice and guidance relevant and applicable to this document, or referenced within the 

same, are detailed in the table below. 

Index Title Reference 

1 CCTV Operational Requirements 

Manual 

Home Office 

Publication No. 28/09 

2 Retrieval of Video Evidence and 

Production of Working Copies from 

Digital CCTV Systems 

Home Office / ACPO 

Publication No. 66/08 2.0 

3 UK Police Requirements For Digital 

CCTV Systems 

Home Office / ACPO 

Publication No. 09/05 

4 Digital Imaging Procedure Home Office / ACPO 

Publication No. 58/07 2.1 

5 National CCTV strategy Home Office / ACPO 

October 2007 

6 A National Surveillance Camera 

Strategy for England and Wales 

Surveillance Camera Commissioner 

March 2017 

7 In the picture: A data protection code of 

practice for surveillance cameras and 

personal information 

Information Commissioner’s Office 

June 2017 Version 1.2 

8 Guidance on the use of cloud 

computing 

Information Commissioner’s Office 

October 2012 Version 1.1 

Table 14.3: Relevant and Applicable Best Practice 
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14.4 Other References 

Other references relevant and applicable to this document, or referenced within the same, are 

detailed in the table below. 

Index Title Reference 

1 Mayor’s Office for Policing and Crime 

MOPAC CCTV Technical Assessment 

Phase 1 Report 

CS094348-MOPAC CCTV-Phase 1 

Report-0-2018-02-13-Draft 

2 CCTV Technical Assessment Project 

(MOPAC Project Brief) 

 

tfl_scp_000471_co020_ICT12794 

3 One Met Digital Policing Strategy 

2017 - 2020 

Metropolitan Police Service 

February 2017 

4 CCTV Video Sharing Transport for London 

November 2017 

Table 14.4: Other References 
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