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Chairman’s foreword 

Everyone is glad to see that traditional forms 
of property crime, such as burglary and 
robbery, are falling. But another story has 
emerged that is not borne out in the 
statistics: the rise of online crime. 

The internet has changed how we live our 
lives, mostly for the better. But it has also 
provided new opportunities for criminals. 
Increasingly, it can help to facilitate almost all 
types of crime. Our investigation focused on 

how cyber-criminals are using the internet to carry out online theft and fraud 
on a large scale. 

While the full scale of the problem is not known, one thing is clear: these 
crimes are not victimless. Just because a victim might receive a refund 
following a financial loss or might not come face-to-face with an offender, it 
does not make the experience any less distressing. Being tricked by an online 
fraudster or having your identity stolen can leave victims feeling embarrassed, 
insecure and vulnerable.  

We need to have mechanisms to encourage victims to come forward and 
report online crimes. Not only will this lead to a better understanding of the 
size of the problem, but it will also give the police the best chance of catching 
those that are perpetrating crimes. Action Fraud – the UK’s national reporting 
centre for fraud and internet crime – is still not well known among the public; 
the Mayor should lead a campaign to raise awareness of the service. 

Businesses must do more as well. We were concerned to see that London’s 
police feel banks and other businesses might not be reporting offences for 
fear of appearing vulnerable. In the interests of everyone, these organisations 
must dare to share information with law enforcement agencies. 

And as crime continues to move online, the Metropolitan Police Service needs 
to be as comfortable policing the internet as it is London’s streets. FALCON, 
its new command to tackle fraud and online crime, is a step in the right 
direction. But the Met must not leave the fight against online crime just to the 
specialists: all police officers and staff need to be well prepared for the 
challenge. 
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I would like to thank everyone that contributed to our investigation, 
especially those that gave evidence at our public meetings. And I reserve 
special thanks for the Londoners that took part in our research. Our results 
help to shed light on the little understood area of online crime – the police 
and others should take note. 

 

 
 
 
Roger Evans AM 

Chairman of the Online Crime Working Group 
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Executive summary 

The internet is changing the nature of crime 
The internet has revolutionised the way that we live our lives. But it has also 
changed the way that criminals operate: increasingly, there is a cyber-
dimension to almost all types of crime. Our investigation focused on how the 
internet has enabled criminals to commit acquisitive crimes – those that 
involve taking goods or money from a victim – in different ways. We found 
that, while crimes such as burglary are falling, a whole new collection of 
online crimes have emerged.  

One crime in particular has been transformed by the internet: fraud. Around 
70 per cent of frauds are now “cyber-enabled” and the internet provides an 
opportunity for fraudsters to expand their activities on a huge scale. Unlike in 
the past, fraudsters can target large numbers of victims, often at next to no 
cost. The types of online scams are wide-ranging. Cyber-criminals tailor frauds 
to the individual; as one expert told us, we are all at risk. 

We do not know enough about the perpetrators of online crime. What is clear 
is that cyber-criminals do not fit into a typical mould. Organised crime groups 
are responsible for an element of online crime in London. But – in addition to 
these groups – many local, known criminals have expanded their day-to-day 
criminal activities into London’s cyberspace. Computer literacy is no barrier to 
becoming a cyber-criminal – in fact, you need no more skill than to be able to 
log on. This, combined with a lower personal risk of being caught, makes 
online crime appealing to another, perhaps less expected, group of 
perpetrators: those new to crime. Committing crime using the internet offers 
anonymity – many would not commit a similar crime if it involved face-to-face 
contact with the victim.  

Like the perpetrators of online crime, its victims no longer fit into a typical 
group or category. Our research found that victims came from different 
ethnic groups, social grades and areas of London. We also found that 
becoming a victim of an online crime can be just as distressing as if it were a 
traditional crime, even when there has been no financial loss. Even the mere 
thought that someone had impersonated or tricked them can cause a great 
deal of stress for the victim. A greater understanding and sensitivity to 
victims’ experiences will be an essential part of the police’s response to online 
crime.  

We do not know the extent of online theft and fraud 
Crime statistics should help us to measure the extent – and the trend – of 
online crime. The Office for National Statistics (ONS) uses two headline 
measures for trends in total crime over time: police-recorded crime and the 
Crime Survey for England and Wales. Both sets of data tell a similar story: 
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crime in England and Wales has fallen sharply in the last decade. But both 
measures contain flaws, not least that they are failing to capture a range of 
crimes committed using the internet. 

Many online crimes will not appear in police-recorded statistics because often 
victims choose not to report crimes to the police in the first place. This may 
be because victims feel embarrassed at being tricked by a fraudster or that 
there is little the police can do to catch the perpetrator. Due to the hidden 
nature of many online frauds, often victims cannot report the offence 
immediately because they are unaware that it has been committed against 
them in the first place. 

The Crime Survey for England and Wales is not capturing trends in online 
crime either. It has failed to keep up as the public’s experience of 
victimisation has evolved: the survey does not currently ask respondents 
about a range of crimes committed using the internet and excludes many 
crimes, such as fraud, from its headline results. The effect of this omission on 
the overall level of crime that the survey measures is significant. 

In light of the current limitations with both police-recorded crime and the 
Crime Survey, we commissioned our own victimisation survey to better 
understand the extent of online crime in London. Our findings paint an 
alarming picture of the balance between old and new crimes. Among the 
1,004 Londoners we surveyed, we found that a higher proportion had been a 
victim of an online crime than of a more traditional form of property crime. 
Perceptions differ too: higher proportions of respondents felt online crimes 
have increased in recent years relative to traditional crimes. And respondents 
were also more worried about online crimes than they were traditional 
crimes. The police should reflect on our results as it develops its approach to 
online crime. 

The police service has been slow to respond to the emergence of online 
crime 
The police are behind the curve when it comes to tackling online crime. The 
research base for policing the cyber-threat is not as well developed as in 
other areas of policing and, in some cases, there is a lack of appetite among 
police forces and officers to tackle offences such as cyber-fraud, often not 
seen as exciting crimes to investigate.   

In order to improve the police service’s response, the Government changed 
the system for reporting fraud. Action Fraud – the UK’s national reporting 
centre for fraud and internet crime – has had a number of successes, such as 
improving the level of crime reporting and the ways in which positive 
outcomes are sought for victims. But, while the new system represents an 
improvement on that which preceded it, one problem stands out: there is still 
a need to raise awareness among the public – and even among parts of the 
police – about Action Fraud. To increase reporting of crime in London, the 
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Mayor, MOPAC and the Met should all work with the City of London Police to 
help to raise awareness about online crime and the role of Action Fraud.   

Better co-operation between the police and other organisations is needed as 
well. The police service has claimed that banks and others do not routinely 
report offences because they do not wish to reveal how vulnerable they are. 
Some have argued that these and other organisations should be encouraged 
or even compelled to share fraud data with law enforcement agencies.  

MOPAC and the Met have started to take the problem seriously 
The Mayor’s Office for Policing and Crime (MOPAC) recognises that online 
crime is a significant problem in London. So far, MOPAC’s approach has 
focused mainly on online crimes against businesses. This is important: some 
small businesses are particularly vulnerable. But MOPAC must not let the Met 
lose focus on individual victims of online crime. And, to help the Met to avoid 
viewing cyber-crime in isolation, all MOPAC’s future strategies should directly 
address pertinent internet risks, something missing in its recently published 
Hate Crime Reduction Strategy for London. 

Like MOPAC, the Met is also aware of the difficulty in tackling online crime. It 
has created a new Fraud and Linked Crime Online (FALCON) command, with 
substantially increased resources, to reduce the harm caused by fraud and 
cyber-criminals in London. Given the potential scale of online crime, FALCON 
must make choices to meet this objective and secure the best value for 
money from its resources. Since many online crimes do not align with 
policing, national or international boundaries, enforcing the law can be 
difficult. As the FALCON command matures, it needs to develop its methods 
for disrupting criminals and preventing crimes from happening in the first 
place. It must also build a workforce with the right balance between police 
officers and civilian staff: piling in loads of uniformed officers is not the way to 
deal with online fraud. 

One of the reasons that many victims of online crime do not report the 
offence to the police is that they do not think the police will do anything 
about it. In order to show that they are taking online crime seriously, MOPAC 
and the Met need to demonstrate that they are making a difference. 
Measuring the level of online victimisation through prevalence surveys is 
perhaps the most effective way of doing that. We ask that MOPAC collects 
data in its future surveys and publishes the results on a regular basis. 

The Met faces challenges in the future 
The Met’s decision to establish a new command to tackle fraud and online 
crime clearly demonstrates that it is taking these threats seriously. But this 
approach is not without risks. We are concerned that the FALCON command 
might become siloed from the rest of the Met. Given that that there is 
increasingly a cyber-dimension to almost all crimes, the Met needs to ensure 
that all of its officers and staff are as comfortable policing London’s 
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cyberspace as they are London’s streets; it must not be left to specialists 
alone.  

Both inside and outside of the FALCON command, the Met needs to 

determine what skills and training its workforce needs to tackle the challenge 

of online crime. Aside from formal training, we heard that the Xbox and 

PlayStation generation of police officers are already well prepared to fight 

online crime. The Met should tap into this resource which is already among its 

ranks. 
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1. How has the internet changed crime?  

Key issues 

 The growth of the internet is changing how criminals operate – while 

many traditional crimes are falling, new cyber-enabled crimes have 

emerged. 

 The internet has transformed crimes such as fraud – fraudsters can now 

target large numbers of victims at little or no cost, often with a low 

chance of getting caught. 

 Perpetrators of online crime do not fit into a typical mould or category. 

 Victims of online crime can find the experience just as distressing as if it 

were a traditional crime.  

Cyber-crime: a new threat 
1.1 The internet has revolutionised the way that we live our lives. We shop 

online, manage our finances via internet banking and share information about 
ourselves with friends and family on social media sites. The appeal of doing 
these activities on a mobile phone or without leaving home is attractive to 
many. But the internet is also an attractive tool for criminals. And, as the City 
of London Police told us, it has “changed the nature of crime”.1 Many 
associate cyber-crime with high profile incidents, such as the Sony/North 
Korea hacking controversy. But there are a whole host of crimes committed 
using the internet, ranging from cyber-terrorism conducted at a state level to 
low-level – but often high volume – acquisitive crime. 

1.2 It is useful to distinguish between two categories of cyber-crime:  

 Cyber-dependent crimes are offences carried out using new 
technologies in violation of the Computer Misuse Act (1990), such as 
hacking email accounts and denial of service attacks.2 

 Cyber-enabled crimes are traditional crimes which can be increased in 
their scale or reach through the use of computers, computer networks 
or other ICT, including mobile phones (examples include online fraud 
and identity theft).3 

1.3 Our investigation focused on the latter. We were interested in how criminals 
are using the internet to commit acquisitive crimes, namely theft and fraud, 
on a large scale. The full extent of these crimes is difficult to measure; but we 
heard that, increasingly, many criminals are using the internet to commit 
offences. CIFAS, the UK’s fraud prevention service, told us that: “Cyber-
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enabled crime – the use of the internet in order to speed up and commit 
fraud…at greater pace and at greater scale – is absolutely evident.”4 

1.4 To some extent, online crime is replacing traditional forms of crime. The latest 
ONS crime statistics show that, in the year ending September 2014, police 
forces in England and Wales and Action Fraud recorded 213,000 fraud 
offences (many of which take place online) – more than they did for domestic 
burglary (see chart 1).5 In addition, industry bodies reported 391,000 offences 
to the National Fraud Intelligence Bureau in the year to September 2014, a 
34 per cent increase compared to the previous 12 months.6 The vast majority 
(80 per cent) of these offences related to banking and credit industry fraud. 

 

1.5 In London, MOPAC has set the Met a target to reduce seven high-volume 
crimes, including traditional forms of property theft.7 Some of these crimes 
have fallen significantly: the Met recorded 19 per cent fewer burglary 
offences in 2014 than in 2012, 34 per cent fewer theft from person offences 
and 38 per cent fewer robbery offences.8 Part of this fall can be attributed to 
a rise in cyber-crimes. As the Deputy Mayor for Policing and Crime 
acknowledged: “Broadly speaking, we know crime has shifted online by its 
very nature.”9 
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Types of cyber-enabled crime 
1.6 As the following table shows, the internet has enabled a number of 

traditional, acquisitive crimes to be committed in different ways. 

Many traditional crimes can now be carried out online 

Traditional crime Online crime equivalent  

Fraud Online fraud/mass marketed fraud (including 
auction fraud, advance fee fraud, phishing) 

Burglary/malicious 
damage 

Online hacking 

Money laundering Through online payment systems, e-cash 

Theft Identity theft, bank website ‘phishing’ and movie, 
music and software piracy 

Source: Adapted from the Australian Crime Commission’s crime profile 

1.7 One crime in particular has been transformed by the internet: fraud. Around 
70 per cent of frauds are now “cyber-enabled”, up from 40 per cent a few 
years ago.10 The different types of fraud are wide-ranging: fraudsters are 
innovative and develop methods to catch out different people.11 Examples of 
cyber-fraud include ticket scams for music concerts or sporting events, 
holiday website scams, and romance scams targeted at those using online 
dating sites. Different groups are targeted at specific times as well: students 
after they have received their loans; investors at financial year end when they 
are filing tax returns. Online frauds can therefore be tailored to the individual. 
As one of our guests put it: “I think we are all at risk”.12  

1.8 The internet provides an opportunity for fraudsters to expand their activities 
on a huge scale. One expert gave the example of a classic “advance fee 
scam”.13 In these offences, a fraudster typically claims that he or she has 
access to a lot of money, but there is an obstacle in the way of accessing it. 
The fraudster asks potential victims for a loan to set up a bank account, or 
perhaps to use their account, in return for a future payment. Ultimately, it 
ends with up with the victim paying the fraudster money in order to release 
the funds, which of course never existed in the first place.  

1.9 This type of scam is not new. But in the past, fraudsters needed to write and 
post letters: they had to invest in materials in order to carry out crimes. A 
majority of this criminality now takes places online: it is becoming easier to 
commit advance fee scams or other frauds on a huge scale, often at next to 
no cost. As CIFAS told us:  

“It might be one fraudster. It might be only one victim. However, the 
attempted crimes are hundreds of thousands, perhaps millions.”14 



13 
 

1.10 The size of losses due to fraud can vary too. Some are designed to trick a large 
amount of people into losing a small amount of money. The ONS found that, 
where people experienced loss of money online, the amount was relatively 
small. While its research was limited – the sample size was too small to 
provide a truly reliable picture – for the majority of victims in 2013-14, the 
loss was either refunded to them or was below £100.15 In other more 
personalised frauds, the amount that a victim loses can be significantly 
greater. The Met told us that, in the last few months, it had seen 37 cases 
involving online dating scams. The total loss to individuals in these scams was 
£1.7 million, which meant that, on average, each victim lost £48,000; in one 
case, a victim lost £440,000.16 

Perpetrators of online crime 
1.11 We do not know enough about those committing online crime. One reason is 

that perpetrators can be difficult to track down. Cyber-criminals do not 
respect policing jurisdictions: those targeting Londoners could be based in the 
capital, the rest of the UK or anywhere else in the world. Indeed, American 
research found that about a quarter of fraud complaints in the USA may 
originate from overseas.17  

1.12 What is clear is that cyber-criminals do not fit into a typical mould. Even 
within London, the range of perpetrators is broad. Organised crime groups 
are responsible for an element of online crime in London, but the precise 
number of these groups is unknown. The Deputy Mayor for Policing and 
Crime told us that there are currently 28 organised crime groups involved in 
cyber-crime in London, specialising in crimes such as banking and credit card 
fraud, account takeover, phishing, identity theft and payment card crime.18 
But other reports have indicated that around 200 gangs from around the 
world are targeting London using the Internet.19  

1.13 In addition to these groups, many local criminals have expanded their 
operations into London’s cyberspace. Professor Marian Fitzgerald told us that, 
in many cases, the “usual suspects” are committing crimes using the internet, 
while at the same time carrying out more traditional forms of property crime 
in their local area, such as burglary or petty theft. The City of London Police 
agreed: 

“What we have seen is that quite low-level gangs that previously 
would have been very much regarded as street gangs have started to 
touch into some of the economic crimes and minor forms of fraud as a 
means of raising money for other kinds of criminality as well.”20 

1.14 The reasons that a frequent offender might consider switching from 
traditional to online crime are simple: it can be easy to do and there is a low 
chance of getting caught. A lack of IT proficiency, for example, is no barrier to 
becoming a cyber-criminal. As CIFAS told us:  
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“You do not need to be a geek to be able to do this. The technology is 
available and you can purchase it and use it. There are even websites 
that show you how to use it. Therefore it is accessible to everyone”.21  

1.15 Another guest added: “You need no more skill than to be able to log on.”22 
And a recent study, which focused on the sale of counterfeit goods, found 
that low-level criminals may be attracted to using the internet due to the 
lower risk of getting caught:  

“I know lads that have done time, got major fines and that, lost a lot of 
money…but online it’s different, no one seems to care at all.” 

“Obviously though you couldn’t just sell [the counterfeit goods] out 
there on the street, ‘cos if you get done, it can get heavy. But online it’s 
simple really.” 

“No one really seems to be on top of it. And to be honest [it]…seems to 
be pretty much risk free. It’s not like in the past when I’ve had my collar 
felt by the old bill and trading standards and that. It’s just proper 
easy.”23 

1.16 These reasons might also make online crime appealing to another, perhaps 
less expected, group of perpetrators: those new to crime. Unlike a mugging or 
a robbery, with many online frauds, there is no direct physical contact 
between the offender and the victim. One expert told us that this anonymity 
makes online crime attractive to certain people that would not consider 
committing more traditional forms of property crime.24  If there were face-to-
face contact with victims, these perpetrators would be put off. As we heard: 
“It is fraud at a distance. You do not have to look someone in the eye and do 
something horrible to them. You have the anonymity of the internet to hide 
behind.”25 A proportion of online crime is therefore likely to be undertaken by 
people not typically associated with criminal behaviour due to the lower 
personal risk:  

“You would be amazed at the people who are at it. They are middle 
class, respectable people. There are midwives. In terms of bullying, 
selling, marketing and so on, I think you will find a much wider spectrum 
of people getting into that.”26  

1.17 We asked the Deputy Commissioner about the different types of perpetrators 
of online crime. But he indicated that the Met is not yet able to shed much 
more light: 

“Candidly, I do not think we have a big enough cohort of people who 
have gone through a process to know how to answer that or to say, 
‘they are all undergraduates who have gone off the rails in Third World 
countries’, or wherever it may be and to target them.  Clearly, they 
need a level of IT literacy, but we have to be really clear on this: it is not 
a high level of IT literacy.  Phishing emails are often pumped out in their 
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millions and millions and that does not require sophisticated coding 
skills or anything like that.  These are fairly straightforward things that 
people engage in and do.  The romance frauds and those sorts of things 
just require a particular style and approach of an individual and a 
person.  Therefore, I do not think we can say at the moment that it is all 
highly computer-literate people.  It is a variety of people.” 27 

Given the lack of available evidence, we feel that a better picture of the types 
of criminals perpetrating online crime in London would help the Met to shape 
its response. The National Crime Agency leads UK law enforcement’s fight 
against serious and organised crime; MOPAC and the Met could add value by 
conducting research and developing profiles on other types of perpetrators 
that commit low-level online crimes.   

Victims of online crime 
1.18 Like the perpetrators of online crime, its victims no longer fit into a typical 

group or category. As CIFAS highlighted:  

“Historically, the traditional target for an identity fraudster was 
considered to be the obviously affluent, professional male, who would 
be targeted numerous times by a fraudster across a range of products 
and services, until their creditworthiness was exhausted. Now, not only 
are more people targeted than ever before, but the value of the frauds 
has decreased: meaning a shift from low volume, high value to high 
volume, lower value frauds has taken place.”28 

1.19 A similar, fragmented pattern emerged from our own research. For different 
types of online theft and fraud, we found that the proportion of victimisation 
was similar among respondents from both high and low social grades.29 Nor 
are victims concentrated in specific areas of London. Frauds reported to CIFAS 
in 2014 indicate that there were both high and low levels of victims in 
different parts of all London boroughs: 
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In 2014, CIFAS – the UK’s fraud prevention service – found that victims of 
fraud were dispersed across London 

 

Source: CIFAS 2014 (adjusted for population). The number of victims of fraud recorded per 
thousand people is a comparative measure of the level of confirmed frauds as recorded by 
CIFAS Members taking adult population into account. 

1.20 There is some evidence that certain groups are more vulnerable than others. 
We found that a higher proportion of black and minority ethnic respondents, 
compared to white respondents, reported being a victim. And a higher 
proportion of disabled respondents were victims compared to those that had 
no disability.30  

1.21 In some ways, the experience of being a victim of online crime is different to 
other types of crimes. In an online fraud, for example, there is no direct 
physical contact between the offender and the victim as there is with a 
mugging or a robbery; many victims of online banking fraud do not 
experience a material loss, since often they are refunded by their bank. This 
might lead to a perception that people worry less about crimes committed 
online than they do about traditional crimes, or that some online crimes are 
“victimless”.  

1.22 But research has shown that victims of online crime can be just as distraught 
as traditional victims, even when they have not suffered financial loss. As 
Professor Mark Button told us: “Some of the victims I interviewed…did not 
lose any money; it was the mere thought that someone else had 
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impersonated them that gave them a great deal of stress.”31 In addition, a 
recent survey of victims of online crime found that 50 per cent of victims felt 
either very or extremely violated by their ordeal.32  

1.23 One victim’s experience we heard illustrates the impact that an online scam 
can have on an individual: 

Case study: victim of an online romance scam 

“She was in her 60s.  She explained that she had recently been divorced from 
her husband and that she was having a new lease of life and embracing her 
retirement.  She was financially secure and she felt that she wanted to create 
a larger social network.  She met an individual online and over a series of 
many months she lost over £80,000 to this man.  She explained to us that, 
yes, the financial loss was significant to her because it was part of her life 
savings and it was her financial security, but what was more important to her 
was the fact that she became so depressed.  She felt she could not trust 
anyone.  She felt that she had been stupid.  She was embarrassed.  She got so 
low that she almost considered suicide.”33  

1.24 A greater understanding and sensitivity to victims’ experiences will be an 
essential part of the police’s response to online crime. As we heard, there is 
room for improvement: “The fact that individual victims of identity fraud or 
theft are not seen as ‘victims’ is a message that will undermine any strategy, 
no matter how effective.”34 

Recommendation 1 

In the next year, MOPAC should commission criminologists and/or other 

academics to work with the Met to develop profiles of the different types of 

perpetrators of online crime that are based in London, in order to help the 

Met to tailor its response. The research should focus on low-level, high-

volume online crimes; it should also pay particular attention to the extent to 

which perpetrators are currently involved in other forms of offending, or 

have been in the past. 
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2. Do we know the extent of online theft 
and fraud? 

Key issues 

 Official crime statistics are not adequately capturing a range of crimes 

committed using the internet.   

 Better ways of measuring online crime are needed in order to assess the 

scale of the problem and plan the most appropriate police response. 

 Our survey of 1,004 Londoners found that higher proportions of 
respondents had been victims of online crimes than of more traditional 
forms of property crime. 

2.1 Crime statistics should help us to measure the extent – and the trend – of 
online crime. The Office for National Statistics (ONS) uses two headline 
measures for trends in total crime over time: police-recorded crime and the 
Crime Survey for England and Wales. Both sets of data tell a similar story: 
crime in England and Wales has fallen sharply, since 2002-03 at least (see 
chart 2).35 But both measures contain flaws, not least that they are failing to 
capture a range of crimes committed using the internet. As a result, some 
have argued that the story of the fall in crime is misguided.36 
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Police-recorded crime 
2.2 Typically, when a victim informs the police of a crime, the police force records 

that crime in accordance with Home Office Counting Rules. The Home Office 
collates figures from all 43 forces in England and Wales and the ONS publishes 
police-recorded crime statistics on a quarterly basis. But police-recorded 
crime can only measure crimes that victims or others choose to report to the 
police, or that the police themselves identify. We heard that many online 
crimes will not appear in police-recorded statistics because often victims 
choose not to report crimes in the first place. As a result, police-recorded 
crime is not a reliable indicator of the scale of online crime. 

2.3 The scale of under-reporting is significant. In 2013-14, Action Fraud and the 
National Fraud Intelligence Bureau recorded 211,000 crimes in England and 
Wales with a reported loss of £2.2 billion. But the City of London Police 
estimated that a further 1,160,500 crimes, with a loss worth £12.1 billion, 
were not reported by individuals and businesses.37 The police were therefore 
not informed about 85 per cent of fraud and online crime offences that 
occurred in 2013-14.  

2.4 Criminologists have identified a number of reasons why victims may be 
reluctant to report an online fraud including:  

 Feeling that the relatively small amounts of money involved do not 
make pursuing the matter worthwhile.  

 Feeling embarrassed about having been “taken in” by a fraudster. 

 Feeling that there is little likelihood of a successful outcome, especially 
if the person who has defrauded them is seemingly located in another 
country.38 

2.5 Due to the hidden nature of many online frauds, often victims cannot report 
the offence because they are unaware that it has been committed against 
them in the first place. Even when they are aware, it is not always clear to 
which organisation they should report the crime. We heard that victims can 
end up being sent on a “merry-go-round” due to the difficulty in identifying 
the right organisation to report to, as illustrated by the victim trajectory case 
study on the next page.39 The experience for many victims is the twin 
challenge of knowing which body to report the crime to and securing their 
interest once they decide upon one.40  
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Victim trajectory case study – Doreen, victim of a pyramid scam 

 

2.6 Sometimes, whether or not a victim reports an online fraud to the authorities 
is a commercial decision. The British Bankers’ Association told us that, 
according to one recent industry estimate, banks refund up to 98 per cent of 
fraud claims to the victim either the same day or the following day.41 
Arguably, in these cases, victims have little incentive to report crimes once 
they have no longer suffered a financial loss; CIFAS highlighted that the safety 
of knowing your bank is likely to reimburse you for a loss “adds to the idea 
that perhaps we are not taking fraud seriously in the way that we should”.42 
In addition, the City of London Police told us that some large businesses make 
a commercial decision not to report online crimes to the police.43 In these 
cases, businesses are effectively absorbing the cost of the crime as a running 
expense. Ultimately, it is likely that these costs are passed on to customers 
through higher prices for goods and services. 

The Crime Survey for England and Wales 
2.7 The Crime Survey for England and Wales, formerly known as the British Crime 

Survey, measures the extent of crime by asking respondents whether they 
have experienced any crime in the past year. Like other prevalence surveys, it 
can help to capture crimes that may not have been reported to the police, 
and would therefore be missing from police-recorded crime statistics. Used 
alongside police figures, the Crime Survey is intended to show a more 
accurate picture of the level of crime.44  

2.8 But while the internet has expanded and enabled criminals to develop new 
ways of committing crime, the Crime Survey’s methodology for measuring 
crime has failed to keep up. The Crime Survey does not, for example, 
currently ask people about a range of crimes committed using the internet. 
Further, it excludes fraud offences – many of which take place online – from 
its overall count of crime. As a result, the survey is not painting an accurate 
picture of victimisation. As Professor Marian Fitzgerald told us: “The public’s 
experience of victimisation has changed tremendously since the early or mid-
1990s and the Crime Survey has failed to keep up with that.”45 

2.9 The effect of this omission on the overall level of crime that the survey 
measures is significant. The ONS itself suggested that, taken together, plastic 
card fraud and bank and building society fraud could add up to 3.8 million 
incidents to the current Crime Survey estimates.46 Including these figures 
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within the Crime Survey’s headline results would have increased the 
estimated total number of annual offences in the 2012-13 survey by over 50 
per cent in that year.47 

2.10 The ONS highlights that reliably measuring online crime presents three key 
challenges. First, it can be difficult to identify who is the victim of a crime. For 
example, there is an ambiguity in online banking fraud about whether it is the 
customer or the bank (which may ultimately suffer the financial loss that 
resulted from an offence) that is the victim. Second, the internet provides 
opportunities to commit crime on a grand scale. The National Crime 
Recording Standard requires that an offence should be recorded for each 
individual victim. But where a mass marketing fraud is attempted by emailing 
thousands of individuals at once, it is not clear whether this should be 
counted as a single offence or as multiple offences. Third, online crime is 
more complex than traditional crime in terms of jurisdiction. It crosses 
geographical boundaries and the cyberspace itself is difficult to pin down to 
geographical territories. While it is often possible to identify where victims 
reside, it is much harder to identify where the offence originated.48 

2.11 Not everyone accepts that these reasons justify excluding cyber-crime and 
fraud from the Crime Survey results. We heard that, since the survey’s main 
benefit is measuring levels of victimisation – as opposed to police-recorded 
crime statistics which measure crime – it does not matter, for example, 
whether the bank or the individual of a fraud is the victim: 

“You can throw all sorts of things into it about how many victims there 
were and whether they were really the bank or the individual or 
whatever. What that victim has experienced is what we want to know 
from the Crime Survey and we have increasingly lost track of it.”49 

What matters therefore is whether the victim perceives that they are a victim; 
it is up to the police to determine how they count criminal offences and 
sanction detections. And, while it can be difficult to identify the location of an 
online criminal, it is relatively straightforward to determine where victims are 
based, as the Crime Survey does for other offences. 

2.12 Regardless of the challenges it perceives, the ONS has been experimenting 
with new questions to measure “negative online experiences” in recent years. 
We wrote to the Minister for Crime Prevention to request that the ONS 
publish its findings which, despite collecting data since at least 2010-11, it had 
not yet done.50 The Minister agreed to our request and, for the first time, the 
results appeared in the ONS’ annual Focus on Property Crime series published 
in November 2014.51  

2.13 An interesting picture emerged from the results. The proportion of adult 
internet users in England and Wales experiencing unauthorised access to 
and/or use of personal data while online is increasing. It rose from six per 
cent of users in 2010-11 to eight per cent in 2013-14 (see chart 3). In addition, 
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around three per cent each year have experienced “loss of money” online in 
the last few years. In London, the picture mirrors the rest of the country: in 
2013-14, seven per cent of adult internet users experienced unauthorised 
access to and/or use of personal data while online and three per cent 
experienced loss of money.52 

 
 
2.14 The Government and the ONS are continuing to develop their approach to 

measuring cyber-crimes, such as online theft and fraud. The Minister told us 
that, while the ONS’ findings provide a “useful indicator”, the data is excluded 
from the headline count of the Crime Survey, as it does not directly measure 
criminal activity or police-recorded crime. She added that “some negative 
online experiences will be unpleasant but not criminal” and that the Home 
Office takes cyber-crime and fraud very seriously and is working with the ONS 
to improve how the Crime Survey measures both.53 The ONS is currently 
conducting further methodological work to develop and test new questions 
on cyber-fraud and other types of online crime. It says that the work will also 
include “examining what impact adding such questions may have on existing 
questionnaire length and on existing time series”.54  

2.15 We welcome the ONS aim to extend the existing victimisation module in the 
Crime Survey so that it includes fraud and cyber-crime. While the ONS is right 
to be cautious about making changes to a survey that has measured trends in 
crime since 1982, it is vital that the survey’s methodology is kept up-to-date 
as the public’s experience of victimisation evolves. We encourage the 
Government and the ONS to be bold, and to find a way not just to measure 
fraud and online crime, but to include these crimes within the Crime Survey’s 
headline count. While this might create an artificial spike in the data initially, 
over time it will be vital to ensure that the Crime Survey paints the most 
accurate picture of victimisation that it can. If it does not, there is a risk that 
the public will lose faith in what is widely considered a reliable source of 
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Chart 3: Unauthorised access to/use of personal data has increased 
in England and Wales in recent years 
Proportion of adult internet users experiencing negative online incidents   
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information about crime and victimisation – particularly since police-recorded 
crime data lost its National Statistics designation.55 

2.16 It is not just the ONS that should review its methodology. In London, MOPAC 
collects data on victimisation through its quarterly Public Attitudes Survey; it 
also intends to introduce a Business Attitudes Survey to measure business 
confidence in the police.56 Currently, the victimisation section in MOPAC’s 
public survey does not include questions directly asking respondents about 
online victimisation.57 In partnership with the ONS, MOPAC should develop 
such questions during 2015-16 with a view to adding them to both its public 
and business attitudes surveys from 2016-17. Only by measuring the extent of 
online crime in London, as well as trends over time, will the Met have a sound 
rationale for allocating resources to tackling online crime. Victimisation 
surveys will also allow MOPAC and others to assess the Met’s effectiveness in 
this area. We are glad that MOPAC is willing to consider our suggestion to 
amend its current surveys.58 

Online victimisation in London: our findings 
2.17 In light of the current limitations with both police-recorded crime and the 

Crime Survey, we commissioned our own victimisation survey to better 
understand the extent of online crime in London. The key aim of our research 
was to determine, from a sample of 1,004 internet users in London aged 16 or 
above, how their concerns about, and experience of, cyber-enabled theft and 
fraud compared with their concerns about, and experiences of, more 
traditional forms of property crime.  

2.18 Our results indicated that online theft and fraud were more prevalent than 
more traditional crimes. Sixteen per cent of respondents told us that they had 
been a victim of online banking or credit/debit fraud in the past 12 months. 
And 21 cent said that they had been a victim of “other” online fraud, which 
could have included mass-marketing emails scams, or other attempts to trick 
respondents into giving away money or sharing personal details via email or 
social networking sites. In contrast, only 10 per cent said someone had stolen 
a personal possession from them in the past 12 months. 
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2.19 In addition to actual levels of victimisation, our respondents also perceived 
that online crime has increased more than some traditional crimes in recent 
years. These perceptions might have been influenced by reports of crime in 
the media, or by the experiences of friends, colleagues and relatives.  

 

2.20 Higher online victimisation, both actual and perceived, was consistent with 
another finding in our survey: the level of worry about online crimes 
compared to traditional crimes. Our sample of Londoners were more worried 
about becoming a victim of online crime than they were about becoming a 
victim of traditional crime. 
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Chart 4: Among our respondents, we found that some online crimes had 
a higher prevalence than some more traditional forms of property crime 
Percentage of respondents that said they had been a victim of the following crimes in the 
past 12 months  

Source: TNS Omnibus. 
*Results exclude respondents who do not own a car. 
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London over the past few years 

Source: TNS Omnibus. 
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2.21 Like most victimisation surveys, our results also have their limitations. While 
broadly representative of London, our sample was not selected at random; 
caution should be taken when interpreting our results and extrapolating them 
across the whole of London or beyond. In addition, we only asked 1,004 
respondents about their experiences of online and more traditional forms of 
property crime. While this is as large as many national surveys, it is still 
probably not large enough to measure, with sufficient reliability, the results 
for sub-groups (such as age bands and ethnic groups). And given that our 
methodology was different, say to that for the Crime Survey for England and 
Wales, some of our findings need careful reflection: 10 per cent of 
respondents told us that they had been burgled in the past 12 months, a 
higher prevalence than that measured by the Crime Survey.59 

2.22 But by asking the same group of internet users about their perceptions and 
experiences of online crime compared to more traditional forms of property 
crime, we have enabled a comparison between these old and new crimes. 
And this comparison shows that respondents were as likely to have been 
victims of identity theft and online shopping fraud as they were most 
traditional forms of property crime. This result alone surely has implications 
for how the police service views its approach to online crime. 

2.23 No one yet knows the full extent of online crime. But what is clear, both from 
our own research and the ONS’ initial testing, is that online crime is 
increasingly part of the public’s experience of victimisation in London and 
elsewhere. Better ways of measuring online crime are needed to establish a 
baseline and to track trends in crime over time. Without a clearer idea of the 
size of the problem, it will be difficult for the police to know how to plan their 
response to online crime. 
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Recommendation 2 

The Office for National Statistics should introduce specific questions into the 

Crime Survey for England and Wales to measure online victimisation. It 

should include these offences in the Crime Survey’s headline results from 

2016-17 onwards. 

 

Recommendation 3 

The Mayor’s Office for Policing and Crime should develop specific questions 

to capture individuals’ online victimisation in London, with a view to 

introducing them into its quarterly Public Attitudes Surveys from 2016-17 

onwards. In addition, MOPAC should extend its Business Attitudes Survey to 

measure online victimisation among London’s businesses. It should publish 

the headline results from each survey on the London Datastore. 
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3. How has the police service responded 
to online crime? 

Key issues 

 The police service is “behind the curve” when it comes to tackling 

crimes such as cyber-fraud.   

 The creation of Action Fraud – the UK’s national reporting centre for 

fraud and internet crime – has helped to increase victim reporting of 

crime, but public awareness of the service remains too low. 

 Banks and other businesses need to be encouraged to work better with 

the police. 

A slow start 
3.1 The police service’s response to tackling online crime has been slow. We 

heard that the police were “behind the curve” when it came to policing 
crimes such as cyber-fraud: 

“We have had all these changes over the last 10 to 15 years with the 
internet and huge opportunities for new frauds to take place.  
However, the resources and the infrastructure, which have always 
been poor for fraud, just simply have not kept up to date.”60 

3.2 The College of Policing added that the research base for policing the cyber-
threat is “not as well developed” as in other areas of policing:  

“The evidence about what can be achieved with a [Safer] 
Neighbourhood Team is very well developed and it has been tested, 
peer-reviewed, published and trialled, whereas in this arena [online 
crime] the evidence looks less well developed, less well challenged and 
less well embedded.”61 

3.3 One problem has been a lack of appetite among some to tackle crimes such as 
fraud: 

“Of course, police forces will always say that [rank and file] police 
officers will deal with frauds, but the reality is that for most police 
officers frauds are pretty low on their list of priorities.  It is not the 
sexy kind of crime that most of them have an interest or a desire to be 
investigating.”62 

Action Fraud: a national approach 
3.4 In order to improve the police service’s response, the Government changed 

the system for reporting fraud. Since 2009, victims are no longer meant to 
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report fraud and online crime directly to their local police. Instead, they are 
supposed to contact Action Fraud, the UK’s national reporting centre for 
fraud and internet crime, now run by the City of London Police (see diagram 
below). The Government created Action Fraud partly in response to a survey, 
which found that 91 per cent of fraud victims wanted a centralised service to 
deal with reports of fraud.63 It also hoped that a centralised reporting system 
for fraud and online crime would help to address the problem of under-
reporting. 

Victims should now report fraud and online crime to Action Fraud 

 

3.5 The new system has had successes.64 For example, the number of frauds 
reported to Action Fraud has steadily increased in recent years and the City of 
London Police is increasingly using crime reports to inform its preventive and 
disruptive work. In addition, experts highlighted that the new centralised 
system is an improvement on the fragmented system that preceded it. As 
CIFAS told us:  

“I think Action Fraud does a very good job.  It makes it very 
straightforward for a citizen to report a fraud or a scam.  They get a 
crime number; they get advice; and that information…goes straight 
through to City of London Police and it is packaged up.  It is then sent 
out to the relevant forces.” 

3.6 But one problem with the new model stands out: a lack of awareness about 
Action Fraud. Our research found that many respondents were not aware 
that they should report online theft and fraud to Action Fraud, rather than 
the police. In the case of online identity theft, for example, 47 per cent of 
respondents thought it was most important to inform the police of an 
offence; only 10 per cent chose Action Fraud (see chart). And it is not just a 
lack of public awareness that is a problem: the police service needs to raise 
the profile of Action Fraud within its ranks too. We heard that even some 
police officers do not know what Action Fraud is and what it does.65 
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3.7 There are other problems as well. Action Fraud has not always provided the 
service that victims reporting crime hoped for. As one expert told us: 

“I think the problem is the expectations that Action Fraud has created 
because people think, ‘A nice central reporting body, I will report my 
fraud to them’, and then they think it is going to be investigated and 
that someone is going to get caught and there is going to be a case.  Of 
course that is, in most cases, not what happens. The case goes into 
Action Fraud, it is packaged up into intelligence packages, which are 
then sent out to the police forces, and they prioritise those and 
therefore a lot of frauds just get lost in that bureaucracy and the victims 
obviously get very frustrated, understandably so: ‘I have reported this 
fraud, I expect something to happen, and nothing is happening’.”66 

3.8 A consequence is that the new system may not resolve the issue of under-
reporting. If victims have no way of knowing that some effort will be made to 
investigate what had happened to them personally and possibly even seeing 
those responsible caught and punished, they may be less likely to call Action 
Fraud and report their crime in the first place.67 

3.9 For Action Fraud to be truly successful, its profile among the public and the 
police needs to increase. The City of London Police already runs campaigns to 
raise awareness: last December, for example, it ran a “12 frauds of Christmas” 
campaign to alert the public to the dangers of online crime and inform them 
what to do if they become a victim. The force has run other campaigns, 
specifically targeted to reach different communities, as well – one example 
being a national awareness campaign to tackle Hajj fraud.68  

3.10 Some have called for a bolder approach. The City of London Police 
Commissioner believes we need a national fraud and cyber-crime campaign 
on the same scale as previous campaigns for drink driving, reaching into 
schools, businesses and individuals’ lives to help people understand the 
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Chart 7: Most respondents thought that it was more important to report 
online crimes to the police than to Action Fraud 
We asked respondents: "To which organisation do you think it is most important to report 
the following online crimes?" 

Source: TNS Omnibus 
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online world in far greater detail and create a society aware of the threats 
that the internet presents.69 

3.11 In London too, more can be done to help raise awareness about online crime 
and the role of Action Fraud. MOPAC committed to raising the profile of 
Action Fraud in its Police and Crime Plan; it should run a London-wide 
awareness campaign, in partnership with the City of London Police and other 
key stakeholders, to draw attention to the issue.70 The Mayor should also use 
his visible public profile to play a part in this campaign and help to publicise 
Action Fraud: this would help to raise awareness of the service, encourage 
people to report crimes and educate Londoners about the cyber-threat and 
staying safe online to prevent crimes from happening in the first place. 
MOPAC and the Met should also use Safer Neighbourhood Boards to 
disseminate information about Action Fraud and online crime to local 
communities. Safer Neighbourhood police officers provide advice to 
Londoners about how to keep their homes safe from burglary; they should 
also provide advice about staying safe online. 

Working with others 
3.12 By its own admission, the Met has not in the past worked with Action Fraud 

as well as it could have: 

“Until recently, the Met had not properly engaged with Action Fraud 
and we had a disparate relationship in relation to the crimes that were 
being reported in from Action Fraud and how the process worked.”71 

3.13 While this relationship has now improved (see chapter 4), the Met will need 
to improve joint working with other organisations as well if it is to police 
online crime effectively. This, however, is another area where the police 
service needs to catch-up with offenders. As we heard: 

“Criminals work better together than industry, government or law 
enforcement. To tackle this issue, a truly cross-sector approach needs to 
be taken, removing any competitive element from fraud prevention.”72 

3.14 An issue that stands out is crime reporting. Some argue that banks and other 
organisations are reluctant to report online theft and fraud to the police. One 
explanation is that they do not want to lose competitive advantage by 
showing that they have been a victim; another is that organisations take a 
commercial decision not to report these crimes, particularly if there is little 
chance that the police will catch the perpetrators (in these cases, businesses 
typically absorb the costs of fraud and ultimately pass them on to customers 
through higher prices). The British Bankers’ Association, however, told us that 
it is “proactively encouraging” crime reporting. It added that banks are “very 
diligent” in meeting their legal and regulatory obligations to provide 
information to public authorities (although these do not extend to reporting 
all crimes).73 



31 
 

3.15 Others feel banks could do more. Last year, the City of London Police 
Commissioner said that one of the reasons it is difficult to establish the true 
scale of cyber-fraud is because “high street banks do not routinely report 
offences to the police”.74 The Met’s Commissioner has also blamed banks and 
credit card companies who he said did not want to reveal how much they 
have lost to criminals and “how vulnerable they are”.75 And last November, 
the Chairman of the House of Commons Treasury Committee wrote to the 
heads of major UK banks after hearing evidence that banks may be 
understating the level of fraud in the banking system.76  

3.16 In this area, the police service needs to improve its relationship with 
businesses to help address the problem of under-reporting. Some, however, 
have argued that a more robust approach is needed. CIFAS highlighted that 
organisations need to be “encouraged or even compelled” to share fraud data 
with law enforcement agencies.77 Others are less keen on such an approach: 
the Deputy Mayor for Policing and Crime told us that his starting point “would 
not be to move to changes in legislation”.78 What is clear is that public and 
private organisations need a safe route for sharing information with the 
police. And they also need an incentive to do so: 

“While organisations should be encouraged to be transparent and 
report to the police all incidents of fraud, this will only happen when 
organisations are confident that law enforcement will act on the 
information it gathers and provides.”79 

3.17 There are some signs that the police are working better with other 
organisations. The City of London Police recently introduced a new “bulk 
reporting” system. This will allow businesses – particularly those that have 
high volumes of transactions, such as supermarkets – to report up to 250 
incidents at once; hopefully it will increase reporting among those businesses 
that currently make a commercial decision not to report individual cases of 
cyber-fraud as and when they occur.80 The City of London Police is also 
working with industry to harness the intelligence that businesses collect and 
use it to inform its preventive and disruptive work.81 We were also 
encouraged to hear that the British Bankers’ Association acknowledged that 
banks need to work with the police to build the police’s skills and experience. 
But further co-operation is vital as well, not least in relation to raising 
awareness about online theft and fraud. We believe that businesses should 
work with MOPAC and the police to educate the public about online safety 
and to promote the role of Action Fraud, in particular. 
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Recommendation 4 

The Mayor, in partnership with the City of London Police and other key 

stakeholders, should lead a London-wide campaign during 2015-16 to draw 

attention to the threat of online crime and raise awareness of Action Fraud 

to improve reporting of crime by individuals and businesses. 

 

Recommendation 5 

MOPAC should help Safer Neighbourhood Boards to raise awareness about 

online crime and the role of Action Fraud. It should provide SNBs with 

borough-level fraud and online crime statistics to help them to identify 

vulnerable groups in their area. To begin with, MOPAC should pilot events 

at meetings for two Safer Neighbourhood Boards. It should then collect 

findings from these meetings and feed these back to all other boards across 

London by the end of 2015-16. 
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4. What are MOPAC and the Met doing 
to tackle online crime in London? 

Key issues 

 MOPAC should use its thematic strategies to help the Met to avoid 

viewing online crimes as distinct from offline ones – future strategies 

should directly address pertinent internet risks. 

 The Met’s decision to create a new command to tackle fraud and online 

crime is a good sign that it is taking these threats seriously; now it must 

make choices to meet its objectives and secure the best value for 

money from its resources. 

 The Met needs to demonstrate to Londoners that it is making a 

difference in the fight against online crime by publishing regular 

performance data. 

MOPAC’s approach 
4.1 The Mayor’s Office for Policing and Crime (MOPAC) is the strategic oversight 

body which sets the direction and budget for the Met on behalf of the Mayor. 
In addition to publishing a Police and Crime Plan, MOPAC publishes thematic 
strategies that cover specific areas of policing and crime in London.  

4.2 MOPAC recognises that online crime is a significant problem in London. When 
we asked the Deputy Mayor for Policing and Crime whether a growth in 
online theft and fraud could be masking the fall in traditional forms of 
property crime, he acknowledged that cyber-enabled acquisitive crimes are 
“very concerning”. He added that “it is a significant challenge for the Met to 
deal with fraudsters and people who want to steal other people’s property 
and other people’s money and who are moving online”.82 

4.3 MOPAC has been critical of the police’s response to this challenge so far. It 
said that the local response to fraud is currently inadequate and that “an 
astonishingly small proportion of fraud cases are actually solved by the police 
in London”.83 The Deputy Mayor for Policing and Crime reserved criticism for 
the national reporting centre for fraud and cyber-crime, referring to it as “No 
Further Action Fraud”.84 

4.4 MOPAC’s approach to cyber-fraud thus far appears to be contained largely 
within its Business Crime Strategy.85 The strategy highlighted that many 
businesses are dissatisfied with the current police response to fraud. MOPAC 
is also worried about how little redress there is for a small business brought 
to its knees by online or supplier fraud. The strategy includes a number of 
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welcome ideas, such as introducing a Business Attitudes Survey to measure 
business confidence in the police. It also plans to establish England’s first 
Business Crime Resilience Centre building on the success of the Scottish 
Business Resilience Centre, which has been successful in providing a central 
focal point for providing advice, support and information sharing across 
businesses and the police.86 We are pleased to see that MOPAC is using good 
practice from outside of London to inform its approach to cyber-frauds 
against businesses.  

4.5 There is good reason to be concerned about business crimes, particularly 
those against small and medium sized enterprises (SMEs). We heard that 
cyber-frauds against SMEs “often get missed out” by the police and others.87 
CIFAS added that, unlike many individual victims, when SMEs are victims of 
online banking fraud they are less likely to receive compensation: “Unlike 
with citizens, banks…are not refunding SMEs for money lost through online 
fraud, especially if it is down to what they class as ‘customer error’.”88 MOPAC 
is right therefore to demand more action in this area.  

4.6 Of course, by prioritising cyber-frauds against businesses, there is a risk that 
MOPAC’s strategy might lead the Met to prioritise business victims at the 
expense of others. This could be counter-productive: the Met must not, for 
example, neglect its response to individual victims of online crime. One way 
that MOPAC can manage this risk is through its future strategies: it must use 
these to help the Met to avoid viewing cyber-crimes in isolation. Increasingly, 
almost all types of crime have a cyber-dimension to them. So MOPAC’s future 
strategies should include a direct assessment of internet risks that are 
pertinent to each strategy. MOPAC’s Business Crime Strategy included an 
assessment of online crimes against businesses; if MOPAC were to produce a 
strategy for theft against the person, for example, this should include an 
assessment of cyber-thefts against the person. 

 

 

 

 

 

 

 

 

 

 



35 
 

4.7 This principle should apply to all crimes too, not just acquisitive ones, as the 
following case study demonstrates: 

Case study: MOPAC’s Hate Crime Reduction Strategy for London 

Hate crime is increasingly committed using the internet. The national Muslim 
hate crime support service reported that 80 per cent of the reports it receives 
are about online hate crime.89 Following a consultation, MOPAC published a 
Hate Crime Reduction Strategy for London in December 2014.90 The strategy 
rightly acknowledged that internet users are bound by existing laws against 
inciting hatred and harassment on the basis of race, religion, transgender or 
sexual orientation, and disability; it added that: “Online hate crime is still hate 
crime and perpetrators can still be pursued for their offences.”91 But, rather 
than setting the strategic direction for the Met to tackle hate crime – both 
online and offline – the strategy instead stated that MOPAC will “ensure that 
the Met incorporates online hate crime into a wider strategy and approach to 
tackling cyber-crime”.92 

4.8 An overarching cyber-crime strategy may well be helpful. But it should not 
replace a detailed consideration of online crime in each of MOPAC’s thematic 
strategies. There is a real danger that such an approach will lead the Met’s 
rank and file to view crimes committed using the internet as isolated and 
somehow different to the same crimes committed through traditional means.  

4.9 Such an approach is important to help meet one of MOPAC’s key strategic 
priorities: raising confidence in the police. MOPAC challenged the Met to 
increase public confidence, as measured by the Crime Survey for England and 
Wales, by 20 per cent between 2012 and 2016.93  The Met is struggling to 
meet this target: in September 2014, public confidence was still at the same 
level as when the target was set.94 As online crime continues to become a 
part of the public’s experience of crime, it will shape public perceptions about 
the police. The impact on confidence in the police if, for example, victims 
encounter disinterest when trying to report a crime, or feel that their report is 
disbelieved, could be significant.95 MOPAC must use all available 
opportunities, not least the strategies it develops, to help all parts of the Met 
to be aware of this risk. 

The Met’s new command 
4.10 Like MOPAC, the Met is aware of the problem of online crime. Last year, Sir 

Bernard Hogan-Howe admitted that the police service has still not “got to 
grips” with online fraud despite a huge rise in the crime.96 In response, the 
Met launched a new Fraud and Linked Crime Online (FALCON) command 
within its specialist crime division, which has been operating since August 
2014.97 The command’s mission statement is: “To reduce the harm caused by 
fraud and cyber-criminals in London.”98 It will focus on online theft and fraud 
in London, rather than on online crimes without an economic motive, such as 
malicious communications, harassment and cyber-stalking.  
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4.11 The Met has substantially increased the resources it allocates to these crimes. 
Prior to FALCON, the Met had 114 police officers and staff working in fraud 
and online crime (see table). The new command is currently building towards 
phase two where, by March 2015, it will have 303 budgeted police officers 
and staff. This may increase to 391 depending on whether the Met decides to 
move to phase three.99 

The Met is increasing resources for tackling online crime and fraud 

1.1  Police officers and staff  

(Full Time Equivalents) 

Annual revenue budget 

(£ millions) 

1.2 Resources prior to 
FALCON 

114 6.5 

1.3 Planned FALCON 
resources as at March 
2015 

303 17.1 

1.4 FALCON “phase three”   
(not yet agreed) 

391 21.3 

Source: Metropolitan Police Service, November 2014. 

4.12 The FALCON command is structured according to the different tasks that it 
will undertake. It has teams specialising in complex fraud, intelligence, victim 
care and prevention. Most of its officers and staff, however, will work for four 
Volume Fraud Teams. Each team will cover a different part of London and will 
specialise in investigating low-level fraud and online crime carried out on a 
large scale. The command is also working closely with Action Fraud and the 
City of London Police. 

Policing methods 
4.13 Given the potential scale of online crime, FALCON must make choices to meet 

its objectives and secure the best value for money from its resources. It must 
decide how to split resources between preventing crimes from happening in 
the first place, disrupting criminals in the process of committing crimes and 
enforcing the law after crimes have been committed.  

4.14 Since many online crimes do not align with policing, national or international 
boundaries, enforcing the law can be difficult:  

“In the vast majority of cases, the true identity of the offender is not 
known and therefore police have to decide whether or not to undertake 
lengthy investigations to try and identify and locate where a fraudster is 
based. Often, even the most able and determined police officer may not 
be able to achieve this.”100 

4.15 The Met is aware of this issue. As the Deputy Commissioner recently 
highlighted: “I do not think we can arrest our way out” of the problem of 
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online crime.101 But at the moment, it appears that FALCON’s resources are 
balanced towards investigating crimes, rather than preventing or disrupting 
them. The head of the command told us: “At the moment we are quite 
enforcement heavy”.102  

4.16 Enforcement is of course important. Perpetrators of crime must be brought to 
justice and victims of crime expect the police to track down criminals. But, 
given the scarce resources that the Met has, it must also adopt the most 
efficient and effective approach that it can. We were pleased to hear that the 
head of FALCON wants the command to become more preventive and 
intelligence-led as it evolves.103 Experts agreed that this is a sensible 
approach, and where – since the Government abolished the National Fraud 
Authority – there is currently a gap.104 Disruptive policing methods, such as 
taking down websites used to defraud victims, can also provide good value for 
money: the City of London Police estimates that its online disruptive tactics 
will save victims of crime around £300 million in 2014-15 in cases where 
traditional enforcement methods were not possible.105 

4.17 Of course, victims will be less likely to report crimes to the police if they do 
not believe that the police will take any action. Where the Met decides not to 
investigate certain crimes, it is vital that it communicates with victims and lets 
them know why. We found that the City of London Police is developing a new 
approach, for example, whereby it sends letters to all victims that reported 
fraud and online crime.106 If the police explain to victims how they will use 
reports of crime for disruptive and preventive work, victims will feel that 
reporting crimes is worthwhile, even when their particular case is not 
investigated or solved.  

A balanced command 
4.18 Another key resourcing choice that the Met must make is the balance of 

FALCON’s workforce. It must, for example, find the right balance between 
warranted police officers and specialist police staff. Currently, the command 
appears to be weighted in favour of officers: of the 303 posts that the 
FALCON command will have in March 2015, only 54 are for police staff (18 per 
cent), whereas 249 posts are for police officers, including 207 Detective 
Constables.107  

4.19 This may not be the most effective approach. As Her Majesty’s Inspectorate 
of Constabulary has previously warned: “Piling in loads of uniformed officers 
is not the way to deal with online fraud.”108 The College of Policing agreed: it 
told us that specialists do not need to be police officers and, in fact, some of 
the skills needed to tackle online crime would not be expected of a police 
officer.109 A more civilian command might bring other benefits too. The 
London Assembly has previously recommended that skilled police staff can 
often undertake roles more effectively than warranted officers could.110 
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4.20 Bringing in specialist civilian staff, however, is not without challenge. The Met 
told us that it struggles to attract the right police staff due in part to the pay 
scales and also to the Met’s staffing structure. This challenge is not unique to 
the Met. The College of Policing highlighted that all police forces need to 
understand that many staff no longer want the same job for life: 

“In policing we have to be more accepting that people may move in and 
out of a police career and not just come in and stay for 35 or 40 years in 
the way that they used to.  We should not feel threatened by it.  As 
those people leave, we should be able to attract other good people in 
who already have some of those skills.”111 

4.21 One solution is to develop clearer career structures for police staff and to 
accept that some staff are likely to come and go. The Met is taking some 
positive steps in this regard. In particular, it wants to create opportunities for 
lateral and upward progression within the organisation: 

“What we are looking to do there is to create…a career pathway for 
police staff because we recognise the ability of bringing people into the 
organisation who may not want to be police officers but may have the 
skills that we want to develop.”112 

4.22 This approach is welcome. While the Met may not be able to offer civilian 
specialists the same levels of remuneration they could earn elsewhere, it can 
offer prospective staff the opportunity to develop new skills in a unique 
environment. The Met must take every chance to market these opportunities 
and attract the best staff it can. 

Making a difference 
4.23 One of the reasons that many victims of online crime do not report the 

offence to the police is that they do not think the police will do anything 
about it. In order to show that they are taking online crime seriously, MOPAC 
and the Met need to demonstrate that they are making a difference. 
Measuring performance and reporting it regularly is an important way for 
MOPAC and the Met to show that they are taking victims seriously. 

4.24 The FALCON command intends to use a range of key performance indicators 
(KPIs) to measure its success (see appendix 1). These include: 

 Action Fraud referrals 

 Arrests and charges 

 Value of assets seized 

4.25 In some cases the Met has set targets for KPIs that could be more challenging. 
In 2013-14, the Met’s outcome rate for Action Fraud referrals was five per 
cent. This meant that the Met informed Action Fraud about the outcome – 
positive or negative – of only one in twenty of the cases that Action Fraud 
referred to it.113 The Met wants to improve how it deals with Action Fraud 
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referrals: FALCON has a target to respond to 50 per cent of referrals in 2015-
16. But this target is unambitious: the Met should be aiming to inform Action 
Fraud about the outcomes of all referrals – once an investigation is complete 
– so that the national picture of fraud and cyber-crime is as accurate as 
possible. 

4.26 Other KPIs may create perverse incentives. Last year the Met’s sanction 
detection rate for fraud was just 13 per cent.114 There is clearly room for 
improvement in this area: the average across all police forces in England and 
Wales was 20 per cent.115 But one expert highlighted that detection rates can 
have a detrimental impact on performance: “I would hope [that MOPAC and 
the Met] do not get too focused on the detection and conviction rates 
because those can be manipulated by the police.”116 Measuring performance 
by the value of assets seized could also lead the Met to focus on higher value 
online crimes, at the expense of smaller frauds against individuals. If 
Londoners feel that the Met is not interested in more modest offences, it 
could have a detrimental impact on both the level of crime reporting and 
public confidence in the police. 

4.27 We heard that regular victimisation surveys are perhaps the most useful way 
to measure performance:  

“What I would say is you have a prevalence survey now and then you 
have a prevalence survey every so often to find out what the level of 
victimisation is among the population. I think that would be the kind of 
ideal scenario.”117 

While these can be expensive, MOPAC already runs a Public Attitudes Survey 
and plans to introduce a Business Attitudes Survey. As we highlighted in 
chapter 2, these should be adapted to measure online victimisation among 
individuals and businesses on an ongoing bases. The FALCON command 
should also use the results as a key performance indicator. 

4.28 In addition, we also heard that performance measures should cover the 
preventive and disruptive work that the police service does.118 The FALCON 
command says that it will measure the number of prevention initiatives it 
undertakes.119 This is welcome; MOPAC should also use performance 
indicators that are not based solely on enforcement. It is particularly 
important to demonstrate to victims whose crimes are not investigated, that 
the police are still targeting criminals in other ways. Highlighting the work 
that the Met does to prevent online crime and disrupt cyber-criminals can 
help to do just that. 

4.29 We were glad to hear that MOPAC is looking to introduce a performance 
dashboard from March 2015.120 This can help to clearly demonstrate how well 
the Met is responding to online crime. Through our work, we have identified a 
number of ways that MOPAC could improve performance measurement. 
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Once MOPAC has collected data on online victimisation among individuals 
and victims, its dashboard should include the following: 

 Levels of online victimisation among households, as reported in 
MOPAC’s Public Attitudes Survey. 

 Levels of online victimisation among businesses, as reported in 
MOPAC’s Business Attitudes Survey. 

 The number of Action Fraud referrals that FALCON receives, as well as 
outcomes for referrals.  

 Performance indicators demonstrating the Met’s preventive and 
disruptive work. 

Recommendation 6 

To help the Met to avoid viewing cyber-crime in isolation, MOPAC should 
commit that its future strategies across all themes will directly address 
pertinent internet risks. 

 

Recommendation 7 

Before the Met expands the FALCON command to phase three, it should 
assess whether it would be more beneficial to operate with a higher 
proportion of expert civilian staff relative to warranted officers. 

 

Recommendation 8 

MOPAC should develop and publish an online crime performance dashboard 
on a quarterly basis from 2016-17 onwards. Once the data is available, the 
dashboard should include the headline levels of online victimisation 
reported in its public and business attitudes surveys. The dashboard should 
also include the number of referrals that the Met receives through Action 
Fraud, as well as the proportion of positive and negative outcomes. And it 
should include suitable performance indicators that demonstrate the work 
that the Met is doing to prevent online crime and disrupt cyber-criminals. 
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5. What wider challenges does the Met 
face? 

Key issues 

 The Met should not view online crime as a separate, distinct area – 

increasingly almost all crimes have a “cyber-dimension” to them. 

 The new FALCON command must not become siloed within the Met – 

local police officers need to be aware of cyber-criminals operating in 

their area. 

 The Met needs to determine what skills and training its workforce needs 

– both inside and outside of the FALCON command – to tackle online 

crime. 

Mainstreaming online crime 
5.1 The Met needs to ensure that all of its officers and staff are as comfortable 

policing London’s cyberspace as they are London’s streets. Its decision to 
establish a new command to tackle fraud and online crime clearly 
demonstrates that it is taking the threats they pose seriously. But by creating 
a specialist team, there is a danger that other parts of the Met will see crimes 
committed using the internet as a separate, distinct area. This would be a 
mistake. The internet is changing how crimes are perpetrated and, as one 
expert told us, is an “increasing dimension of crime at every level”.121 The City 
of London Police shares this view: 

“Online crime now is fundamentally a way of life for us. We cannot see 
it as something that is entirely niche because it permeates every aspect 
of the crime we are looking at.”122 

5.2 A common concern that experts raised is the risk that the FALCON command 
becomes siloed from the rest of the Met. The Commissioner accepts this “is a 
danger”.123 If it happens, it would cause a number of problems. Separate 
teams can make it difficult for an organisation to provide a joined-up service. 
With more types of offending having a cyber-dimension, all police officers will 
have to make decisions about what is within their responsibility and what is 
not. The College of Policing told us that this is an inherent risk of employing 
specialists and it applies to other areas of policing as well: 

“If you took domestic abuse, it would be the same.  Where is the 
handover between the first response and the specialism?  What are the 
out-of-hours arrangements?  How do you make sure that the level that 
that team accepts is the right level?  Those risks are always there.  It is 
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then for the organisation to make sure its people are well informed 
about how they operate within the specialist team and outside the 
specialist team.”124 

5.3 A siloed FALCON command may also make the Met less effective at dealing 
with known criminals in a local area. Some low-level criminals are 
perpetrating crimes online in addition to carrying out more traditional forms 
of property crime, which will continue to fall under the remit of local police. 
Borough police officers may not feel a sense of ownership or responsibility for 
crimes perpetrated on the internet against victims in their local area if 
FALCON is responsible for tackling them. As one expert highlighted, a siloed 
FALCON command could even mean that local police officers will be unaware 
of many offences committed by local criminals that increasingly operate in 
both physical and cyberspace: “hiving off this area to somebody else is utterly 
artificial and perverse”. She added: 

“If they are dealing with the usual suspects locally, they are going to be 
dealing with them increasingly with one hand tied behind their backs if 
they do not know about this whole other area that those same people 
are now getting into [online crime] as well as some of the scams that 
they are pulling in real space.”125 

It will be important for officers and staff working in FALCON’s Volume Fraud 
Teams to have a close working relationship with those in borough policing 
teams so that intelligence on local criminals is shared between both.  

5.4 Integrating the FALCON command and changing the culture of how the wider 
Met perceives cyber-crime will not be easy. Some of the Met’s more 
experienced officers might be less familiar with new technologies and how 
the internet has changed the way that many crimes are committed. Clear 
leadership from the top would help the Met’s rank and file to recognise that 
tackling online crime is part of the day job. One way the Met could do this 
would be by appointing a senior officer – perhaps at Association of Chief 
Police Officer (ACPO) or management board level – to be responsible for 
mainstreaming cyber-crime across the whole of the force.  

5.5 Greater interaction between FALCON and the rest of the Met will also help to 
change the culture. Buddying systems can be a useful way to build 
relationships, learn new skills and improve shared working. The head of 
FALCON told us that there are already plans to introduce a buddying network 
system within the command so that highly trained staff can support junior 
colleagues.126 Once FALCON is more established, the Met should look to 
extend this buddying system to areas outside of the command. FALCON 
officers in the Volume Fraud Teams could, for example, be buddied with 
officers based in borough teams. This would bring notable benefits, not least 
that rank and file police officers would become more aware of online crime 
and the risks posed by known criminals in their local area. 
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Building the right workforce 
5.6 The FALCON command will play an important part in tackling the higher level, 

specialist and organised crime in London. But it is clear that the command 
cannot tackle online crime in London alone. Given that the size of the 
problem is difficult to determine, the resources that the Met requires to 
police it are also unclear. The Commissioner indicated that he is not sure 
whether FALCON’s current size and shape will be sufficient: “Should it be 300 
or 3,000 [officers and staff]? I do not know…For the first year, we will be 
learning on the job.”127  

5.7 This means that officers and staff outside of the FALCON command might 
need new skills and training too. As a recent HMIC report highlighted: 

“The capabilities to tackle cyber-crime should not be the preserve of the 
specialist officer; every police officer needs an understanding of it and 
the capabilities to deal with the cyber-crime they will encounter.”128  

5.8 The Met must assess what training requirements both experienced police 
officers and new recruits require. Many officers have been in the job for 15, 
20 or 25 years; they may now need to deal with cyber issues for which they 
were never originally trained. The police service as a whole is not preparing its 
workforce for the challenge of cyber-crime. The College of Policing, for 
example, told us that “there is inconsistency in the way the training is being 
taken up”. 129 It did, however, praise the Met for trying to raise the skills of 
everyone in the force, not just officers and staff in FALCON. 

5.9 This is encouraging. But it appears that there is still much more to do. We 
asked the Met what proportion of its staff had received cyber-crime training. 
By December 2014, only 59 FALCON officers had received “Mainstream 
Cyber-Crime training”.130 While the Met expects to train a further 72 by 
March 2015, this means that around half of FALCON’s staff will still need to 
receive training by then. In conjunction with the College of Policing, the 
FALCON command has also designed a “Cyber-Crime e-Learning Programme” 
and it has successfully bid for this training to become mandatory for all Met 
staff with public contact and/or investigative duties, not just those in FALCON. 
The table on the next page shows that courses in this programme have had a 
modest uptake so far (the Met’s workforce totalled 44,500 in December 
2014), although the Met expects the number of completions to rise 
significantly, since the programme only became mandatory in November 
2014.131 
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Only a small proportion of the Met’s staff have had cyber-crime training so 
far 

1.5 Course name Number of staff completions 

1.6 Digital Communications, Social Media, Cyber-
Crime and Policing 

4,742 

1.7 Cyber-Crime and Digital Policing: Introduction 3,535 

1.8 Cyber-Crime and Digital Policing: First 
Responder 

3,156 

1.9 Cyber-Crime and Digital Policing: 
Investigation 

2,473 

5.10 Formal training aside, some of the Met’s workforce may already be well 
prepared to police London’s cyberspace. We heard that many in the younger 
generation of officers and staff within the Met are both cyber-aware and 
eager to take on the challenge of online crime: 

“A lot of officers are also of the Xbox and PlayStation generation.  They 
have those skills and for a lot of them it is sitting there within their own 
ranks and a lot of them would give their eyeteeth to have a pop at 
this.”132 

5.11 When the Met recruits staff in the future, it should bear this in mind. The type 
of skills it needs to look for in the next generation of police officers and staff 
may not be the same as with the last. But the College of Policing thinks that 
the police service can rise to the challenge: 

“I do not want to write off the next generation of people applying to 
join the police, many of whom are likely to have very high degrees of 
skills in using technology.  They operate online constantly as 22-year-
olds living in London now in whatever job they are already in.  
Therefore, I am quite optimistic that the next generation will come in 
with a relatively higher level of skills perhaps than those of us who 
joined in 1980 with regard to technology.”133 
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Recommendation 9 

The Met should identify a senior ranking officer (ACPO level), to be 
responsible for mainstreaming cyber-crime across the whole of the force. 

 

Recommendation 10 

In August 2015, once the FALCON command has been operating for a year, 
the Met should extend FALCON’s buddying system outside of the command. 
For example, police officers and staff based in borough teams could be 
buddied with those based in FALCON’s Volume Fraud Teams. 

 

Recommendation 11 

The Met should set a deadline for when it wants all staff with public contact 
and/or investigative duties to have undertaken the cyber-crime e-learning 
programme. It should also assess whether it needs to extend Mainstream 
Cyber-Crime training to officers and staff outside of the FALCON command 
and, if so, by when. 
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Appendix 1 – FALCON command key 
performance indicators 

• Number of disseminations accepted from Action Fraud. 

• Number of outcomes in response to Action Fraud referrals. 

• Number of quantifiable interventions against fraudulent activity. 

• Value of assets seized/disrupted (£m) as a result of quantifiable 
interventions against fraudulent activity. 

• Number of victims and amount of compensation awarded to victims. 

• Amount of assets/money obtained through fraud and cyber restrained 
and/or prevented from loss. 

• Number of proactive prevention/enforcement initiatives against 
business crime. 

• Number of individuals arrested for fraud and cyber-crime offences. 

• Number of individuals charged with fraud and cyber-crime offences. 

• Sanction detection rate for fraud and cyber-crime (to be best in most 
similar force grouping. This consists of the Met, West Midlands, Greater 
Manchester and West Yorkshire).  

• Business satisfaction through MOPAC survey. 

 
 

 

 

 

 

 

 

 

Source: Metropolitan Police Service, 24 December 2014 
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Appendix 2 – Recommendations 

Recommendation 1 
In the next year, MOPAC should commission criminologists and/or other 
academics to work with the Met to develop profiles of the different types of 
perpetrators of online crime that are based in London, in order to help the 
Met to tailor its response. The research should focus on low-level, high-
volume online crimes; it should also pay particular attention to the extent to 
which perpetrators are currently involved in other forms of offending, or have 
been in the past. 
 
Recommendation 2 
The Office for National Statistics should introduce specific questions into the 
Crime Survey for England and Wales to measure online victimisation. It should 
include these offences in the Crime Survey’s headline results from 2016-17 
onwards. 
 
Recommendation 3 
The Mayor’s Office for Policing and Crime should develop specific questions 
to capture individuals’ online victimisation in London, with a view to 
introducing them into its quarterly Public Attitudes Surveys from 2016-17 
onwards. In addition, MOPAC should extend its Business Attitudes Survey to 
measure online victimisation among London’s businesses. It should publish 
the headline results from each survey on the London Datastore. 
 
Recommendation 4 
The Mayor, in partnership with the City of London Police and other key 
stakeholders, should lead a London-wide campaign during 2015-16 to draw 
attention to the threat of online crime and raise awareness of Action Fraud to 
improve reporting of crime by individuals and businesses. 
 
Recommendation 5 
MOPAC should help Safer Neighbourhood Boards to raise awareness about 
online crime and the role of Action Fraud. It should provide SNBs with 
borough-level fraud and online crime statistics to help them to identify 
vulnerable groups in their area. To begin with, MOPAC should pilot events at 
meetings for two Safer Neighbourhood Boards. It should then collect findings 
from these meetings and feed these back to all other boards across London 
by the end of 2015-16. 
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Recommendation 6 
To help the Met to avoid viewing cyber-crime in isolation, MOPAC should 
commit that its future strategies across all themes will directly address 
pertinent internet risks. 
 
Recommendation 7 
Before the Met expands the FALCON command to phase three, it should 
assess whether it would be more beneficial to operate with a higher 
proportion of expert civilian staff relative to warranted officers. 
 
Recommendation 8 
MOPAC should develop and publish an online crime performance dashboard 
on a quarterly basis from 2016-17 onwards. Once the data is available, the 
dashboard should include the headline levels of online victimisation reported 
in its public and business attitudes surveys. The dashboard should also include 
the number of referrals that the Met receives through Action Fraud, as well as 
the proportion of positive and negative outcomes. And it should include 
suitable performance indicators that demonstrate the work that the Met is 
doing to prevent online crime and disrupt cyber-criminals. 
 
Recommendation 9 
The Met should identify a senior ranking officer (ACPO level), to be 
responsible for mainstreaming cyber-crime across the whole of the force. 
 
Recommendation 10 
In August 2015, once the FALCON command has been operating for a year, 
the Met should extend FALCON’s buddying system outside of the command. 
For example, police officers and staff based in borough teams could be 
buddied with those based in FALCON’s Volume Fraud Teams. 
 
Recommendation 11 
The Met should set a deadline for when it wants all staff with public contact 
and/or investigative duties to have undertaken the cyber-crime e-learning 
programme. It should also assess whether it needs to extend Mainstream 
Cyber-Crime training to officers and staff outside of the FALCON command 
and, if so, by when. 
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Appendix 3 – How we conducted this 
investigation 

On 9 October 2014, the Police and Crime Committee agreed to establish the 
Online Crime Working Group to undertake an investigation into online crime.  

The Working Group’s terms of reference were: 

To gather evidence on behalf of the Police and Crime Committee on 
MOPAC and the Metropolitan Police Service response to the new 
threat that cyber-enabled crimes present and report back to the 
Committee, which may then make recommendations on this issue.  

The following Assembly Members agreed to become part of the Working 
Group: 

 Roger Evans AM (Chairman of the Online Crime Working Group).  

 Tony Arbour AM. 

 Jennette Arnold OBE AM. 

 Joanne McCartney AM (Chair of the Police and Crime Committee). 

 Caroline Pidgeon MBE AM (Deputy Chair of the Police and Crime 
Committee). 

The investigation’s terms of reference were: 

 To examine MOPAC and the Met’s localised response to tackling cyber-
enabled acquisitive crimes against individuals through the Met’s new 
Fraud and Linked Crime Online (FALCON) command;   

 To review these approaches against any established best practice for 
policing cyber-enabled acquisitive crimes – including prevention, 
response and justice for victims – and assess whether they are 
adequate; and  

 To assess levels of reporting and public awareness about cyber –
enabled acquisitive crimes in London. 

Public meetings 
The Working Group held three public evidence sessions to collect evidence to 
inform its investigation. 

On 21 October 2014, it heard evidence from: 

 Professor Mark Button, Director of the Centre for Counter Fraud 
Studies, University of Portsmouth. 
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 Simon Dukes, Chief Executive Officer, CIFAS (The UK’s Fraud Prevention 
Service). 

 Professor Marian Fitzgerald, Visiting Professor of Criminology, 
University of Kent. 

On 27 November 2014, it held two evidence sessions. At the first session, it 
heard evidence from: 

 Matthew Allen, Director of Financial Crime, British Bankers’ Association. 

 Alex Marshall QPM, Chief Executive Officer, College of Policing. 

At the second session, it heard evidence from: 

 Commander Steve Head, National Police Coordinator for Economic 
Crime, City of London Police. 

 Rebecca Lawrence, Director of Strategy, Mayor’s Office for Policing and 
Crime. 

 Detective Superintendent Jayne Snelgrove, Head of Fraud and Linked 
Crime Online (FALCON), Metropolitan Police Service. 

In addition, the Police and Crime Committee used part of its 29 January 2015 
meeting to put questions to the following guests: 

 Stephen Greenhalgh, Deputy Mayor for Policing and Crime. 

 Commissioner Sir Bernard Hogan-Howe QPM, Metropolitan Police 
Service. 

 Deputy Commissioner Craig Mackey QPM, Metropolitan Police Service. 

Transcripts of these meetings are available at  
http://www.london.gov.uk/mayor-assembly/london-assembly  

Site visit 
On 26 November 2014, the Online Crime Working Group visited the City of 
London Police’s Economic Crime Division. It received a briefing from 
Commander Steve Head about the work that the City of London Police does 
to tackle online crime.  

The Working Group also received a briefing from Detective Superintendent 
Peter O’Doherty about the work of the National Fraud Intelligence Bureau 
(NFIB), which is run by the City of London Police.  

Finally, the Working Group was shown examples of how NFIB disrupts 
websites, for example those that are seeking to defraud victims, and how it 
puts together “packages”, which are sent to police forces for further 
investigation. 

 

http://www.london.gov.uk/mayor-assembly/london-assembly
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A summary of the key findings from the Working Group’s site visit is available 
at 
http://www.london.gov.uk/moderngov/documents/s43388/Appendix%201%
20OCWG%20site%20visit.pdf  

Victimisation survey 
The London Assembly commissioned TNS Omnibus to carry out a victimisation 
survey. It asked a representative sample of 1,004 Londoners aged 16 or over 
in an online survey about their experiences of crime. In particular, the survey 
compared respondents’ experiences and perceptions of online crime against 
experiences and perceptions of traditional forms of property crime. 

The survey was conducted between 9 October 2014 and 14 October 2014.  

The full results are available at 
http://www.london.gov.uk/mayor-assembly/london-assembly/publications  

Talk London 
In addition to the TNS Omnibus survey, the London Assembly ran an online 
crime questionnaire on Talk London to hear from victims in London. 

More information about Talk London is available at 
http://talklondon.london.gov.uk/  

Written evidence 
The Working Group received a number of submissions and other written 
evidence from individuals and organisations during the course of its 
investigation.  

Submissions from organisations are available at 

http://www.london.gov.uk/mayor-assembly/london-assembly/publications  

  

http://www.london.gov.uk/moderngov/documents/s43388/Appendix%201%20OCWG%20site%20visit.pdf
http://www.london.gov.uk/moderngov/documents/s43388/Appendix%201%20OCWG%20site%20visit.pdf
http://www.london.gov.uk/mayor-assembly/london-assembly/publications
http://talklondon.london.gov.uk/
http://www.london.gov.uk/mayor-assembly/london-assembly/publications
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