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Caroline Russell AM (Chair):  That brings us to our last discussion item, which is on the role of our Chief 

Digital Officer.  The key aims of this item are to discuss the roles and responsibilities of the Chief Digital 

Officer, and to look at the Chief Digital Officer’s priorities and delivery plans in delivering mayoral ambitions 

around data protection and digital inclusion. 

 

Can I now welcome our guest, Theo Blackwell, who is the first Chief Digital Officer here at City Hall? 

 

I will kick off by asking you: what is your digital transformation agenda for London’s public services? 

 

Theo Blackwell (Chief Digital Officer, Greater London Authority (GLA)):  I will explain a little bit about 

the origins of the Chief Digital Officer role and what I see as the way forward.  In his manifesto, the Mayor 

committed to establishing a Chief Digital Officer.  It was a response to a fairly strong lobby from the tech 

industry and many of the London boroughs to create such a role to deal with what is perceived to be the  

co-ordination deficits across London’s public service, and a need for a clearer way to engage in public service 

transformation.  There was a paper in 2015 around this that influenced both mayoral manifestos, certainly of 

the Labour Party and the Conservative Party, at the time.  Both of them had a commitment to a  

Chief Digital Officer.  This is very much influenced by the model created by New York City in 2011 and many 

other major cities.  In the manifesto, you have the establishment of the post of a Chief Digital Officer and a 

number of other commitments around the digital agenda, digital public services, cybersecurity and digital 

inclusion. 

 

With the mandate that the Mayor has, and the role being created, those are the key priorities in shaping the 

agenda as we look forward.  I see them manifested in three key themes that I have published already on the 

Tech.London website.  The first is a digital leadership piece that looks at all of the statutory and non-statutory 

strategies that are created by the GLA to ensure consistency across those strategies as they develop.  Some of 

them are slightly ‘out the door’ at the moment but, nevertheless, there is a lot to look at.   

 

The key strategies for me at the moment are the Economic Development Strategy (EDS), which is in draft 

form, and also the development of the London Plan, but this also blends into health and many of the other 

statutory responsibilities.  What do I mean by strategic alignment?  When we use the word ‘smart’, when we 

use the word ‘data’ and when we describe the digital economy that we have a consistency of language, 

meaning and intent.  That is really important because it is not just for City Hall but is also how that is read by 

the boroughs, the main delivery partners for us in many of these areas.  The second part of digital leadership is 

developing the internal capacity for change, what Martha Lane Fox [CBE, Chancellor of the Open University] 

calls ‘digital understanding’.  As you know, the Mayor has committed some funds to the development of that 

capacity and plans will be rolled out very shortly on how that would happen within City Hall.   

 

The second theme is establishing digital foundations, by that I mean the actual glue that gets public services to 

collaborate on the digital transformation agenda.  These digital foundations at the moment are being 

researched in the boroughs by a consortium of FutureGov; the engineering firm, Arup; and Stance, which is 

headed up by the former chief technology officer of the Government Digital Service, Andy Beale.  Their 

research has talked to chief executives, chief information officers (CIOs) and service directors in the boroughs 

to test what we loosely call the ‘coalition of the willing’, those boroughs that are really committed to co-



 

operating on this agenda.  Previous attempts to get boroughs to work together just by pulling levers and 

saying, “It makes sense that you all should procure together”, have not necessarily been successful.  What we 

want is to get those boroughs that are already pointed in that direction to see if we can create some form of 

function that enables better public service collaboration. 

 

The third point is to assist the Deputy Mayor for Business and his team on promoting London as a place for the 

digital economy.  The main vehicle for doing that will, of course, be London Tech Week.  That is a massive 

event and this year we can do some real promotion of London as a place for innovation.  There are also a range 

of other initiatives that are really important, diversity in technology being a major issue for that sector, and also 

dealing with our digital inclusion deficits in London.   

 

Those three themes come together in a Smart London Plan.  We are looking to start a big listening exercise at 

the beginning of next year, thinking to plant a plan in the middle of next year.  That plan will not be a new 

strategy because there are already quite a lot of strategies around.  It will have distinctive actions and 

deliverables that we will be judged against. 

 

Caroline Russell AM (Chair):  There is so much in there I want to pick up on.  You were talking about having 

a common language and intent.  As you were talking about that I was thinking that I am on the Transport 

Committee and we have seen Transport for London (TfL) being very innovative with the data it has made 

available to different tech companies.  It has not necessarily had public interest or public purpose right at the 

core of it.  It has allowed a huge amount of technological innovation, but we have ended up with the 

disruption Uber has caused and companies doing really incredible stuff, like Citymapper, making it really easy 

for us all to travel around London more efficiently and to understand when the Tubes and buses are coming.  

However, we are not necessarily getting data back from it so that TfL can plan for public purpose the needs of 

transport going forward.  Is the language regarding intent about having public purpose at the heart of it? 

 

Theo Blackwell (Chief Digital Officer, GLA):  Absolutely.  We need to be aligned in our objectives.  We are 

sitting here in City Hall and there are all sorts of relationships that will be slightly different depending on the 

nature of the organisation we are dealing with.  There will be some within the GLA Group that we will have 

more authority over and there will be some that require co-operation, such as the boroughs, and that is the 

nature of our constitutional settlement here.   

 

We can learn some quite interesting things from abroad.  Although the mayoralty is somewhat different from, 

let us say, the Mayor of New York or Mayor of Chicago, they also deal with large public delivery agencies such 

as their transportation system or their police authority.  To that extent we are looking at how we can partner 

with the experience of people globally in city government.  Last week the Mayor announced a partnership with 

Michael Bloomberg’s philanthropic municipal consultancy, Bloomberg Associates, on how we could get that 

global experience together to make sure we set out a roadmap for public agencies, as well as our boroughs, 

that is consistent with what is best out there in the world and what we can learn from it.   

 

Specifically, to TfL, I have committed to go in there on a series of immersion days to get ‘under the bonnet’ 

there.  TfL, as an agency, will play a really important role in the delivery of the Smart London Plan, not least 

because it controls a large set of public assets.  Without really mobilising our public assets in TfL, the National 

Health Service (NHS) and, indeed, the boroughs some of our connectivity challenges will not be met.   

 

Fiona Twycross AM:  This is on the TfL and Citymapper spectrum.  A lot of people rely on Citymapper and a 

lot of people use the TfL app.  At what point does private sector funding outperform what we could possibly 

afford to do in terms of technology?  For example, Citymapper can tell me what platform to get my train from.  

Occasionally it is a bit flaky about whether the trains are actually going.  How do you work that sort of 



 

conundrum between the public sector providing information to consumers and travellers themselves and the 

private sector? 

 

Theo Blackwell (Chief Digital Officer, GLA):  Whether it is effective? 

 

Fiona Twycross AM:  What is the relationship between the two?  You can get very good apps.  I use 

Citymapper the whole time, for example.  However, there is always that interplay between the public sector 

providing information itself, City Hall and TfL providing information in the form they think customers want and 

the private sector doing its own thing. 

 

Theo Blackwell (Chief Digital Officer, GLA):  You are right to speculate on this.  We do have a dual role as 

information provider and service provider in our own right.  In the first instance we should be looking at much 

more common standards of data sharing information right across London’s public services as a whole so that it 

can be used for the public benefit and for commercial exploitation should they want.  There is an ongoing 

discussion about what the nature of private sector involvement should be and how the data is used and shared.  

We are guided by the Smart London Board, which was set up before I arrived, to discuss some of these issues 

in more depth.  

 

The scale of the number of services provided by the public sector is so large that it is quite difficult to put 

down very specific rules that govern everything.  An average metropolitan authority, for example, has between 

650 and 700 lines of business, the vast majority of which are supported by actual technology.  That could 

range from something that you are required to do by law through to something that a borough provides 

voluntarily to its residences.  Equally, scoping that in TfL will provide a huge range of services. 

 

The first thing we need to do when we are looking at co-ordination across public services is to take a step back 

and find out what is really out there.  When looked at through this lens there is a level of complexity that we 

first need to get a handle on and these debates, that you are quite rightly pressing on, will emerge.   

 

Caroline Russell AM (Chair):  That comes back to that relationship between independent companies 

innovating and the public sector.  How do you get the best innovation technologically while protecting the 

public interest? 

 

Theo Blackwell (Chief Digital Officer, GLA):  There are two things.  One is data is not held, stored or 

shared in a consistent way across our public estates, private estates and across public services.  The debate 

around common standards is a growing one and there is a real move towards creating much more common and 

understood standards in data sharing.  In particular, this could play out in the following way.  The London Plan 

is a vehicle for new development.  What if there was a smart proposition in our development frameworks and 

we could develop further guidance on those standards? With the significant amount of building that is going 

to go on in the City and regeneration, especially around transport hubs, we could have something that was 

common that we decided, as Londoners, did not have developments with technology that was creating 

information that was either not secure or not properly sharable for public or commercial benefit.  That is a 

really important point.  I am sure that will be something that will be explored in greater detail in the Smart 

London Plan. 

 

Susan Hall AM (Deputy Chair):  What is your understanding of a smart city?  Can you give us some tangible 

examples of what it might look like? 

 

Theo Blackwell (Chief Digital Officer, GLA):  A smart city is a city that, first of all, has some clear 

objectives about how it wants to use technology.  The story I give here is discussing something with a chief 

executive about “digital” as a noun or as an adjective.  Quite often with technology we have looked at things 



 

as tools.  However, “digital” as an adjective allows you to do things faster, be more adaptable and share more 

information.  A smart city is something that has that at its core.  It realises there are tools by which you can 

gather more information in order to make better decisions, whether artificial intelligence (AI), human 

judgement or augmenting professionals in order to do things.  A smart city allows you to plan better.  In a city 

like London, with its tremendous growth, it enables us to plan school places, traffic plans and to do better 

development for the benefit of Londoners.  Therefore, fundamentally, a smart city is something that is able to 

be a data-driven city with enough people able to plan for the needs of Londoners.   

 

There is no city in the world that has become a truly smart city.  Partly this is the challenge of retrofit because 

you have new developments coming along, going to look at old districts to see what their needs and upgrading 

them.  However, the leading smart cities are the ones that are going down the road of common standards.  

They are saying the way in which data is shared should be agreed upon and there should be more data sharing 

between the various technologies you do use.   

 

In London, it is very clear from the mayoral strategies that there are things that technology is required to do to 

help Londoners, that is our fight against poor air quality and, as I have mentioned before, infrastructure 

planning.  On the issue of poor air quality, we have a growing data set but we have just announced a tie-up 

with the Alan Turing Institute to enable greater data sharing between the increasing number of data collection 

points.  The more data we have the better judgement we are able to give on things.  That is a really important 

first step.   

 

All of these things will have a practical application.  They are not just words and phrases.  All of these things 

must have a practical application to benefit London. 

 

Susan Hall AM (Deputy Chair):  You said it must have clear objectives.  What can we judge you on if I said 

to you what is your most important objective? 

 

Theo Blackwell (Chief Digital Officer, GLA):  My most important object is to solve the collaboration deficit 

across London public services to enable us to improve our sharing of data so that we can make better public 

judgements on public policy.   

 

Susan Hall AM (Deputy Chair):  Thank you.  That is clear.  How will you work to ensure that new disruptive 

technologies benefit society? 

 

Theo Blackwell (Chief Digital Officer, GLA):  As I alluded to before, it depends what you mean because 

there is a whole range of different areas in which technology can be of benefit to Londoners.  What we will 

certainly do, and this was announced by the Mayor at the Wired conference, is put our back behind new 

Gov.Tech scale-ups and put them in front of investors to see whether their ideas at first stage attract more 

finance.  Secondly, we will create a collaborative network in London between the authorities - the coalition of 

the willing, as I mentioned before - so we can create a clearer framework or clearer way in which the best ideas 

can be adopted, not just by one authority but by more authorities.  Previous to coming here I worked for a 

Gov.Tech start-up and so I have seen from the other angle how hard it is for ideas to be adopted by the public 

sector and other infrastructure providers.  That is one of the key challenges of this whole: how we create a 

much more common playing field so that the best ideas created by the tech community can be adopted by the 

public sector. 

 

Susan Hall AM (Deputy Chair):  Will you have almost like a risk register within your department?  If you 

bring massive technology into one aspect, will there be people or businesses that will suffer from that?  Do you 

acknowledge that and are you going to be keeping an eye on that?   

 



 

Theo Blackwell (Chief Digital Officer, GLA):  When I was at Camden, before I got the job here, I was a big 

proponent of what I dubbed an ‘active digital policy’, which was not seeing digital just in terms of service 

transformation such as putting things online and forgetting about the impact.  We needed to make sure we 

had a much wider view of the changes that were going on in society.  That is why investment in skills is 

extremely important during this period.  The Mayor has outlined a £7 million digital talent programme, which is 

a model that is being looked at by other combined authorities at the moment.  Support for things like teacher 

training for the next generation of computing teachers, linking them up with a university so we make sure we 

have a skills flow right from an early age onwards, is fundamental.  The Government cannot promote on the 

one hand disruptive technologies without looking at the human pipeline and making sure we have the skills 

ready for the future.  There is a lot more work to be done in this area but before I came a very good start was 

being made here on this. 

 

Andrew Dismore AM:  What resources do you have? 

 

Theo Blackwell (Chief Digital Officer, GLA):  My job comes in two phases.  One is an institution building 

part, as I outlined in my three themes.  When I was appointed the Mayor said that I should go out there, set 

out the plan and find the challenges.  At the moment where I sit is on the eighth floor and I am supported by 

the GLA.  As we move towards the second phase, down the road, if the case is made then there will be more 

direct support as per what has happened in other cities such as New York. 

 

Andrew Dismore AM:  You are pretty well on your own at the moment? 

 

Theo Blackwell (Chief Digital Officer, GLA):  I do not feel on my own.  With anything new the case needs 

to be made about effectiveness.  It is public money.  What we need to do is make sure that at the start - we are 

in strategy-making season - things are aligned.  Quite a lot can be done with not a huge amount of investment 

at the start.  It will become clear, as London’s challenges become clear, where we need to reorder our 

investment.  I am sure the Committee will play a role in that. 

 

Andrew Dismore AM:  You said the Smart London Plan is going to come out next year? 

 

Theo Blackwell (Chief Digital Officer, GLA):  Yes, the middle of next year.   

 

Andrew Dismore AM:  You are writing that presumably? 

 

Theo Blackwell (Chief Digital Officer, GLA):  With the Smart London Board. 

 

Andrew Dismore AM:  We also have the London Office of Technology and Innovation, where does it fit in? 

 

Theo Blackwell (Chief Digital Officer, GLA):  When I went through my three themes the digital 

foundations included the work by FutureGov, Arup and Stance, which is to test the proposition for a London 

Office of Technology and Innovation.  It is yet to be worked through what that office is.  We are doing so as 

we speak.  It certainly would be a function that would call on the resources not just of City Hall but also of the 

boroughs, because it is a joint operation.  What we would envisage is having maybe a small number of expert 

staff being given the time and capacity to bring the boroughs and some of the other public services together in 

order to provide that common platform so some of the best ideas from the tech sector can be adopted. 

 

Andrew Dismore AM:  Are all the boroughs signed up? 

 

Theo Blackwell (Chief Digital Officer, GLA):  We are not at the stage of signing people up.  We are in the 

stage of identifying who the coalition of the willing and the able are, if you like, if we start small, with those 



 

people who are willing to commit the time and resource.  To a certain extent it is more about time.  It is like 

how you take a good service director or CIO off their main work to give maybe one or two days to this 

function, that is what we are looking at.  Research showed there were probably ten or 11 boroughs that fit that 

description and are really willing to experiment.  It is interesting because across the country not one combined 

authority has a full coalition of the willing.  You will see intra-regional working on this agenda.   

 

Tony Arbour AM:  You said several times “the coalition of the willing and the able”.  Are you suggesting 

there is a bunch of Luddites out there who do not want anything to do with you? 

 

Theo Blackwell (Chief Digital Officer, GLA):  No, there are people who will do things in other ways.  They 

are people who will be already under contract, for example, with big providers.  There will be some who do not 

see it as part of their key priorities. 

 

Tony Arbour AM:  They are not unwilling; they are unable. 

 

Theo Blackwell (Chief Digital Officer, GLA):  Our research is going through this.  There are some people 

who do not see digital collaboration across a region as their key priority. 

 

Tony Arbour AM:  Do you know of any guilty men in London? 

 

Theo Blackwell (Chief Digital Officer, GLA):  If I gave the impression of ‘naming and shaming’ it is not 

that.  The worst thing you could do if you were trying to create something that was a new institution for 

London is to create some league table.  That puts people’s noses out of joint and does not get the intended 

result.  If you started on a 32-borough basis some boroughs that are more down the road than others might 

feel they are not able to innovate at the speed they want to.  Therefore, the challenge here is to create an 

institution that provides a really solid foundation for those that want to progress at speed and then makes it 

easy for people to say, “Yes, I want to be part of that”.  It can only work if it proves effective, if you see what I 

mean.   

 

Tony Arbour AM:  That is really your job.  Your job is a kind of missionary, is it not?  You go out from here 

preaching the word saying that this is a good thing.  A lot of us - I speak as a Luddite - thought this was bit of 

a gimmick, “Chief Digital Officer sounds a bit 21st century but he is not really going to do anything”. 

 

Fiona Twycross AM:  We are in the 21st century. 

 

Theo Blackwell (Chief Digital Officer, GLA):  I was a local councillor for 15 years and I experienced all sorts 

of ways in which boroughs collaborated.  Whatever way you do it, there will always be a criticism.  If someone 

says we have to do this on a 32-borough level someone will say, “How can you possibly do it that way?  That is 

not the most effective vehicle for this”.  It is responding to the demand of innovators within public services.  

There was a feeling of, “Let us start off with a proposition of those people who want to collaborate more but 

do not have the authority to do so and prove this by use cases”.  We will be setting out a series of use cases.  

For example, all boroughs will face significant challenges over cybersecurity and the General Data Protection 

Regulation (GDPR) and compliance with new data laws.  Is it right that we do things in 32 ways?  Can we 

narrow that down and say, “Maybe we can do this in three or four different ways depending on people’s 

appetite”?  It is really important to respect boroughs’ priorities in that way.  It is clear that there are a number - 

maybe ten, maybe 11 - that do want to move ahead at pace, but the aim is not to be an exclusive club.  It is to 

say, “You can join on any issue that you want if you feel the need”.  It is needs-driven.   

 

Tony Arbour AM:  If only Europe were like that.  Thank you. 

 



 

Andrew Dismore AM:  One thing I wanted to raise with you, Theo, is the rollout - or lack of it - of high-

speed broadband.  Is that part of your job as well?  We did not really talk about making high-speed broadband 

available throughout the capital and that is one of the biggest challenges facing our economy, particularly the 

way we are going at the moment.   

 

Theo Blackwell (Chief Digital Officer, GLA):  Certainly, connectivity will be mentioned in the Smart 

London Plan, but it is also mentioned in the EDS and the work of the Deputy Mayor for Business.  It is already 

embedded in a lot of what the GLA does.  Turning back to this London Office for Technology and Innovation, 

there are ways in which better co-ordination can assist boroughs to seize opportunities for prepare for the 

rollout of 5G and to tackle ‘not-spots’ because you are dealing with many of the same players.   

 

Andrew Dismore AM:  I suppose one way of putting it is that you are banging heads together to make it 

happen.   

 

Theo Blackwell (Chief Digital Officer, GLA):  Or provide assistance.  Can I give you one example?  

 

Andrew Dismore AM:  I am going to give you an example and then you can tell me.  BT Openreach has been 

a bit of a brake on our economy with the way it has gone about some of this.  Some of us on the Regeneration 

Committee meet with Community Fibre, which was doing work in Camden and rolling out high-speed 

broadband for free.  You pay for your rental, but the installation was free.  One of the things they were saying 

was, “We could do this very effectively if we had access to TfL networks under the pavement”.  They have 

networks running to traffic lights across the capital.  Why can they not plug into those networks?  It is making 

things like that happen rather than the stodgy bureaucracy that sometimes gets in the way of these sorts of 

things.  I use that as an example.  I am not saying they are the best people.   

 

Theo Blackwell (Chief Digital Officer, GLA):  Absolutely, and there is a plan being developed within City 

Hall about connecting London that will look at ‘not-spots’, full utilisation of public assets including TfL, better 

mobile wi-fi on transport corridors and helping boroughs develop their own approaches.  This goes back to the 

issue of boroughs working together.   

 

The Department of Digital, Culture, Media and Sport (DCMS) has a fund to help prepare for 5G and in order to 

access the fund you need to have a strategy around connectivity.  We lack the information at the moment, but 

we are working that up and looking at how far advanced boroughs are with this.  As a resident of a borough, I 

would expect my borough to have some kind of plan - as well as City Hall - about this.  Can we help boroughs 

develop those plans?  We are not forcing people to do so, but we have knowledge about what other people are 

doing here.  We should not be just a missionary but also a repository of information and good practice so that 

we can help people do the right thing and they can access money from the Government.  It is a really 

important role we have here at City Hall as a strategic enabler. 

 

Andrew Dismore AM:  Will the Smart London Plan include connectivity? 

 

Theo Blackwell (Chief Digital Officer, GLA):  Yes, it will include a discussion around connectivity because 

you cannot be smart without world-class connectivity.  It also goes into the London Plan.  You also need to 

talk about data sharing and you also need to talk about your vulnerabilities as well.  Those things all form part 

of the same package.   

 

Caroline Russell AM (Chair):  Assembly Member Dismore, can I move on to Assembly Member Twycross?  

Thank you.  Fiona is going to cover cybersecurity and digital inclusion. 

 

Fiona Twycross AM:  I was covering cybersecurity.   



 

 

Caroline Russell AM (Chair):  Cybersecurity.  Yes, sorry.  Thank you.   

 

Fiona Twycross AM:  I just wondered whether you could tell us when the Cybersecurity Strategy will be 

developed and if you can give us an indication of what the key elements may be. 

 

Theo Blackwell (Chief Digital Officer, GLA):  At the moment I have met the London Cybersecurity Centre, 

I have met with the Mayor’s Office for Policing and Crime (MOPAC), which has been doing a lot of the running 

on cybersecurity, and I have been reviewing the draft strategies that are coming out of the GLA on this.   

 

Cybersecurity has many elements.  There is a public health element to it.  What risks are citizens exposing 

themselves to?  There is a business and small business element to it.  Do people have the digital skills to 

protect their businesses from these things?  There is a public service angle, as we saw with the Wannacry virus 

in the NHS and the challenge against public services.  Denial of service attacks happen quite often on public 

services in London.  We need to make sure that they are resilient.  That leads me to the point: identifying what 

cybersecurity means in all of its aspects.  What are our vulnerabilities?  Crucially, when you talk to cybersecurity 

experts or CIOs in public services, how quickly can you recover from an attack?  Being able to stop an attack by 

a dedicated hacker wanting to compromise your system is always going to be extremely difficult, but to recover 

from it is something that you need to do extremely quickly.   

 

Those three things are forming part of our thinking.  I am thinking at the moment that I will fold this into 

discussions as part of the Smart London Plan.  We cannot be a smart city without knowing what vulnerabilities 

we have and how we recover from them.  Because this city is reliant on the digital economy, it is becoming 

much more of an economic development argument, a business argument, than it is a policing and crime 

argument.  That is one aspect of it.  We need to be able to support businesses to be more secure as part of our 

work to grow the economy.  That is the case certainly I am making internally.   

 

Fiona Twycross AM:  That is quite interesting.  I had written down the point about small businesses.  The big 

stories we hear are about things like the NHS or Parliament getting hacked, causing problems in major ways 

but, clearly, one of the problems for small businesses is not having a digital presence at all.  How do you 

promote cybersecurity among small businesses while not making people feel too scared to take that first step 

toward a digital presence? 

 

Theo Blackwell (Chief Digital Officer, GLA):  MOPAC has been doing some great work here, door-to-door 

visits and using trade bodies to talk to small businesses.  There is an opportunity with those authorities that 

have business accounts online for people to pay their business rates straight through to the Council, like you 

would do as a citizen, to use that as a communication tool.  Also, we need to have more information about the 

digital skills of small businesses in London.  Lloyds have just done a big piece of research on that.  I am going 

to meet with them and consider that.   

 

All of this is wrapped up in work around the Smart London Plan as well.  I am conscious that there are many 

dimensions to cybersecurity and we have been looking it from a lens of crime prevention as opposed to 

economic growth, citizen protection or public service resilience.  Any discussion around this will be 

multi-faceted and involve a conversation with more than just one sector.   

 

Fiona Twycross AM:  Interesting.  How much of the issue remains around people using very basic, easily 

identifiable passwords repeated on every single thing they have?  How much of a difference would it make if 

people started taking passwords more seriously? 

 



 

Theo Blackwell (Chief Digital Officer, GLA):  The increasing risk is people clicking on links that they 

should not be clicking on from sources that look reputable.  There are some very clever phishing tactics out 

there.  Something that looks like a bill from an online retailer might look totally credible, and people clicking 

on it can expose their systems to all manner of pain.  I have been talking to people about what is called the 

Domain-based Message Authentication, Reporting and Conformance (DMARC) standard on how we make sure 

that those kinds of attacks can be limited.  There are some big challenges for the public sector too because 

people trust things that come from the public sector.   

 

Fiona Twycross AM:  Yes.  I have a couple of questions that I was supposed to be asking that I went off on 

tangents on and so I will ask these as well if that is OK, Chair.  You have mentioned working with local 

authorities.  How will you make sure that the information they hold digitally about Londoners is safe and 

secure? 

 

Theo Blackwell (Chief Digital Officer, GLA):  There is probably a gap, for cultural and administrative 

reasons, in how people use data in authorities.  Data-sharing and data governance is becoming an increasing 

part of how public services work.  I see some of the leading authorities not seeing information technology (IT) 

just as sitting with the CIO or governance with the monitoring officer but data sitting with the executive 

director for people because it is essentially a data-driven exercise.  Leading authorities are adopting 

approaches similar to some private sector companies where responsibility for technology and data is diffused 

across the board that runs the organisation, not just with the finance director who gets a paper from the CIO.  

Again, going back to building the digital foundations of London, we need to show people how the best 

organisations that are going through digital transformation are dealing with these challenges on a governance 

level as well as on a technology level.   

 

Fiona Twycross AM:  Thank you.  How will we ensure that data that is being collected and used by the 

corporate sector is not used to the detriment of Londoners? 

 

Theo Blackwell (Chief Digital Officer, GLA):  In what sense? 

 

Fiona Twycross AM:  Data mining is quite big business and potentially people do not necessarily know what 

data they are giving away.   

 

Theo Blackwell (Chief Digital Officer, GLA):  Yes.  There will be some debates that are probably  

law-making debates for Westminster.  There is an increasing discussion around data ethics, in which we will no 

doubt have a lobbying and convening role, from the tech sector.  There is a big listening exercise with the 

Smart London Plan and during that listening exercise I anticipate people asking questions like this, but I see 

this role as city administration.  I will bring the experience of city administration, the use of data and how we 

deal with the private sector to bear in the national discussions that are starting in Westminster but, as you 

know, we do not have the power to do so on a London-wide basis.   

 

Fiona Twycross AM:  Thank you.   

 

Caroline Russell AM (Chair):  Thank you. Assembly Member Dismore, did you want to come in?  Could you 

be brief?  We have one more question.   

 

Andrew Dismore AM:  I wanted to come back to, yes, the point you were making about MOPAC, the Digital 

Security Centre and the door-to-door visits because I went with the Digital Centre around East Finchley a 

couple of weeks ago.   

 

Theo Blackwell (Chief Digital Officer, GLA):  Yes, I saw that on Twitter.   



 

 

Andrew Dismore AM:  Two or three things came over to me.  First, when we were calling on professional 

organisations, solicitors and accountants, they were very well clued up on all that.  The smaller businesses, the 

traders and so forth, were not, and they were very pleased to see us and work with them to do the 

questionnaire and so forth.  What struck me more than anything was how little people knew about the risk and, 

more importantly, how few people knew about London Digital Security Centre services.  We cannot knock on 

every door in every high street because there are just too many. 

 

How can we try to make sure that the availability of advice is spread more widely so that people are not taken 

by surprise when you turn up on their doorstep with me, a police officer to prove we are genuine, and someone 

from the Digital Security Centre? 

 

Theo Blackwell (Chief Digital Officer, GLA):  Absolutely.  One of the ideas I heard from a former 

colleague, as I said before, was using the normal business rates communication to businesses with advisory 

messages.  There is a great role for Business Improvement Districts, who are a trusted source of regular 

communication through to businesses in the area.   

 

Both of those speak to my point that it cannot just be, as it were, a policeman turning up on the doorstep of a 

business, knocking on doors.  We just will not get to those levels of businesses.  We need to see it as a crucial 

part of economic development here.  Hence, I have been pressing really hard for it to be part of our strategic 

outlook when we talk about thriving businesses and good growth in this city.  As alluded to, it is a complex 

area and we are beginning to get the evidence about what works.  There are obvious vulnerabilities that arise 

when you are going through a massive period of digital transformation and disruption and it is very much the 

role of Government to make sure that people are safe and well-advised here.  It is not immediately clear, until 

we see it in its complexity, what the most effective tools for doing that will be, but we need to work on it.  It is 

helped by the fact that it is in the manifesto.   

 

Caroline Russell AM (Chair):  The final question is on digital inclusion.  The GLA has signed up to the 

Government’s Digital Inclusion Charter from last year.  What would you say are the defining features of digital 

inclusion and what is the role of the Mayor in relation to digital inclusion? 

 

Theo Blackwell (Chief Digital Officer, GLA):  On digital inclusion I am very much influenced by the 

approach taken by Baroness Lane-Fox [of Soho, CBE] and Doteveryone on basic digital skills, which has five 

different aspects to it.  In terms of connectivity there is a clear issue there.  On connectivity and digital 

inclusion, our work around hot spots are clearly very important.   

 

The argument has gone on from basic channel shift to something that is more fundamental and we will be 

increasingly talking about this.  As the pace of public service reform increases through budgetary pressure and 

increased customer choice, people-centred services and the ones that deal with the most vulnerable clients 

such as adult social care, vulnerable families and so on, we will now be looking at service design based around 

the needs of the user.  A lot of services could be redesigned using digital tools and approaches that enable 

more inclusion rather than less.  When you are looking at the new work from the Government Digital Service 

(GDS) they talk about accessibility.  What they are looking at is going into the heart of a service and designing 

it from the perspective of the user.   

 

Andrew Dismore AM:  Like Universal Credit? 

 

Caroline Russell AM (Chair):  I am just thinking about all the people - I am a councillor in Islington - who 

come to my surgery who do not know how to use a computer.  Even if they went to the library to access stuff 

online, they just do not know how to do it.   



 

 

Theo Blackwell (Chief Digital Officer, GLA):  Yes.  I have had ample experience of that in the recent 

Chalcots [Estate]operation as a councillor.  The number of people who could not use the internet to book a 

hotel room, for example, was surprisingly high.  There will always be a need to provide for those people who 

cannot use the internet.  We do that by assisting public servants and digitally enabling them to help people 

more, identifying those people who are the most vulnerable, which we can do through the greater use of data, 

and liberating public servants from meetings, which are just the product of not having good data sharing and 

reporting in many instances.  In many instances, they are needed. 

 

Caroline Russell AM (Chair):  I was just going to say that there are a lot of instances where they are needed.   

 

Theo Blackwell (Chief Digital Officer, GLA):  I know you are all on Slack.  There is a new way of thinking 

around digital inclusion that is not just about whether someone can use the internet or not that is now 

becoming part of the mix.  There will always be elements of face-to-face.  Some things can only be dealt with 

in that way.  We need to make sure that the person on the other side is assisted by technology.   

 

Caroline Russell AM (Chair):  Yes, so that even if the people they are working with are not engaging 

digitally, the people who are doing the work with them have the full back-up of digital technology to make 

them as efficient as possible. 

 

Theo Blackwell (Chief Digital Officer, GLA):  Exactly.  It means they know more about the person they are 

dealing with and more about their needs.  Also, as I say, quite crucially, we are designing services using agile 

techniques and so on around the needs of the service-user, not by proxy.   

 

Caroline Russell AM (Chair):  How will you measure success in digital inclusion? 

 

Theo Blackwell (Chief Digital Officer, GLA):  That is a really interesting question.  I would say that 

adoption of things like the Local Government Digital Service Standard on service design, how many boroughs 

and services take that up, will be important because that is at the far end.  I also think there are some 

challenges at a service level with boroughs about how you upskill your workforce as well.  There are 

measurements that the Government uses on digital inclusion that also come into play but, in London, the 

figures show that the number of people who are digitally excluded has diminished over the past decade and 

stands at nearly the lowest amount in the country.   

 

Caroline Russell AM (Chair):  There are still quite a few of them and they do need to be looked after. 

 

Theo Blackwell (Chief Digital Officer, GLA):  Absolutely.  I am very aware of that myself. 

 

Caroline Russell AM (Chair):  There is one other area of work that we have been doing as a Committee, 

which is looking at financial inclusion.  A huge number of Londoners who are paying a poverty premium 

because they do not have access to banking facilities, which links very closely to digital inclusion.  I suspect 

those who are not digitally included are also very likely to be not financially included.  I am just wondering, is 

there going to be any element of financial inclusion within your work on the Digital Inclusion Strategy? 

 

Theo Blackwell (Chief Digital Officer, GLA):  I do not think so.  It will probably fall within the domain of 

Deputy Mayors and ongoing work here.  One thing I would say about that, if you go back to the digital skills 

that people have, is that there are people who have been digitally excluded who now lack necessary digital 

skills.  The debate has slightly shifted in that direction, “Are you using the internet effectively?” as opposed to, 

“Have you ever used it?”  Some of the things that come from that are, “What is the most important thing for 

you to use the internet for?”  If it is having a bank account, the ability to receive benefits and things like that, 



 

that is a really important signifier in all of these things.  As I say, the debate has moved more towards the 

effectiveness area.   

 

Caroline Russell AM (Chair):  Thank you very much.  That was a whistle-stop tour of the whole digital 

picture but hugely interesting.  Can I thank you for your contributions.  Can I ask the Committee to note the 

report and the discussion with our invited guest? 

 

All:  Noted. 
 


