
 

 
 

Appendix 2 
 

Election Review Panel – 16 June 2016 
 

Transcript of Item 3 – Election Review 2016 

 

Len Duvall AM (Chair):  Our next set of guests, if they wish to come to the table, can I thank you for 

attending today?  I will just do name checks of who this Panel is questioning.  We have Jeff Jacobs, Greater 

London Returning Officer; Mark Roberts, Deputy Greater London Returning Officer; Steve Gowers, Chief 

Executive Officer, DRS Data Services (IntElect); and Sian Roberts, Chief Executive, Electoral Reform Services 

(IntElect).  Then we have David Esling, Head of Audit and Risk Assurance/Risk Management, Mayor’s Office 

for Policing and Crime, who does work on behalf of the GLA; and Arno Franken, RSM UK. 

 

Let us begin.  We have some set questions and then maybe there will be some rather odd questions coming 

from something you have said that will come from left field so you will need to be prepared for that.  If we 

could begin with my questions; they are probably to Jeff Jacobs and Steve Gowers.  

 

Let us begin with you, Jeff.  When did you realise that something was going wrong with the count? 

 

Jeff Jacobs (Greater London Returning Officer):  I can take you through the timeline.  First, discrepancies 

in the figures started to be identified by IntElect at City Hall just before 4.00pm.  The issue as IntElect were 

finding, the discrepancies, were taken up with Mark Roberts, my deputy for this, at about 5.15pm, about an 

hour and a quarter later.  Mark discussed the initial issues with me and I said we needed to have an urgent 

internal discussion with our QC and internal legal advisors to clarify what the actual issues were and what our 

options for next steps were. 

 

That meeting took place at around 5.40pm and at that meeting - which as I said was an internal discussion, 

IntElect were not present - we clarified for ourselves that there were these small discrepancies between what 

were the printed versions of the mayoral results and the arithmetic totals of the ballot papers as between the 

number of total votes cast on the one hand and the good and bad votes on the other.  We can explain that 

more as we go on. 

 

At that point the cause of the problem, the cause of those discrepancies, was unknown.  At 6.15pm we 

therefore called IntElect to join the meeting, after we had had the discussion that I have referred to, to explain 

from their perspective what they perceived the problem to be and what they were doing to resolve it.  They did 

some more work among themselves.  They joined us at about 6.40pm.  The problem was reconfirmed.  IntElect 

confirmed again that they were working to understand precisely what was happening when the data was being 

consolidated into result reports.  We told IntElect at that point that we would need frequent updates - and 

talked about [having the updates] every half an hour - on their investigation so that I could take a view on 

next steps. 

 

Ten minutes later, at around 6.50pm, IntElect confirmed that they were proceeding to query directly the raw 

data from which the consolidated reports that I have already referred to were being compiled and where they 

suspected there was an IT coding issue that was the cause of the problem.   

 

I will just simply say, in parenthesis  that at around this time, about 7.00pm, the Electoral Commission were 

knocking on the door and asking to join with us to discuss what was going on and I obviously let the Electoral 

Commission in to the room.  We explained what was happening.  We had our QC present.  We had our internal 
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legal advisors present.  We did not have IntElect present at that point; they had gone out again.  We then had 

to brief the Electoral Commission on what was going on and what we were trying to do, or IntElect were trying 

to do, to resolve it.   

 

At around 7.50pm IntElect returned with an update and told us that in their view a consolidated report could 

be produced directly from the raw data that I have already referred to, that they were interrogating, but that it 

was not possible to say at that time how long that would take.  They were told to get on with their work and 

come back as fast as possible for the reasons that I have already said.   

 

I should say that during this period, because I am sure we will come back to it later, we were obviously thinking 

about what communication, if any, we should be making with the outside world and we were also talking about 

worst-case scenarios, like suggesting that we do not try to hit a result that night and that we call people back 

the following morning, which I should perhaps say I rejected. 

 

At around 9.00pm and following further updates from IntElect, we were told by them that they had confidence 

that they could produce the correct summary reports from the raw data, as they had already said, having 

extracted and tested it, and they believed that would enable all the results to be completed by about 11.30pm.   

 

We told them at that point to proceed with the work and I said that in the light, then, at 9.00pm-ish, of what 

the known position was, it was right that I should update candidates and agents that I expected to be able to 

now announce the results around midnight and to explain what the problem had been. 

 

That meeting effectively took two stages because I was pressed to see the two  agents for the main 

candidates’ ahead of time, which I did with the Electoral Commission at around 9.15pm.  The full meeting, at 

which candidates were present, took place at around 9.45pm.  I explained then the problems and the progress 

that was being made and our anticipated timing of announcing a result.   

 

One of the candidates, Caroline Pidgeon [Caroline Pidgeon MBE AM], asked whether or not, given that this 

was about the mayoral results only, I could proceed and announce the London-wide Assembly Member results 

earlier.  I said I would.   

 

The press were briefed simultaneously, having been told in answer to questions, as others were told in answers 

to questions, that there were discrepancies that we were trying to address and that we would explain more as 

soon as we could.   

 

At that point we were obviously moving towards final results and after the final Assembly Member results were 

double-checked and confirmed, I announced the results of that election, at around 11.00pm.  Having then 

received the final mayoral results and rechecked them I announced the final mayoral results at 12.18am.   

 

I will say now, as I said on the night when I spoke to candidates and agents informally, and when I announced 

the results of both contests, that I was extremely sorry that this had occurred. 

 

Len Duvall AM (Chair):  Steve, is there anything you want to add to that? 

 

Steve Gowers (Chief Executive Officer, DRS Data Services IntElect):  First, I agree the timeline entirely.  

The two extra pieces of information I would add are some more detail. 
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In the early part of that timeline we were checking all three contests to ensure that the statement we made at 

the meeting that was at around 6.40pm - when we confirmed that two of those contests we were confident 

the results were correct - was correct.  The Constituency Member and the Assembly Member results were 

confirmed as being correct.  We did not have the same issue as we were seeing with the mayoral candidates.  

After that point, we focused solely on establishing the correct counts for the mayoral candidates. 

 

Len Duvall AM (Chair):  This may be a red herring but can I just take you back for my clarity of mind?  I 

represent the Greenwich and Lewisham constituency.  I was told they could announce the result but they could 

not announce the result because there were discrepancies.  The figure may be wrong, but I will cast this figure 

because it is in my brain; it could be wrong: there were something like 15 votes we could not account for.   

 

In jest I said I would give 15 votes to my nearest rival, which was obviously not good form in that sense, but 

that, according to people on the ground, considerably delayed my results being announced by something like 

two hours.  They reckoned they could have announced the result; they could not understand why, and it was 

all down to this discrepancy.  Now of course, that is on a smaller scale because it is at a constituency level, but 

does that have anything to do with it?  Are you aware of anything like that? 

 

Steve Gowers (Chief Executive Officer, DRS Data Services IntElect):  I do not believe that is a related 

issue.  If the discrepancies were at local Member level and the Assembly, then it definitely is not related.   

 

Len Duvall AM (Chair):  All right.  I might explore that further because there was certainly a delay in the 

announcement where I was. 

 

Just going back, Jeff, over what you said, what you were telling candidates and at what time you were telling 

the media, was that from about 7.00pm on your timeline or was that later? 

 

Jeff Jacobs (Greater London Returning Officer):  Clearly we were having to deal with press and other 

queries pretty early on because anybody that was present in City Hall that night was watching the electronic 

transmission of what was going on and would have seen that very swift progress was being made on the count, 

and indeed record progress was being made on the count.  Inevitably, people started asking questions when it 

went quiet and so we were informally telling people in answer to queries.  It is one of the things that still 

troubles me and troubles us about whether or not we did quite the right thing.  We were not actively putting 

press statements out and we were not proactively talking to candidates and agents.  Why?  From that very 

early period until 9.00pm I could not possibly have answered the questions, “What precisely is the problem?  

What is being done to solve it?  When will you be able to tell us when it is going to be solved and when you 

will be able to announce the results?”  Clearly one could have made a different call but I could not have 

answered those questions. 

 

Len Duvall AM (Chair):  For the record, I was with a senior officer of the GLA at ExCel and at about 5.50pm I 

was getting a text from staff within the Labour Group as well as she was getting a phone call saying, “Get back 

quickly”, because you were about to announce the result at something like 6.30pm”.  It might have been 

earlier than that.  Was this going in parallel, then, to these problems? 

 

Jeff Jacobs (Greater London Returning Officer):  What people were seeing pretty much was, as I just said, 

that it was going extremely well.  Some of the performance - and Steve will answer for this rather than me - on 

the counting machines was phenomenal.  It was far higher than expected.  It was not difficult to see this for 

everybody whether or not you were in the count centres or whether or not you were in City Hall and I was 

standing with the Permanent Secretary of the Department for Communities and Local Government (DCLG), 
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who had come to see how we were doing, at 5.45pm and I said, “It looks like we are going so quickly this time 

that we will have an early announcement”.  We were not - or at least I was not - putting out any statements 

about when we were going to announce.  You will gather from what I gave you on the timeline that it was 

about 6.00-ish, that 6.00 to 7.00pm period, that we were hearing what the problem was and we did not know 

whether or not and when it could be solved. 

 

Sian Berry AM:  Can we talk about databases, if that is okay? 

 

Peter Whittle AM:  I remember the evening very well. 

 

Sian Berry AM:  Yes, we do remember it very well.  It was very hard to decide when to have dinner within that 

timescale I seem to remember.  I want to start asking more questions about the technical process that went on 

and the databases that were used and those kinds of questions.  I wanted to ask you and Mark [Mark Roberts], 

in advance of election day, to what extent did you feel confident and familiar with the database structures and 

what was happening within the systems in order to reach the results that you got? 

 

Jeff Jacobs (Greater London Returning Officer):  Mark will no doubt add to this.  I think my answer is 

that we were using a system that had been used for a very large election, albeit this was record-breaking in 

terms of turnout, but we were using what was done in 2012.  Even though things went wrong in 2012, what 

went wrong here was not what went wrong in 2012.  Somebody chopped through a cable outside Alexandra 

Palace in 2012; it had nothing to do with the data arrangements.  Therefore, we were using what we believed 

was a tried and tested system for the previous election, number one. 

 

Number two, obviously we did the user acceptance testing arrangements that we did earlier on in the process.  

Did it pick this up?  No.  Was it addressing this issue?  No.  With the benefit of hindsight, we will have to 

consider whether or not something might be done differently in the future on that.  Finally, there was constant 

dialogue going on between here and IntElect as the material was put together. There were tests run; and we 

did a huge amount of activity with the boroughs to run prior testing and everything worked fine, except once, 

with, was it Lewisham? It was not this issue; it was something else.  However, other than that, everything had 

worked fine.  Mark? 

 

Mark Roberts (Deputy Greater London Returning Officer):  Just to say, in terms of our understanding of 

the database, et cetera, we employed an external company called Actica to carry out a series of tests on this, 

which looked at the sort of functional specification requirements, security vulnerabilities, the performance of 

the counting software, network resilience, the server and the network architecture, to make sure that we were 

not relying just on IntElect saying, “It is all right, it works fine”, but to go underneath it and look at it and 

make sure that it was doing what it should do and that it was resilient, and they carried out their own 

independent tests on this. 

 

Sian Berry AM:  OK, thank you very much.  I wanted to ask about the decision at 6.50pm to produce manual 

data - manually query the database - to produce the data required.  Can you explain to us in layman’s terms 

what that means? 

 

Jeff Jacobs (Greater London Returning Officer):  Can I ask Steve to do that, would you mind? 

 

Steve Gowers (Chief Executive Officer, DRS Data Services IntElect):  By this point we had established 

that the ballot counting process had performed correctly and accurately, therefore we undertook some tests - 

and they are mentioned in the report - to establish the correctness of the underlying data.  We had spent some 
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time, up to that point, trying to understand what the fault was in the consolidation routines, in the reporting 

routines.  We took a decision to abandon the search for the root cause, because we knew the underlying data 

was correct, and create clean queries on that data that we would independently verify rather than within the 

code itself.  Because we believed that was a surer way of getting a correct result within the timescales that we 

had agreed with Jeff and with Mark.  Therefore that was the decision that was taken.  That manual process was 

more transparent and it allowed us to do a lot of checking, both on the process and on the results, and that 

checking took a considerable amount of time, which is why there was a delay. 

 

Sian Berry AM:  Therefore, in layman’s terms, basically, you did not rely on the prewritten program, you 

wrote new queries, which were directed directly at the database, and that is what you mean by “manual” in 

that sense? 

 

Steve Gowers (Chief Executive Officer, DRS Data Services IntElect):  Individual queries for the 

individual constituentcies, with no additional layer of complexity in assembling them together.  We then did 

that. The manual part of the process was we then took the output of those queries and put them into a 

spreadsheet to add them up. 

 

Sian Berry AM:  We will have further questions on that issue of the copying them into the spreadsheet later 

on I think.  I wanted to ask, to Jeff and Mark, about the amount of time it took between identifying the issue 

and running these relatively simple queries and then getting the final result.  Can you run us through what was 

going on during that five-hour period? 

 

Jeff Jacobs (Greater London Returning Officer):  As I think I said earlier, in the early part of this we  

were having to wait to have the problem identified.  If one puts that sort of from, let us say, 5.00-ish until 

7.00pm we were clearly waiting for that, because IntElect at that point were saying they were going to do the 

raw data analysis that you have just been asking Steve about.  Then we had the Electoral Commission in with 

us and we had to almost restart the conversation, what was going wrong, why, what we are going to do about 

it.  We were also worrying of course about what had been said around the constituencies, because results, to a 

greater or lesser extent, had been displayed or publicly stated.  Therefore, one of the things that we were 

having to consider and take QC advice on was could I correct things that had been said publicly?  Did I have 

the ability to do that?  To which the answer, having had the discussion with both Howard Carter [General 

Counsel, Transport for London], our own senior lawyer on this, and with Tim Straker, the QC, was, yes, I could. 

 

That in turn meant that we were needing to put constituency Returning Officers on notice, on warning, and we 

were having to find some of them for that time because they thought the job had been done.  However, we 

were having to put them on notice that we would be coming back, probably, to revisit these numbers once we 

were confident that we had the right numbers ourselves.  Therefore that dialogue and interplay was going on, 

which, to a greater or lesser extent, took us to about 9.00, at which point, as I said before, we started to hear 

some confidence about when we would get an accurate readout.  We were also, as I said before, discussing the 

worst-case position, and the worst-case position as it was being perceived was, “What if we do not get this 

sorted out over the next few hours?  How long can we keep people, you, sitting around?”  We have the press 

all over the building; we have people understandably wanting to know what the hell is going on behind closed 

doors.  Therefore we were debating whether or not we should, as I said; make an announcement, which said, 

“Come back tomorrow morning”. 

 

I thought about that and, since I had no way at the point in time at which that was being proposed as a 

possible option, of knowing whether or not I could say with any confidence, if you came back tomorrow 

morning, we will know what time you should come back and we will have an accurate result, having reviewed it, 
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I decided that was not the right thing to do; that we should give IntElect a bit more time to see whether they 

could come forward.  Therefore, it is that broad sweep of things that was going on, alongside the fact that, for 

example, Alison Bell [for London Elects] was giving us reports of what the press were asking about, informally 

we were trying to obviously deal with informal queries, what we should and what we should not say.  We were 

dealing with any informal queries that other candidates or agents were making as well.  The time was used up 

over that period. 

 

Sian Berry AM:  Can I ask just a general question at that point then: your priority seems to have been to get it 

finished and you said earlier the worst case scenario was to not finish that evening; therefore, your priority was 

to get a result that was consistent, more than waiting and to be 100% sure? 

 

Jeff Jacobs (Greater London Returning Officer):  My priority was to get an accurate result and to get it as 

quickly as possible. 

 

Sian Berry AM:  First the accuracy?  The accuracy before? 

 

Jeff Jacobs (Greater London Returning Officer):  Yes, and because I did not think that we could -- 

someone has said to me apropos nothing at all, “You should have just announced and dealt with it afterwards”, 

and I am afraid that was not the legal advice I was getting.  We would have been challengeable obviously, in 

my view; and since the messages that we were getting, as the half-an-hours wore on, was there is some 

confidence here that we can get to a result, and we can get it at, well,a not unreasonable, time in the not too 

distant future, it felt right to carry on down that course. 

 

Sian Berry AM:  If I understand the timeline correctly, by about 8.25 you were pretty confident at that point 

that consistent results were coming from the new queries and that you would be able to finish off the process 

itself? 

 

Jeff Jacobs (Greater London Returning Officer):  That is correct. 

 

Sian Berry AM:   Jeff, at any point, did you consider checking against a manual sample of ballot papers, the 

physical paper ballot papers, given this was clearly a software and code error?  Was there any point at which 

you considered going and doing that? 

 

Jeff Jacobs (Greater London Returning Officer):  I did not, no. 

 

Sian Berry AM:  Can I ask, Steve, when you say you were confident that the database was correct, in that 

sense you mean producing consistent results to queries? 

 

Steve Gowers (Chief Executive Officer, DRS Data Services IntElect):  Correct, yes.  We were able to 

demonstrate that the results, when drawn directly from the database, were consistent and reconciled.  They 

were internally consistent as well.  That means that - Jeff mentioned it at the beginning - one of our 

cross-checks, not the only one, is that the total number of ballots should equal the good votes and the bad 

votes, therefore that was the initial indication that there was a problem and that was our confirmation when we 

were pulling the data out manually that we had the right results. 

 

Sian Berry AM:  Yes, all of this occurs after the votes had been through and put in to the database? 
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Steve Gowers (Chief Executive Officer, DRS Data Services IntElect):  Yes, they have to be submitted, 

uploaded by the individual constituencies from the centres. 

 

Sian Berry AM:  Jeff, can I ask, is a manual count check against the counting process into the database 

included within the testing that was done before the election? 

 

Jeff Jacobs (Greater London Returning Officer):  Not of the -- 

 

Steve Gowers (Chief Executive Officer, DRS Data Services IntElect):  The user acceptance testing (UAT) 

is to a known result, so, yes, it is in a sense. 

 

Mark Roberts (Deputy Greater London Returning Officer):  Yes, and it was also part of kit readiness, 

which took place immediately before, where we ran through a set number of papers to make sure that the 

machines in the count centres were producing results. 

 

Jeff Jacobs (Greater London Returning Officer):  Is that what you mean? 

 

Sian Berry AM:  That is what I mean, yes.  OK, great, thank you very much.  The final question I have is about 

the Excel pasting process, which again to a layperson who copies and pastes in Excel knows that is an 

error-prone process.  I wanted to check how that was carried out.  What was involved in the final stages and 

what sort of quality assurance was built in to that? 

 

Steve Gowers (Chief Executive Officer, DRS Data Services IntElect):  OK, we were taking the printed 

output from the SQL queries, which gave us the set of totals, and we created, mostly for convenience for the 

announcement, an identical set of reports in Excel to the ones that would have been produced by the system, 

so they looked the same.  We entered the totals in the requisite boxes for each of the candidates for the first 

and second preferences and for the spoiled.  The total number of ballots and the, not spoils, but the invalid 

ballots, which included spoils, was always consistent in all of the reporting, they were always the same, with 

the issue and without, therefore those totals remained the same.  It was the first and second preference votes 

for the candidates that changed. 

 

We entered them with at least one person, we had at one point two people overseeing, over the shoulder, to 

make sure that the totals that were being read and entered were being entered correctly.  However, we do 

have the same check again in terms of the totalling of the report, because the report itself must add up in 

order for it to be correct.  Therefore, once we knew that was the case, we were confident that then the 

transposition was correct. 

 

Sian Berry AM:  OK, thank you. 

 

Len Duvall AM (Chair):  Jeff, in terms of satisfying yourself and assuring yourself and the candidates that 

the final results were correct, what different oversight did you have over IntElect as to the process unfolded in 

terms of the problems we were facing?  No doubt there are going to be some conspiracy people on the web 

somewhere saying actually this result is not safe and so on. .  Tell us what steps you took to assure yourself 

that it was an accurate result and the results were valid? 

 

Jeff Jacobs (Greater London Returning Officer):  I do not think, from that point of view, I have anything 

more I can add to what we have said already and what Steve has said already about how the checking was 

done.  There was no further checking other than what we have already described. 
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Steve Gowers (Chief Executive Officer, DRS Data Services IntElect):  On the night.  Subsequently we 

have reconfirmed, therefore in terms of the question, “Was it correct and can we establish whether it is 

correct?”  We spent the time then in the following week first of all finding the root cause of the problem, 

which on the night we had still not established what the root cause was.  Once we had found the root cause, 

we were able to run a test with that root cause corrected, and we ended up with the same results.  There has 

been one further check, which is by our colleagues who ran an independent audit on that to also confirm that 

is the case.  Not on the night. 

 

Jeff Jacobs (Greater London Returning Officer):  That was not, to be clear, commissioned by IntElect; 

that was commissioned by me.  We announced, as you know, on Saturday after the result, I was investigating 

and we obviously asked for a report, which we have from IntElect. But we also commissioned Internal Audit 

with external contractors  to report to us directly on what we had been told by IntElect about what had 

happened and to get an independent view therefore in addition to make sure that what we received, what was 

done was an accurate readout. 

 

Len Duvall AM (Chair):  Sian, would you like to come back in? 

 

Sian Berry AM:  I have a question I forgot to ask earlier on, to do with the manual queries that were written 

to query the database ; I just wanted to check that there was a kind of a high level of security on that because 

writing SQL commands, they can easily change the data as well as query it, and presumably you have logging 

in place and security to check that that is not happening? 

 

Steve Gowers (Chief Executive Officer, DRS Data Services IntElect):  We can confirm that none of those 

queries changed the underlying data in any way. 

 

Sian Berry AM:  Somebody independent has checked the logs on that? 

 

Steve Gowers (Chief Executive Officer, DRS Data Services IntElect):  Arno, do you want to say that you 

were satisfied with that? 

 

Arno Franken (RSM UK):  Yes, as external independent auditor, I did perform a code review on the specific 

SQL query that was used during that night and I determined that no adjustments were done to the database by 

that query. 

 

Sian Berry AM:  OK, and you have checked that against the logs of what happened on the database itself?  I 

mean checking the code that is going to be applied is one thing, checking what was applied is another thing as 

well. 

 

Arno Franken (RSM UK):  I did not check the logging files.  I did not check the logging files, but the 

question is whether the query adjusted the data and that did not happen. 

 

Sian Berry AM:  However, you would agree that opening up the database to manual queries is a security risk.  

There is a risk there of the data being changed. 

 

Arno Franken (RSM UK):  Yes, however that is always a risk of people who have access to the databases and 

I did not perform an audit on the ethical part of people with access to the database. 
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Sian Berry AM:  Is there a normal check into the database that would check the logs and make sure that only 

authorised people have that? 

 

Steve Gowers (Chief Executive Officer, DRS Data Services IntElect):  The database is secure and we still 

have those databases backed up, for the time being, until they are -- and duplicates are held by -- 

 

Sian Berry AM:  That was my next question: were the duplicates kept while these queries were made? 

 

Steve Gowers (Chief Executive Officer, DRS Data Services IntElect):  Yes. 

 

Sian Berry AM:  OK, thank you. 

 

Peter Whittle AM: What basically do you think caused the discrepancies to appear? 

 

Steve Gowers (Chief Executive Officer, DRS Data Services IntElect):  We now know what we did not 

know on the night, which was that there was an underlying error in the code that was being executed to bring 

those first and second preference votes together.  The error in question relied on the first and second 

preference vote numbers being returned in a certain order and, as a result of a SQL database setting that used 

multiple processors for parallel processing, that was not consistently happening.  We have since established 

that and by either removing the parallel processing setting or by correcting the missing order line statement, 

we can show that we get the right results consistently every time. 

 

Peter Whittle AM:  Sorry, because I am the true layman in this instance, and a victim also of the night’s 

events, when you say an underlying problem, can you explain a bit more fully? 

 

Steve Gowers (Chief Executive Officer, DRS Data Services IntElect):  It is evident now that the missing 

order by statement that ensured that you got them back in the order you needed to total them has always 

been missing.  It was missing at least in 2012; therefore that part of the software has not changed.  As we said, 

we are using the same software; some changes are made under the change control procedure that it is agreed 

as we go through. However that area had not been changed.  What has changed was the recommended SQL 

server settings to be used when you are using multiple processors had uncovered this issue. 

 

Peter Whittle AM:  You tested and presumably you did testing before.  As I understand it from our report, 

there is a lot to do with the numbers involved, the sheer volume. 

 

Steve Gowers (Chief Executive Officer, DRS Data Services IntElect):  It is. 

 

Peter Whittle AM:  As I understand it, when you were testing, 180,000 ballot papers were used, when those 

counted were nearer to 8 million or something.  Therefore, basically why would you not use greater numbers in 

the testing to possibly see how this might have an effect? 

 

Steve Gowers (Chief Executive Officer, DRS Data Services IntElect):  You could do.  One thing that we 

did know going in was that we had performed using the same software and significant volumes in 2012, 

therefore there was a certain expectation in terms of the software’s ability to perform at volume.  With 

hindsight, we certainly could have done higher-volume testing.  It is important that we understand what the 

constraints of that need to be.  Just performing a load test - which we have also done on the system - however 

without checking the results, would not show it.  A load test is only testing the capacity of the system.  We 

would have to do a very high-volume with -- 

Page 9



 

 
 

 

Peter Whittle AM:  Such as? 

 

Steve Gowers (Chief Executive Officer, DRS Data Services IntElect):  That is a very good question.  We 

do not know.  The only safe number is 8 million.  There is no way of knowing at what point the system would 

decide that there was sufficient load on it to require the use of the second processor.  Therefore there is no 

safe number that is not 8 million to identify this particular issue of course. 

 

Len Duvall AM (Chair):  Are you saying, even if we did test a volume, we still might not have discovered this 

problem? 

 

Steve Gowers (Chief Executive Officer, DRS Data Services IntElect):  We might not, so we cannot pick a 

number safely and know that that would be the setting, without doing a full volume test. 

 

Jeff Jacobs (Greater London Returning Officer):  You might want another view on that because it was 

commented on by our Internal Audit’s, external contractor 

 

Len Duvall AM (Chair):  We will come back to that.  We have a set of questions for audit, the next set of 

questions are aimed at audit and so we could just stay with this.  Clearly, part of the contract between you and 

the GLA is saying that you will do some testing. 

 

Steve Gowers (Chief Executive Officer, DRS Data Services IntElect):  Correct, which we do define ; 

testing that is defined and in the User Acceptance Testing( UAT ) by the London Elect team and also by 

Actica, by the independent auditor, they came up with their own testing requirements, which we fulfilled. 

 

Peter Whittle AM:  I do not mean to pre-empt things but what would be the way forward if the only reliable 

figure could be 8 million, for example? 

 

Steve Gowers (Chief Executive Officer, DRS Data Services IntElect):  It could be done.  It is possible to 

do a volume test of 8 million. 

 

Peter Whittle AM:  I see, OK, thank you. 

 

Steve Gowers (Chief Executive Officer, DRS Data Services IntElect):  There are considerations around 

that, including cost, but it is theoretically possible. 

 

Peter Whittle AM:  Thank you. 

 

Sian Berry AM:  A couple of little queries to do with these reports.  Obviously the issue with the parallel 

processing leading to the error comes with the upgrade to the software that runs the server.  That was 

something that came in 2015? 

 

Steve Gowers (Chief Executive Officer, DRS Data Services IntElect):  We use the latest available 

platforms, whether it is SQL server in the case, and Windows versions, that are recommended and required at 

the time.  Therefore the software that is running on those platforms was largely unchanged; there were 

changes, just to be clear.  We went through some requests for changes as a result of the 2012 election; 

however the platforms that it runs on were what was in place in 2015.  We froze that configuration prior to 

UAT and then followed that configuration through UAT and the other testing that we have mentioned. 
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Sian Berry AM:  OK, let me get this right.  There is a change in the server software that then does the parallel 

issue, which then leads to the order line being required in the code? 

 

Steve Gowers (Chief Executive Officer, DRS Data Services IntElect):  That is correct. 

 

Sian Berry AM:  When did that get introduced? 

 

Steve Gowers (Chief Executive Officer, DRS Data Services IntElect):  We set that up during the 

configuration during 2015 and so the first UAT was approximately November 2015 and in the period leading 

up to that user acceptance test we were implementing those current versions of the software. 

 

Sian Berry AM:  Therefore, during that period of testing, that problem could have become apparent? 

 

Steve Gowers (Chief Executive Officer, DRS Data Services (IntElect)):  Yes. 

 

Sian Berry AM:  Yes.  There is also a question about the timescale of security patches and upgrades to the 

server and when you tested it, and I think you have just talked about that briefly, you said you froze the 

configuration at a certain point. 

 

Steve Gowers (Chief Executive Officer, DRS Data Services IntElect):  We did. 

 

Sian Berry AM:  Was that before or after the final testing? 

 

Steve Gowers (Chief Executive Officer, DRS Data Services IntElect):  The overall configuration was 

frozen prior to UAT.  There were some Windows security patches applied monthly; those are usually applied 

monthly, that were applied afterwards but they are unrelated to this issue.  They are not related to the SQL 

server system. 

 

Sian Berry AM:  The last testing was done when? 

 

Steve Gowers (Chief Executive Officer, DRS Data Services IntElect):  A kit readiness testing was 

undertaken in the week of the count. 

 

Len Duvall AM (Chair):  Shall we go on to next  questions then which are about audit?   

 

Sian Berry AM:  These are questions to David and Arno, who did the audit.  Can I ask what process you went 

through to validate the processes that were being used on the night and what you did to identify and correct 

the problem? 

 

David Esling (Head of Audit and Risk Assurance/Risk Management, MOPAC): Arno had to set the 

work; he can answer that question. 

 

 

Arno Franken (RSM UK):  I firstly reviewed the manually operated SQL query, determining that it only reads 

data from the database.  Then we performed a sample on five constituencies checking that the output of the 

SQL query reconciled with the final report just by checking the copy and paste exercise you already mentioned.  

Yes, that is the main part of our review on the manual process. 
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Sian Berry AM:  OK and are you confident that the query, the problem that was identified by IntElect, the 

issue we were just talking about -- 

 

Arno Franken (RSM UK):  The root cause, you mean? 

 

Sian Berry AM:  Yes, that the root cause was correct and that it was fully corrected for in the process that you 

went through? 

 

Arno Franken (RSM UK):  Yes.  We did a simulation of the same error and we created the report without all 

the vitals and including with all the vitals and, in the first case, we received errors in the reports.  We reviewed 

the manual operated SQL query and verified that the resource was in accordance with those results.  Yes, the 

root cause is valid.  The use of notable processes can lead to inordinate results and it is already said.  It is 

difficult to calculate the exact number of records you need to simulate multiple processing. 

 

David Esling (Head of Audit and Risk Assurance/Risk Management, MOPAC): I was just going to say 

that really bears out the recommendations we have here that to confirm the result, you have to look at putting 

in that volume of records.  As we have already discussed, you would be looking at something like 8 million to 

be absolutely certain you have identified any potential coding issues.  We put them there but there is a cost 

factor that would be within that decision. 

 

Sian Berry AM:  The checks that you did were on 8 million records or did you just do it on a sample of records 

in the database? 

 

David Esling (Head of Audit and Risk Assurance/Risk Management, MOPAC):  The test that you 

undertook, was it on the 8 million or was it on the five constituencies -- 

 

Steve Gowers (Chief Executive Officer, DRS Data Services (IntElect)):  It was on the same database. 

 

Arno Franken (RSM UK):  It was on the same database. 

 

Sian Berry AM:  The whole of the database? 

 

Arno Franken (RSM UK):  The whole database, yes. 

 

Sian Berry AM:  I will try to put this a sensible way.  All the things we have talked about so far go in the part 

of the processing that takes you from the database comes from the counting machines that look at the ballot 

papers to the result.  Earlier than that, there is a similar process that goes on where the machines are scanning 

the ballot papers and then recording for each election.  I must say the actual report we have is really useful in 

terms of the structure of the database.  It is really helpful indeed; thank you for that.   

 

It stores the same thing, the things in the database that show you which race it is, who they are voting for and 

whether that is first or second preference.  In your view, is it possible that the same problem, when run at 

volume, could occur at the earlier stage, ie between the ballot papers and the database?  Could the first and 

second preferences get swapped at that stage as well? 

 

Arno Franken (RSM UK):  Maybe it is a question Steve can answer. 
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Steve Gowers (Chief Executive Officer, DRS Data Services IntElect):  Yes.  I can be categorical about 

that.  The same problem could not occur at that stage.  The counting and recording into a database is 

recording what the individual voters’ choices are or the absence of them in the case of those that are bad 

votes. 

 

Sian Berry AM:  I appreciate it is a different kind of code.  You are not looking at the whole database and 

producing one result.  You are transferring one result from one place into the database, but has that code been 

reviewed as part of the audit? 

 

Arno Franken (RSM UK):  You mean the original code that has created the report? 

 

Sian Berry AM:  That is creating the database in there. 

 

Steve Gowers (Chief Executive Officer, DRS Data Services IntElect):  I think you mean the code that is 

loading the vote, individual ballots into the database. 

 

Sian Berry AM:  That is what I mean, yes. 

 

Steve Gowers (Chief Executive Officer, DRS Data Services IntElect):  We have seen no reason to do that 

because we were confident that those were correctly counted. 

 

Sian Berry AM:  A similar problem with the volume and the parallelism could not possibly happen at that 

stage? 

 

Steve Gowers (Chief Executive Officer, DRS Data Services IntElect):  That does not apply in this case.  

We are dealing with an issue that is extracting data at volume from the database, not writing it into it. 

 

Mark Roberts (Deputy Greater London Returning Officer):  That is one of the things we did look at as 

part of the UAT, which involved the external company Actica looking at what was going on in terms of the 

papers going through the -- 

 

Sian Berry AM:  Yes, but when you scanned the volume, that same thing could not happen. 

 

Mark Roberts (Deputy Greater London Returning Officer):  No, it cannot happen on--   

 

Steve Gowers (Chief Executive Officer, DRS Data Services (IntElect)):  That just cannot happen. 

 

Sian Berry AM:  Yes, and, in your view, that is the correct view. 

 

Arno Franken (RSM UK):  That is the correct view, yes. 

 

Sian Berry AM:  As part of the audit, you saw no reason, therefore, to go and check any manual ballots 

against the database?  You were purely checking that second stage. 

 

Arno Franken (RSM UK):  Exactly, and the environment, yes. 

 

Sian Berry AM:  In your view, why do you think the problem was not picked up at user testing?  Do you 

recommend anything in future to make sure it does not happen again? 
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Arno Franken (RSM UK):  Why it did not happen during user acceptance testing is because of the low 

volume of records.  Yes, to prevent it in the future, a test should be carried out with a larger volume of records 

which could either be performed by IntElect as part of the software development cycle or as part of user 

acceptance testing but that is something that needs to be decided. 

 

Peter Whittle AM:  Sorry, I wanted to be really clear about it.  Essentially, the whole problem we are talking 

about came about because of the testing, right?  That is what it seems to me.  You say that because of the low 

numbers in testing.  Am I to assume from that that you did not know that would be a problem before?  In 

other words, you would not go and do low testing numbers if you knew it was going to make a problem later 

on, would you?  Do you see what I mean? 

 

David Esling (Head of Audit and Risk Assurance/Risk Management, MOPAC):  Yes, absolutely, no. 

 

Peter Whittle AM:  You did not know. 

 

David Esling (Head of Audit and Risk Assurance/Risk Management, MOPAC):  From the testing, it  

was 180,000 records, 60,000 each.   

 

Peter Whittle AM:  Yes.  You were on a learning curve is what it seems to me. 

 

David Esling (Head of Audit and Risk Assurance/Risk Management, MOPAC:  Again, it comes down to 

the software developer that if you are putting out your contract to a developer, you would assume that the 

technical expertise they have, on a reputational side of things, they would be testing to ensure that something 

along these lines would not occur.  Obviously, as we have discussed here, the volume issue is almost at a point 

where you are talking about replicating the volumes that would be expected on the night and, in this case, you 

have 8 million records; they tested 180,000.  You can see the differential there. 

 

It is something we have asked on a statistical basis; what volumes would you be looking at to get that level of 

satisfaction?  The answer is that you are looking at almost 100% volume test, which is quite high on 8 million 

records. 

 

Peter Whittle AM:  I see.  Just to reiterate that, therefore, the numbers used in testing were far too low and 

it was only discovered really by everybody on the night when in fact it really should have been known about 

before that this might happen? 

 

Steve Gowers (Chief Executive Officer, DRS Data Services (IntElect)):  We would say we had an 

expectation that the system could perform at volume from 2012. 

 

Peter Whittle AM:  I see. 

 

Steve Gowers (Chief Executive Officer, DRS Data Services (IntElect)):  It is with hindsight that we can 

say a higher level of volume testing would have identified this issue.  We have to be clear that it is this specific 

issue would be identified by an 8 million test.  There are challenges in performing tests of those sorts of 

volumes.  It is a very large exercise carrying out a count of this size; therefore, carrying out a test of this size 

would be a significant effort as well. 

 

Peter Whittle AM:  OK, thank you. 
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Len Duvall AM (Chair):  Before I turn to lessons learned, is there anything from IntElect that you want to say 

to us that you feel you have not had the opportunity to say to us?  We might bring you back but it might be -- 

 

Steve Gowers (Chief Executive Officer, DRS Data Services IntElect):  No.  We have covered it in the 

questioning, thank you. 

 

Len Duvall AM (Chair):  OK, all right.  Turning to you, Jeff, in terms of the last set of questions.  We have 

talked a lot about communications and all the rest of it.  Do you feel, with hindsight, we could have done more 

to inform people on the night of what really was happening or not?  I know you are talking informally to 

candidates.  For the general public and the media, I should not say this but sometimes they are never happy, 

but in a sense of their expectations on the night, could we have done more in terms of information and about 

what was happening and what steps we were taking? 

 

Jeff Jacobs (Greater London Returning Officer):   I keep asking myself that question and I still have not 

convinced myself one way or the other really.  Yes, is the sort of simple answer but, as I have said, what I would 

have undoubtedly have had to have said any time before 9.00pm is, “We are investigating the problem and still 

trying to assure ourselves that we can get an accurate result and, no, I cannot tell you when”.  Clearly I could 

have said that but because it felt like we were moving towards a time when one could confidently predict an 

outcome and when, it just felt, from everyone in the room- and this was not asking IntElect’s view, they were 

not in the room when this kind of discussion was taking place- but it felt like we should just give it that little 

bit more time which, of course, turns into hours rather than minutes when you look at in retrospect, before we 

said anything more publicly. 

 

I think there is a lesson we inevitably have to learn there about whether or not we think it is better to say, “This 

is the position.  We will give you another sit-rep in an hour but I cannot say anything more in the meantime”, 

or whether it is best to do what we did on the night and just deal with informal inquiries.  It is the difference 

between being shot and poisoned, really. 

 

Len Duvall AM (Chair):  From the lessons from all the various reports, including IntElect, how would we 

handle the election count next time? 

 

Jeff Jacobs (Greater London Returning Officer):  You want to take a view, anyway, on whether or not 

you go on and look more widely at what has happened.  Obviously, in doing this election, and not just 

worrying about the night, we took account very clearly of what the previous election review recommended.  

We made changes in line with it.  The management regime that we put in place for this, which was extremely 

successful, was a response to the last Assembly review. 

 

I am not going to go through the list, but the simple fact is that so much went right about this stuff; it 

generally did go right and we have had plaudits, not complaints, leaving the Barnet issue on one side.  

However, other people outside, the Electoral Commission, the Association of Electoral Administrators (AEA), 

which have already been referred to, will want to, no doubt, say what they think.  We have to take account of 

that in taking a view about how we ran it and that inevitably includes the question of the e-counting more 

generally.  Again, irrespective of this particular problem that occurred on the night, there are clearly views that 

people will come back and express, I have no doubt about that. 

 

We want to hear what comes out of this review and other reviews, as I say, and then we have to stand back and 

think about it again.  I do not think we should snatch defeat from the jaws of victory here.  This was a very well 
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run, overall, election given the complexity of it.  I think everybody involved, people on the ground in boroughs, 

people here and people that we had to co-ordinate with did a pretty good job overall.  It just went haywire at 

the end and, of course, there was the Barnet problem and I am not underestimating that. 

 

Len Duvall AM (Chair):  They are two separate issues.  Let us go back then on the Len’s rating score. For 

Barnet, I gave them a nine, possibly a ten. If I had lost my vote, that is a ten. They managed to get the 

[revised] registers out by a certain time; given the geographical area, that is pretty substantial, so I gave him 

nine.  For me, on the night and for the Panel, it [the issue] is reputational and credibility.  Much that we have 

had the assurance about the elections, there will be a small minority, again on the website, saying, “Actually, it 

is all fiddled” and all the rest of it.  In terms of on the one-to-ten spectrum, where do you put the count issue 

in terms of the GLA? 

 

Jeff Jacobs (Greater London Returning Officer):  In terms of what went wrong on the night? 

 

Len Duvall AM (Chair):  Yes. 

 

Jeff Jacobs (Greater London Returning Officer):  And ten is bad? 

 

Len Duvall AM (Chair):  Yes, ten is bad. 

 

Jeff Jacobs (Greater London Returning Officer):  I am not going to put a number on it. 

 

Len Duvall AM (Chair):  I might put a number on it and then I will show you. 

 

Jeff Jacobs (Greater London Returning Officer):  I am sure you will and you are entitled to.  I have said, 

that leaving, just for the minute, what happened on the night - about which it is a simple matter of fact, that 

we have had very, very little comment after the night.  I entirely understand how people felt on the night but 

there has been very little press or member comment since.  In terms of the preparations that went into this, the 

work we did to produce training materials for 12,000 people in the boroughs, the 1,500 people sitting at poll 

stations and 250 to 300 people working here on the night to get that count operating effectively very fast, as 

it was going, across the board, was a pretty good outcome. 

 

One can still argue about e-counting and clearly, when something like this happens, at that very moment, it is 

most important for the people who are waiting around, like you, to know what the result is, it is decimating 

and I felt no better than anybody else did.  I still pretty feel awful about it but the arrangements and the 

delivery and the overall management, subject to what comes out as people digest this more and give us 

feedback, which, as I say, we have not had too much but we have had plaudits mostly, mostly it went pretty 

well. 

 

Len Duvall AM (Chair):  I am going to ask IntElect; where do you think it is in terms of the company because 

people will look at those votes and what does this mean for you?  Where do you place it on my one-to-ten 

scale, in simple terms? 

 

Steve Gowers (Chief Executive Officer, DRS Data Services IntElect):  I might take some guidance on 

that and not score it.  I agree with Jeff [Jacobs] that everything up to the point of getting the electronic 

counting of the ballots completed went well.  In some cases, it performed beyond our expectations.  As an 

endorsement of electronic counting, the ability we had to record that many votes quickly and reliably, I think, 

went well.  I am pleased we are able to say that. 
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What I regret is we had an issue in that consolidation in the reporting and we made a judgement call on the 

night to go back to the source data.  If we look at what caused the delay as opposed to what caused the issue, 

what caused the delay for those few hours was that decision; we made that choice.  We could have made other 

choices.  We could have continued to try to find what the root cause was.  There is a risk with that; we could 

have spent all night doing that.  I feel we made the right call because we put the right result out in the end but 

I deeply regret the delay that caused.  It would have been much better for us all to have been able to announce 

earlier in the evening; around about 7.00pm or so, would have been better all round. 

 

 

Sian Berry AM:   From a company point of view, the changes that are made to software, the underlying server 

bits and pieces, often cause minor changes, sometimes major changes in how software users are using those 

services, is there anything at company level you think you might have done to test for those subtle changes 

that can occur when you upgrade? 

 

Steve Gowers (Chief Executive Officer, DRS Data Services IntElect):  We have covered that ground.  I 

do not want to keep repeating myself but there are a range of tests that we agree with our clients and what we 

take away from it is that we must look at a wider range of that testing to cover those eventualities and not just 

this particular circumstance as well but others that may occur as a result of the changing environment.  It is a 

long time in technology; four years between 2012 and 2016.  We deal with some quite considerable changes 

over that period.  We can acknowledge we should do as much as we can to control that. 

 

Len Duvall AM (Chair):  I suppose finally, and more of a comment but we might return to this: in 2020, if the 

general election is held on the same day, the test will be somewhat higher because it will not be 8 million; it 

might well be 10 million, might it not, if the GLA elections takes place on the same day?  This may be 

something the Electoral Commission wants to give some thought to around some of those issues but we may 

make a comment on that because the challenge then of the future elections and lessons learned; maybe there 

may well be more challenges for us. 

 

Mark Roberts (Deputy Greater London Returning Officer):  There are lessons to be learned and they are 

going to be big challenges that we are going to have to deal with in 2020; we are going to have learn from 

what has happened here. 

 

Len Duvall AM (Chair):  Can I thank you for the way you have answered the questions?  As Jeff Jacobs has 

said rightly, we are going to come back to this.  We will try to focus a little bit more on some of the wider 

issues because as Jeff rightly said, there were some very good things that came out of this.  We rightly should 

inform ourselves of those important aspects about this process.   

 

 

Page 17



This page is intentionally left blank


	4 Election Review 2016

