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Annex A – Using appropriate filing structures  

The following guidance set out the principles of setting up a structure of folders on a network shared 
drive to provide a clear and logical location for saving and finding information.   

Using a meaningful filing structure will help your team identify and locate records and will help 
manage and protect sensitive information in compliance with legislation such as and Data Protection 
Act 2018. 

The folder structures for electronic files should reflect the activities of your business area or team and 
allow staff to save and retrieve information efficiently.  

The folder structure should: 

• be easy to understand for those who add and use information within it; 

• classify the information according to the activities of the business area; 

• provide and preserve context within which the records were created (by sitting alongside 
relevant and related information; and 

• provide appropriate levels of access to staff and security for sensitive information. 

By considering where you will need to save sensitive information, such as personal data or information 
that needs restricted access, you can help ensure the GLA complies with data protection legislation 
and prevents any unauthorised or unlawful processing, damage, loss or destruction of personal data. 

The folder structure you use should reflect your business activities and workflows by using a sensible 
and practical structure of folders that have meaningful titles and that contain appropriate and relevant 
files, documents and records.   

If your folder structures are well designed, it will allow your team and colleagues to access more 
effectively and introduce measure (such as password permissions) that limit access to information 
which has a genuine need to be protected.  

An appropriate folder structure might be modelled on the functions of your team.  Alternatively, it 
could be based on particular subject areas or areas of policy work.   

In either case, avoid using broad or vague terms or descriptions, and never use folders titled ‘misc’, or 
‘admin’, or named after individual members of staff (e.g. ‘Mary’s folder’).  These don’t describe the 
content of the folder and can cause other problems such as:  

• inhibit the sharing content and information across the organisation;  

• create unnecessary duplication of records – people don’t know where to store something;  

• cause problems with routine disposal policies; 

• create legacy folders with no clear ownership;  

• reduced efficiency in terms of compliance with the Data Protection Act or Freedom of 
Information Act  

These problems can be aggravated if users move to a different or leave the organisation. 
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There are many approaches to amending your filing structures.  Irrespective of the method you use to 
create and effective filing structure, it must at the very least contain the following attributes:  

• Be a structure that can be easily interpreted and discourages users from placing records in 
inappropriate locations  

• Use simple names that identify relevant and appropriate folders for saving information  

 

Formal records-management orientated folder structures will typically have three levels (or layers) of 
folders that act as segregations for information.  These levels represent the functions, activities and 
transactions of your team.  The fourth and usually final layer sits beneath these and is where the 
records are to be captured and stored.   

This example shows a basic layout of a 
filing structure on a shared-drive, but 
the same principles can apply in other 
situations and on other platforms 

Upper-level folders should never 
contain files or records.  

Records are normally only 
expected to be captured in the 
lowest level of the filing 
structure.  

If you employed a temporary member of staff, would they be able to extract specific information from 
your records without any particular knowledge of your business area or the documents you hold? 

In summary, the GLA does not dictate any one particular solution or structure that teams should use 
to organise their records.  The folder structure that your team adopts and uses should be clear and 
relevant to the work of your team and directorate.  If your colleagues don’t know where to save 
information, it might need some attention.  

For more information please visit the GLA’s Records management Policy and Guide to managing 
shared folders. We have also produced guidance for keeping records for corporate requirements 

 

If you need advice about organising the folder structures used by your teams, please contact the 
Information Governance team.   
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Annex B – File Naming Conventions 

Naming conventions are rules which support thee titling of electronic files in a consistent and logical 
manner.   

Naming files consistently, logically and in a predictable way will distinguish similar records from one 
another at a glance, and by doing so will facilitate the storage and retrieval of data.  A consistent 
approach to naming files will also ensure your files are stored in an appropriate order based on their 
name.   

For example, Include dates in the format YYYYMMDD.  They will be easy to find and appear 
chronologically. 

We encourage teams to save information with consistent, appropriate, concise and relevant file 
names.   Here are some helpful suggestions 

i. Keep file names short, meaningful and easily understandable to others. 

ii. Order the elements in a file name in the most appropriate way to retrieve the record.  

iii. Avoid unnecessary repetition and redundancy in file names and paths 

iv. Avoid obscure abbreviations and acronyms.  

v. Avoid vague, unhelpful terms such as “miscellaneous” or “general” or “my files” 

vi. For numbers 0-9, always use a minimum of two digit numbers to ensure correct numerical 
order (e.g. 01, 02, 03 etc.) 

vii. If using a date in the file name always state the date ‘back to front’, and use four digit years, 
two digit months and two digit days: YYYYMMDD or YYYYMM or YYYY or YYYY-YYYY.   

viii. When including a personal name give the family name first followed by initials, with no comma 
in between e.g. SmithAB 

ix. Avoid using common words such as ‘draft’ or ‘letter’ at the start of file names  

x. Use alphanumeric characters i.e. letters (A-Z) and numbers (0-9).  

xi. Avoid using non-alphanumeric characters such as *? \/ : # % ~ { } in file names 

xii. The file names of records relating to recurring events should include the date and a description 
of the event, except where the inclusion of these elements would be incompatible with rule 3 

 

Version control 

Version numbering helps to distinguish one version of a document from another.  For some 
documents, you may decide that a simple numbering system consisting of consecutive whole numbers 
is sufficient to help you keep track of which version you are working on.  

However, documents that go numerous stages of development before a final version is reached, and 
for those that are developed through input by multiple individuals, you may decide to adopt version 
numbers to keep track of both minor and major changes to that document. 
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Minor Revisions 

Minor revisions are small changes made to a document such as spelling or grammar corrections, 
and other minor drafting or formatting amendments.   Minor revisions to a document are reflected 
by making increments to the decimal number. 

Major Revisions 

Major revisions are changes to a document that require the document to be re-approved (either by 
an individual or a group). Major revisions are reflected by incrementing the whole number by 1. 

Use the file name of the document to determine both the version and status alongside its name. 
Version and status details should always be at the end of the document title, for example: 

• Records Management Policy Draft v0.1 

• Records Management Policy Final v2.0 

Once you have finalised a document, a decision should be made on whether the drafts now need to 
be kept or whether they can be deleted.    

In the majority of cases it should be possible to delete drafts once the final version of a document has 
been agreed. This will help to reduce the confusion caused by the duplication of documents and 
means that there is less danger of earlier versions being accidentally used.   

You should keep drafts if you think it is necessary to preserve a record of the process of developing 
the document.  This may be, for example to maintain a record of why particular changes were made or 
to help when the document is redeveloped at some future date.    

Remember that draft versions of a document maybe subject to disclosure under the 
Freedom of Information Act.   



25 July 2022  

Authored by 

  

Email retention rules are changing - Action required 

Updating our email and record retention guidance  

Changes to our policy will affect Outlook and MS Teams messages   

We have been reviewing how we use and retain emails and other messages as part of our work to 

update our policy and records retention guidance. We will be implementing an automatic retention 

and deletion rule that will be apply to all Outlook items and all MS Teams chat messages.   

This rule will come into effect from the end of September.   

MS Teams: the automatic retention period for Teams messages will now be 30 days instead of 90.   

Outlook: All emails on the GLA network that are over eight years old will be automatically deleted. 

This will affect any members of staff who have either worked at the GLA for more than eight years, 

or who hold emails and other Outlook items that are more than eight years old. The majority of emails 

do not need to be retained for more than eight years.    

This decision was approved by the Governance Steering Group earlier in July.   

If, in exceptional circumstances, you hold emails older than this and there is a legitimate and genuine 

need that the information in the email should be retained, you will be required to take steps to save 

that email in a suitable format, and in a suitable location, to ensure its preservation.  The Information 

Governance team have prepared some guidance to help with this. If you have any questions regarding 

saving emails, please contact the Information Governance team via information-

governance@london.gov.uk  

Please note that this rule will only apply to Outlook items.  There are no plans to automatically delete 

or remove documents that are over eight years old. These should continue to be saved, retained and 

destroyed in line with our existing retention and disposal guidance.   

As part of changes to our approach to the retention and deletion of electronic information, deleted 

emails (which are currently only kept on the network for 30 days after deletion) will now retained on 

our “servers” and remain accessible (in limited circumstances) for 8 years.  This will not affect:    

• emails deleted before these changes come into effect at the end of September; or   

• emails held by staff who leave the GLA – their accounts will be deleted in-line with existing 

processes.  

Email retention guidance  

In line with the new automatic email retention rules that are due to be implemented, action is required 

now to ensure that emails older than 8 years and required for longer preservation are stored 

appropriately. 

Every email transaction falls into one of the following categories during its life-cycle: 



Business critical Has business, evidential or legal value Keep until value expires* 

Informational Has information or reference value Keep until value expires* 

Redundant Business, evidential, legal or reference value has expired Delete promptly 

Irrelevant Spam, unsolicited messages of no value Delete promptly 

Personal Not work-related and of no value Delete promptly 

*Please review the GLA’s retention schedule Information and records management | Intranet 

(london.gov.uk) (Appendix B of the Records Management Policy). This includes a list of statutory 

requirements for retaining information. 

To save an email in your shared drive, simply click and drag the folder from outlook into your target 

folder location. Capturing emails from Outlook into your shared drives requires some attention to the 

file format the email will be captured in. 

Dragging emails from Outlook into the desired location should automatically save the email in the 

correct format: Outlook Message Format (*msg). Do pay attention to this rule and make sure it does 

not save as: Outlook Message Format – Unicode (*msg) as the email file will lose its integrity and 

will no longer be retrievable. 

When emails are captured from MS Outlook into a file system they are automatically named using the 

text in the ‘Subject’ field of the email. As a result, the prefixes ‘RE:’ for replies and ‘FW:’ for 

forwarded emails may be retained. Remove these to ensure that the title of the record is clear and 

replace with the date of the most recent email in the chain and retitle ensuring the purpose and content 

of the captured email, for example: 

• ‘20220721 Copy of New Records Management Policy sent to Chief Officer’ 

The below example illustrates the problem when users do not actively rename captured emails. There 

is neither understanding of what each email was created for, nor why it may have been captured: 

• ‘FW New Record Management Policy’ 

Things to consider 

• Avoid duplication where possible. Is the information being stored elsewhere? (For example, 

within the Finance team) 

• Avoid mass / unorganised migration of all your emails to a landing folder in your shared 

drive. This will make file naming more difficult, create duplication and make future retrieval 

of a particular email more difficult.  

• Do not save all your emails into a folder on a shared drive bearing your name, for example 

‘John’s emails’. Your emails should be saved in a structured format in a folder which matches 

the business purpose to which your email relates. 

• Use the email filters and sort functions in Outlook before transferring emails to your shared 

folders. Where appropriate, use the subject field so you can select the most recent email in a 

particular chain and store this version to avoid duplication. 

• Save email attachments that you require separately. Check that there’s no alternative location 

to access an attached document before you save yet another copy. 

• Whilst saving emails to shared folders, consider the ‘Temp test’: If you employed a temporary 

administrative assistant (a ‘temp’), would they be able to extract specific email from your 

manual records without any knowledge of your type of work or the documents you hold? 

• Contact Information Governance for help 



Staff leaving the GLA, and Line managers will already be following these steps in line with the 

GLA’s HR Leavers procedure: Leaving the GLA | Intranet (london.gov.uk). 

The National Archives have produced a very helpful guide for managing electronic records - For more 

information on structured ‘relevant filing systems’ and file naming conventions please review the 

guidance at: Managing digital records without an EDRMS - The National Archives 
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Email retention rules are changing - Action required 

Updating our email and record retention guidance  

Please remember that from October the GLA will be applying a retention period of 8 years for all 

emails (including emails stored in sub-folders of the in-box), meaning that emails older than that will 

be deleted. 

Please see my previous blog post on this for more details. 

Email retention rules are changing - Action required | Intranet (london.gov.uk) 

This includes guidance on how to save any older email as a document if it needs to be preserved. 

Some larger old emails with attachments may be partially held in an archive – which will mean that 

you will need assistance from the Technology Group to save them. 

If you need save any of these emails please contact the Technology Group Service Desk 

 














