
M O P A C MAYOR OF LONDON
OrFICr FOR POLICING AND cqIUE

DMPC Decision — PCD 658

Title: Police Cloud Gateway Criminal Justice Exchange Replacement

Executive Summary:

This paper seeks approval for the procurement and award of a three year and two-month contract from
February 2020 for the deployment of the Police Cloud Gateway (PCG) solution. MPS requires continued
access to these networks in order to maintain connectivity to critical business and operational policing
services.

The current criminal justice exchange (OX) platform is now end of life and therefore requires existing
MPS OX services to be transitioned to its replacement service, the Police Criminal Gateway the (PCG), in
order to maintain service continuity for operational policing.

Recommendation:

The Deputy Mayor for Policing and Crime is recommended to:

e Approve the award of a direct call off contract to Vodafone, worth L2.025m, for a period of three
years and two months, for the provision of PCG platform services (including the secure external
gateway) from February 2020 from the Home Office’s Public Services Network in Policing(PSNP)
Agreement. This is fully funded from Digital Pohcing MOPAC approved revenue budget.

Deputy Mayor for Policing and Crime
I confirm I have considered whether or not I have any personal or prejudicial interest in this matter and
take the proposed decision in compliance with the Code of Conduct. Any such interests are recorded
below.

The above request has my approval.

Signature Date

/ \ (
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PART I - NON-CONFIDENTIAL FACTS AND ADVICE TO THE DMPC

1. Introduction and background

1.1. The business justification is to facilitate the transition of existing Cix services and
connectivity to the replacement Vodafone Police Cloud Gateway (PCG) solution to enable
MPS to continue to exchange information and share services with other UK Police Forces
and government agencies.

1.2. The current OX Network provides MPS with the necessary connectivity Public Service
Network (PSN) and PSN(P) by which the MPS share information with other UK Police
Forces Government agencies.

1.3. The current Cix platform is end of life and MPS, as the sole remaining user of the core
OX network, is now required to move all existing OX services across to the Police Cloud
Gateway service.

1.4. PCG will provide a compliant connectivity route to PSN and thereby provide increased
information security and relevant compliance for transmission of operational critical
information between UK Police Forces and other agencies.

1.5. The existing OX management support and maintenance contract expires at the end of
January 2020.

2. Issues for consideration

2.1. Au existing MPS OX services must be transitioned to PCG by March 2020 in order to
maintain service continuity.

2.2. Further information is contained in the restricted section of the report

3. Financial Comments

3.1. The project implementation and ongoing revenue costs of the PCG service are all fully c:D
funded from within the Digital Policing MOPAC approved revenue budget.

4. Legal Comments

4.1. The Mayors Officer for Policing Crime is a contracting authority as defined in the Public
Contracts Regulations 2015 (“the Regulations”). All award5 of public contracts for goods
and/or services valued at £181,302 or above will be procured in accordance with the
Regulations.

4.2. The Financial, Commercial and Procurement Comments section of this report confirms
that the proposed procurement route is to place a call-off contract under the Home
Office’s Public Services Network in Policing (PSNP) Agreement. The MPS Directorate of
Legal Services is instructed that the Framework Agreement was compliantly procured by
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the Home Office, the MOPAC is an eligible user of it and MOPAC may place direct call-off
contracts under it. On that basis, the proposed contract award will be compliant.

4.3. Paragraph 4.13 of the MOPAC Scheme of Delegation and Consent provides that the
Deputy Mayor for Policing and Crime (DMPC) has delegated authority to approve all
requests to go out to tender for contracts of £500,000 or above.

4.4. Paragraph 7.23 of the Scheme provides the Director of Strategic Procurement has consent
to approve all proposals to award of all contracts with the exception of those called in
through the agreed call in procedure. Paragraph 414 provides the DMPC reserves the
right to call in any proposal to award a contract valued at £500,000 or above.

5. Commercial I5sues

5.1. This direct call off contract to Vodafone is for £2.025m over a period of three years and
two months, for the provision of PCG platform services (including the secure external
gateway) from February 2020. This will be procured from the Home Office’s Public
Services Network in Policing(PSNP) Agreement.

6. GDPR and Data Privacy

6.1. The MPS is subject to the requirements and conditions placed on it as a State body to
comply with the European Convention of Human Rights and the Data Protection Act
(DPA) 2018. Both legislative requirements place an obligation on the MPSto process
personal data fairly and lawfully in order to safeguard the rights and freedoms of
individuals.

6.2. Under Article 35 of the General Data Protection Regulation (GDPR) and Section 57 of the
DPA 2018, Data Protection Impact Assessments (DPIA) become mandatory for
organisations with technologies and processes that are likely to result in a high risk to the
rights of the data subjects.

6.3. The Information Assurance and Information Rights units within MPS will be consulted at
all stages to ensure the project meets its compliance requirements.

6.4. The project does not use personally identifiable data of members of the public, so there
are no GDPR issues to be considered. There is no personal data (public or otherwise)
stored or processed directly by the gateway itself and any associated GDPR impact
assessment resides with the applications and services that utilise the gateway.

7. Equality Comments

7.1. This business case has undergone initial equality screening. Due regard has been taken to
the Equality Act’s Public Sector Equality Duty. Real consideration has been taken to
assess equality impact caused by the proposed business changes. As a result no positive or
negative impact has been identified to any individual and/or group safeguarded by a
protected characteristic and those who are not.

7.2. This is due to the migrating platform mirroring the same performance functionality. There
will be a short transitionary period during migration and a back-up solution will be
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implemented to eliminate impact. Therefore, with the exception of financial efficiency,
there is no real organisational change. Further reviews will be conducted, and if as a result
any new Equality Impact is identified, a full Equality Impact Assessment will be initiated

B. Background/supporting papers

8.1. Report

a

U

.
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Public access to information

Information in this form (Part 1) is subject to the Freedom of Information Act 2000 (FOIA) and will be made
available on the MOPAC website following approval.
If immediate publication risks compromising the implementation of the decision it can be deferred until a
specific date. Deferral periods should be kept to the shortest length_strictly necessary.

Part 1 Deferral:

Is the publication of Part 1 of this approval to be deferred? NO
If yes, for what reason:

Until what date:

Part 2 Confidentiality: Only the facts or advice considered as likely to be exempt from disclosure under
the FOIA should be in the separate Part 2 form, together with the legal rationale for non-publication.
Is there a Part 2 form — YES

ORIGINATING OFFICER DECLARATION Tick to con firm
statement (V)

Financial Advice
The Strategic Finance and Resource Management Team has been consulted on this V
proposal. --

Legal Advice
Legal advice is not required. V

Equalities Advice:
Equality and diversity issues are covered in the body of the report. V

Commercial Issues
The proposal is in keeping with the GLA Group Responsible Procurement Policy. V

GDPR/Data Privacy
. GDPR compliance issues are covered in the body of the report V

•A DPIA is not required.
Director/Head of Service
The Chief Finance Officer has reviewed the request and is satisfied it is correct and V
consistent with the MOPAC’s plans and priorities.

Interim Chief Executive Officer

I have been consulted about the proposal and confirm that financial, legal and equalities advice has been
taken into account in the preparation of this report. I am satisfied that this is an appropriate request to be
submitted to the Deputy Mayor for Policing and Crime.
Signature L......1 Date Ci ( u

.
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OFFICIAL - PUBLIC

• I METROPOLITAN
•v) POLICE MAYOR OFLONDON

POLICE CLOUD GATEWAY (CJX REPLACEMENT)

MOPAC Investment Advisory & Monitoring meeting 31st Oct 2019

Report by Angus McCallum on behalf of the Chief of Corporate Services

Part I — This section of the report will be published by MOPAC. It is
classified as OFFICIAL — PUBLIC

EXECUTIVE SUMMARY

This paper seeks approval for the procurement and award of a 3 year and 2
month contract from February 2020 for the deployment of the Police Cloud
Gateway (PCG) solution. MPS requires continued access to these networks in
order to maintain connectivity to critical business and operational policing
services.

The current crtminal justice exchange (CJX) platform is now end of life and
therefore requires existing MPS CJX services to be transitioned to its
replacement service, the Police Criminal Gateway the (PCG), in order to maintain
service continuity for operational policing.

Recommendations
The Deputy Mayor for Policing and Crime, via the Investment Advisory and
Monitoring meeting (lAM) is asked to:

1. Approve the award of a direct call off contract to Vodafone, worth £2.025m,
for a period of 3 years and 2 months, for the provision of PCG platform
services (including the secure external gateway) from February 2020 from
the Home Office’s Public Services Network in Policing(PSNP) Agreement.
This is fully funded from Digital Policing MOPAC approved revenue budget.

Time sensitivity
A decision is required from the Deputy Mayor by 14/11/19 in order to allow sufficient
time for migration of all MPS CJX services to PCG by March 2020.

.
PIB AM Part I 17/04/2019v3.O
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Non-confidential facts and advice to the Deputy Mayor for Policing and Crime

Introduction and background

1. The business justification is to facilitate the transition of existing CJX services
and connectivity to the replacement Vodafone Police Cloud Gateway (PCG)
solution to enable MPS to continue to exchange information and share services
with other UK Police Forces and government agencies.

2. The current CJX Network provides MPS with the necessary connectivity PSN
and PSN(P) by which the MPS share information with other UK Police Forces
Government agencies.

3. The current CJX platform is end of life and MPS, as the sole remaining user of
the core CJX network, is now required to move all existing CJX services across
to the Police Cloud Gateway service. ‘3

4. PCG will provide a compliant connectivity route to PSN and thereby provide
increased information security and relevant compliance for transmission of
operational critical information between UK Police Forces and other agencies.

5. The existing CJX management support and maintenance contract expires at the
end of January 2020.

Issues for consideration

6. All existing MPS CJX services must be transitioned to PCG by March 2020 in
order to maintain service continuity.

7. Further information is contained in the restricted section of the report

Contributes to the MOPAC Police & Crime Plan 2O172O211 (3
8. Transition to PCG will support the MPS transformation agenda in investing in

new core IT systems for the MPS, providing better information to help the MPS
to respond to crime more effectively and reducing the need for officers and staff
to input information into multiple, ageing systems

9. Transition to PCG will generate a full year effect saving from 2020/21 onwards.
Further information is contained in the restricted section of the report

Pohce and crime plan: a safer cit.’ for all Londoners I London City Hall

Page 2 of 5
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Financial, Commercial and Procurement Comments

10. Approve the award of a direct call off contract to Vodafone, worth £2.025m, for a
period of 3 years and 2 months, for the provision of PCG platform services
(including the secure external gateway) from February 2020 from the Home
Office’s Public Services Network in Policing(PSNP) Agreement. This is fully
funded from Digital Policing MOPAC approved revenue budget.

Legal Comments

11. The Mayor’s Officer for Policing Crime is a contracting authority as defined in the
Public Contracts Regulations 2015 (‘the Regulations”). All awards of public
contracts for goods and/or services valued at £181,302 or above will be procured
in accordance with the Regulations. This report confirms the value of the
proposed contract exceeds the threshold. Accordingly, the Regulations are
engaged.

12. The Financial, Commercial and Procurement Comments section of this report
confirms that the proposed procurement route is to place a call-off contract under
the Home Office’s Public Services Network in Policing(PSNP) Agreement. DLS
is instructed that the Framework Agreement was compliantly procured by the
Home Office, the MOPAC is an eligible user of it and MOPAC may place direct
call-off contracts under it. On that basis, the proposed contract award will be
compliant.

13. Paragraph 4.13 of the MOPAC Scheme of Delegation and Consent provides that
the Deputy Mayor for Policing and Crime (DMPC) has delegated authority to
approve all requests to go out to tender for contracts of £500,000 or above.

14. Paragraph 7.23 of the Scheme provides the Director of Strategic Procurement
has consent to approve all proposals to award of all contracts with the exception
of those called in through the agreed call in procedure. Paragraph 4.14 provides
the DMPC reserves the right to call in any proposal to award a contract valued at
£500,000 or above.

Equality Comments

15. This business case has undergone initial equality screening. Due regard has
been taken to the Equality Act’s Public Sector Equality Duty. Real consideration
has been taken to assess equality impact caused by the proposed business
changes. As a result no positive or negative impact has been identified to any
individual and/or group safeguarded by a protected characteristic and those who
are not.

This is due to the migrating platform mirroring the same performance
functionality. There will be a short transitionary period during migration and a
back-up solution will be implemented to eliminate impact. Therefore with the
exception of financial efficiency there is no real organisational change. Further
reviews will be conducted, and if as a result any new Equality Impact is
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identified, a full Equality Impact Assessment will be initiated.

Privacy Comments

16. The MPS is subject to the requirements and conditions placed on it as a ‘State’
body to comply with the European Convention of Human Rights and the Data
Protection Act (DPA) 2018. Both legislative requirements place an obligation on
the MPS to process personal data fairly and lawfully in order to safeguard the
rights and freedoms of individuals.

17. Under Article 35 of the General Data Protection Regulation (GDPR) and Section
57 of the DPA 2018, Data Protection Impact Assessments (DPIA) become
mandatory for organisations with technologies and processes that are likely to
result in a high risk to the rights of the data subjects.

18. The Information Assurance and Information Rights units within MPS will be (3
consulted at all stages to ensure the project meets its compliance requirements.

19. The project does not use personally identifiable data of members of the public,
so there are no GDPR issues to be considered. There is no personal data (public
or otherwise) stored or processed directly by the gateway itself and any
associated GDPR impact assessment resides with the applications and services
that utilise the gateway.

Real Estate Implications

20. There are no changes to real estate for the purposes of this report.

Environmental Implications

21. There are no identified environmental implications for this report.

Background/supporting papers

N/A

Report author: David Elliott, Transformation Manager, Digital Policing

Part 2 — This section refers to the details of the Part 2 business case which is
NOT SUITABLE for MOPAC Publication.

The Government Security Classification marking for Part 2 is:

OFFICIAL-SENSITIVE [OPERATIONAL]

Part 2 of Police Cloud Gateway (CJX Replacement) is exempt from publication for
the following reasons:
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• Exempt under Article 2(2)(a) of the Elected Local Policing Bodies (Specified
Information) Order 2011 (Data Protection Section 43 — Commercial Interests).

• The relevant sections under the FOIA that would exempt this information from
disclosure, for example:

C) Commercial Interest Section 43

C
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