GREATERLONDONAUTHORITY

(By email)

Our Ref: MGLA151020-7305

22 October 2020

Dear I

Thank you for your request for information about cybersecurity, which the Greater London
Authority (GLA) received on 15 October 2020. Your request has been considered under the
Freedom of Information Act 2000.

You requested:

e What SEIM (Security Event and Incident Management) solution is used by your
organisation?

e WWhen does your SEIM platform license subscription/contract come up for renewal?

e [f the SEIM (Security Event and Incident Management) solution was purchased via third
party please disclose the contracting party’s details?

e Do you outsource your security management to a third party (managed security service
provider)? If so can you disclose the name of the managed security service provider.

e IWhen does the current service contract from the current SIEM provider end?

e IWhen does the current service contract from the current managed security service
provider end?

e Can you provide the email address of the individual that is responsible for your IT
Security?

e ICO - breaches: How many cyber security breaches has your organisation had over the
past 2 yrs?

Our responses to your request are below:

What SEIM (Security Event and Incident Management) solution is used by your organisation?
- We don’t have a SIEM solution

When does your SEIM platform license subscription/contract come up for renewal?
- We don’t have a SIEM solution

If the SEIM (Security Event and Incident Management) solution was purchased via third party
please disclose the contracting party’s details?

- We don’t have a SIEM solution
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Do you outsource your security management to a third party (managed security service
provider)? If so can you disclose the name of the managed security service provider.

- We don’t outsource security management.
When does the current service contract from the current SIEM provider end?
- We don’t have a SIEM solution.
When does the current service contract from the current managed security service provider end?

- We don’t outsource security management.
Can you provide the email address of the individual that is responsible for your IT Security?

- The GLA Technology Group is responsible for IT Security. The head of the Technology
Group is David Munn. You can contact Mr Munn and the GLA’s Technology Group using
mayor@london.gov.uk . If you are a company that intends to use the names / contact
details of any officers provided in this response for direct marketing, you need to be
registered with the Information Commissioner to process personal data for this purpose.
You must also check that the individual (whom you wish to contact for direct marketing
purposes) is not registered with one of the Preference Services to prevent Direct
Marketing. If they are you must adhere to this preference. You must also ensure you
comply with the Privacy Electronic and Communications Regulations (PECR). For more
information follow this link www.ico.org.uk. For the avoidance of doubt the provision of
officer names / contact details under FOI does not give consent to receive direct
marketing via any media and expressly does not constitute a ‘soft opt-in” under PECR.

ICO - breaches: How many cyber security breaches has your organisation had over the past 2
yrs?

- 0O cyber breaches.
Note: Cyber security breaches do not automatically constitute personal data breaches
that require notifying the Information Commissioner.

If you have any further questions relating to this matter, please contact me, quoting the
reference MGLA151020-7305.

Yours sincerely

Information Governance Officer

If you are unhappy with the way the GLA has handled your request, you may complain using the
GLA’s FOI complaints and internal review procedure, available at:
https://www.london.gov.uk/about-us/governance-and-spending/sharing-our-
information/freedom-information






