M O P A C MAYOR OF LONDON

DMPC Decision - PCD 592

Title: Forensics Services - LabNet Operational Data Storage

Executive Summary:

This Business Justification concerns the operational requirement for additional storage on Forensics’
Services internal computer network and infrastructure i.e. LabNet.

LabNet is used by both the Forensic Services and front line policing to extract and review digital data
obtained from various sources e.g. mobile telephones, PC hard drives.

The spend will be funded from agreed existing MPS budgets.

Recommendation:
The Deputy Mayor for Policing and Crime is recommended to:

M Approve the award of a 3 year contract from May 2019 with CDW for storage to be provided
by NetAPP at a cost of £994,433 which is split into purchase (£559,789) and service & support
(£40,971).

(2)  Note that the purchase of 1PB of storage for LabNet from NetAPP will be a capital purchase
and the £953,789 will be converted from revenue to capital and added to the MPS capital

C plan.

Deputy Mayor for Policing and Crime

| confirm | have considered whether or not | have any personal or prejudicial interest in this matter and
take the proposed decision in compliance with the Code of Conduct. Any such interests are recorded
below.

The above request has my approval.
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PART | - NON-CONFIDENTIAL FACTS AND ADVICE TO THE DMPC

1.1.

1.2.

1.3.

2.1

2.2.

23.

24,

2.5.
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3.2.

May 2019

Introduction and background

Forensics Services are seizing the opportunities of data and digital technology - building
on its ability to use data and information effectively and efficiently; for public safety
through more timely investigation of digital evidence.

Information will be available in real time providing the ability to search, transmit and store
information - assisting with reducing crime and improving outcomes. This will support all
crime work including violence, of which 75% of Forensics Services digital casework relates
to violent crime.

This additional storage is required to maintain the effectiveness of LabNet as an
investigative tool.

Issues for consideration

This storage will be provided by NetAPP (who are an existing supplier of such storage to
MPS) and will be purchased through CDW who are the ‘Value Added Reseller (VAR) to
the MPS and were appointed in Apri! 2019,

The current LabNet infrastructure is built on a NetAPP data storage solution; this is
compatible with the planned strategic direction of moving data on to different types of

storage depending on usage and aging of the data.

This will be a stepping stone towards the wider Forensics Data Storage Strategy {(FDSS)
and fits with the planned model.

The additional NetAPP storage will provide immediate extra capacity on LabNet and will
continue to provide easy to access fast storage once the FDSS is implemented. The FDSS
intends to reuse the NetAPP storage sofution to provide the first step in the FDSS
approach,

Based on current usage and predictions, 1PB of storage will pravide sufficient storage for
approximately 9-12 months elapse; this will provide sufficient *head rcom” until the FDSS
is implemented.

Financial Comments

This pracurement will require £959,789 to be added to the MPS capital pian.

The ongoing costs of 40,97 1will be funded from existing MPS revenue budgets.

Legal Comments

O
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43.
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May 2019

The Mayor’s Officer for Policing Crime is a contracting authority as defined in the Public
Contracts Regulations 2015 (“the Regulations”). All awards of public contracts for goods
and/or services valued at £181,302 or above must be procured in accordance with the
Regulations.

The governance regime for procurements via the Value Added Reseller Contract with CDW
is determined by whether the Met sets the requirement or accepts market offering. In this
instance, the Met has prescribed requirement as the DR facility has to be an exact replica
of the live version at Lambeth. To minimise the risk of challenge the route to market is a
direct award to CDW. This complies with PCR 2015, section 32, technological
compatibility. Classifying requirements. This is within the scope of the VAR Contract with
CDW and therefore complies with EU Regulations.

Paragraph 4.13 of the MOPAC Scheme of Delegation and Consent provides that the
Deputy Mayor for Policing and Crime (DMPC) has delegated authority to approve all
contract exemptions for £100,000 or above.

Commercial Issues

Following a competitive tender exercise, MOPAC approved the award of a value added
reseller (VAR) Contract to CDW from Lot 2 of the Tech Products Crown Commercial
Services Framework (CCS) in April 2019. The justification for the request to approve award
to CDW is that this storage will be provided by NetAPP (who are an existing supplier of
such storage to MPS) and will be purchased through CDW who are the ‘Value Added
Reseller (VAR)' to the MPS and were appointed in April 2019.

NetApp is already used, so is the only option to ensure compatibility with the existing
system. Progressing this is a best value option as moving to another system would have
the potential to increase cost.

This requirement is in scope of this contract and allows the MPS to raise purchase works
orders, in compliance with public procurement regulations. This complies with PCR 2015,
section 32, technological compatibility.

GDPR and Data Privacy

The MPS is subject to the requirements and conditions placed on it as a ‘State' body to
comply with the European Convention of Human Rights and the Data Protection Act
(DPA) 2018. Both legislative requirements place an obligation on the MPS to process
personal data fairly and lawfully in order to safeguard the rights and freedoms of
individuals.

Under Article 35 of the General Data Protection Regulation (GDPR) and Section 57 of the
DPA 2018, Data Protection Impact Assessments (DPIA) become mandatory for
organisations with technologies and processes that are likely to result in a high risk to the
rights of the data subjects.

The Information Assurance and Information Rights units within MPS will be consulted at
all stages to ensure the project meets its compliance requirements.



6.4.
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May 2019

Lab Net has previously had a Privacy impact Assessment (PIA) undertaken in February
2018 by Nigel Strutt, a CLAS security consultant.

Equality Comments

This business case has undergone initial equality screening. Due regard has been taken to
the Equality Act’s Public Sector Equality Duty. Real consideration has been taken to
assess equality impact caused by the proposed business changes.

As a result no positive or negative impact has been identified to any individual and/or
group safeguarded by a protected characteristic and those who are not”.

Background/supporting papers

Report



Public access to information

Information in this form (Part 1) is subject to the Freedom of Information Act 2000 (FOIA) and will be made

available on the MOPAC website following approval.

if immediate publication risks compromising the implementation of the decision it can be deferred until a
specific date. Deferral periods should be kept to the shortest length strictly necessary.

Part 1 Deferral:

Is the publication of Part 1 of this approval to be deferred? NO
If yes, for what reason:

Until what date:

Part 2 Confidentiality: Only the facts or advice considered as likely to be exempt from disclosure under
the FOIA should be in the separate Part 2 form, together with the legal rationale for non-publication.

Is there a Part 2 form - YES

ORIGINATING OFFICER DECLARATION

Tick to confirm

O

statement (v')
Financial Advice
The Strategic Finance and Resource Management Team has been consulted on this v
proposal.
Legal Advice
The MPS legal team has been consulted on the proposal. v
Equalities Advice:
Equality and diversity issues are covered in the body of the report. v
Commercial Issues
The proposal is in keeping with the GLA Group Responsible Procurement Policy. v
GDPR/Data Privacy
» GDPR compliance issues are covered in the body of the report. v
e A DPIA has been completed.
Director/Head of Service
The Chief Finance Officer has reviewed the request and is satisfied it is correct and v

consistent with the MOPAC’s plans and priorities.

Chief Executive Officer

I have been consulted about the proposal and canfirm that financial, legal and equalities advice has been
taken into account in the preparation of this report. | am satisfied that this is an appropriate request to be

1% /6l g

submitted to the Deputy Mayor for Policing and Crime.
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Forensics Services - LabNet Operational Data Storage

MAYOR OF LONDON

MOPAC Investment Advisory Board 27" June 2019

Report by Mark Stokes on behalf of the Deputy Commissioner

Part 1 - This section of the report will be published by MOPAC. It is
Classified as OFFICIAL — PUBLIC

EXECUTIVE SUMMARY

This Business Justification concerns the operational requirement for additional storage
on Forensics’ Services internal computer network and infrastructure i.e. LabNet.

LabNet is used by both the Forensic Services and front line policing to extract and
review digital data obtained from various sources e.g. mobile telephones, PC hard
drives.

The spend will be funded from agreed existing MPS budgets.

Recommendations

The Deputy Mayor for Policing and Crime, via the Investment Advisory Board (IAB), is asked
to approve the following recommendations:

(1) Approve the award of a 3 year contract from May 2019 with CDW for storage to
be provided by NetAPP at a cost of £994,433 which is split into purchase
(£959,789) and service & support (£40,971).

(2) Note that the purchase of 1PB of storage for LabNet from NetAPP will be a

capital purchase and the £959,789 will be converted from revenue to capital
and added to the MPS capital plan.

Time sensitivity

A decision is required from the Deputy Mayor at the earliest opportunity, initially this was by
31/05/19. However this date is being negotiated with supplier with a final date to be
confirmed.

This is to ensure the best value offer is achieved, via a commercial discount:

» Procuring via the CDW Contract compared to the Health Trust Europe Framework
incurs a lower margin of 3% and attracts a rebate on the unit price, worth £9,944.33.
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» The 74% discount enables the MPS to achieve a significant cost reduction. The
deadline has already been extended once and CDW will not honour this price unless
an order is placed in the next few days.

Non-confidential facts and advice to the Deputy Mayor for Policing and Crime

introduction and background

1. Forensics Services are seizing the opportunities of data and digital technology -
building on our ability to use data and information effectively and efficiently; for public
safety through more timely investigation of digital evidence.

2. With information available in real time providing the ability to search, transmit and
store information - assisting with reducing crime and improving outcomes. Supporting
all crime including violence, of which 75% of Forensics Services digital casework
relates to violent crime.

3. This additional storage is required to maintain the effectiveness of LabNet as an
investigative tool.

Issues for consideration

This storage will be provided by NetAPP {who are an existing supplier of such storage to MPS)
and will be purchased through CDW who are the ‘Value Added Reseller {VAR) to the MPS
and were appointed in April 2019.

The current LabNet infrastructure is built on a NetAPP data storage solution; this is compatible
with the planned strategic direction of moving data on to different types of storage depending
on usage and aging of the data,

Data more frequently used will be stored on easily assessable local storage, within the MPS
network, this type of storage is faster but more expensive to purchase and operate; less
frequently used data will be stored on ‘cloud’ provided storage, which is cheaper to use but
can be slower to assess. This will be a stepping stone towards the wider Forensics Data
Storage Strategy (FDSS) and fits with the planned model.

The additional NetAPP storage will provide immediate extra capacity on LabNet, and will
continue to provide easy to access fast storage once the FDSS is implemented. The FDSS
intends to reuse the NetAPP storage solution to provide the first step in the FDSS approach.

Based on current usage and predictions, 1PB of storage will provide sufficient storage

for approximately 9-12 months elapse; this will provide sufficient ‘head room’ until the
FDSS is implemented.

Contributes to the MOPAC Police & Crime Plan 2017-20211

o Delivery of digital forensics to frontline officers and quicker turnaround times,
resulting in improved criminal justice outcomes.

' Police and crime plan: 3 safer oty for all Londgners | London City Hall
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o Increase in Criminal justice outcomes in; Violence, Serious Crime and Indecent
Images for example.

o Deliver on the Mets commitment to deliver improved Disclosure.

Financial, Commercial and Procurement Comments
The spend will be funded from agreed existing MPS budgets.

Following a competitive tender exercise, MOPAC approved the award of a value added
reseller (VAR) Contract to CDW from Lot 2 of the Tech Products Crown Commercial
Services Framework (CCS) in April 2019. The justification for the request to approve award
to CDW as this storage will be provided by NetAPP (who are an existing supplier of such
storage to MPS) and will be purchased through CDW who are the ‘Value Added Reseller
(VAR)' to the MPS and were appointed in April 2019.

NetApp is already used, so is the only option to ensure compatibility with the existing
system. Progressing this is a best value option as moving to another system would have the
potential to increase cost.

This requirement is in scope of this contract and allows the MPS to raise purchase works
orders, in compliance with public procurement regulations.

This complies with PCR 2015, section 32, technological compatibility
o £9859,789 for the purchase of 1PB of storage for LabNet from NetAPP,
L.egal Comments

The Mayor's Officer for Policing Crime is a contracting authority as defined in the Public
Contracts Regulations 2015 (“the Regulations™). All awards of public contracts for goods
and/or services valued at £181,302 or above must be procured in accordance with the
Regulations.

The governance regime for procurements via the Value Added Reseller Contract with CDW
is determined by whether the Met sets the requirement or accepts market offering. In this
instance, the Met has prescribed requirement as the DR facility has to be an exact replica of
the live version at Lambeth. To minimise the risk of challenge the route to market is a direct
award to CDW. This complies with PCR 2015, section 32, technological compatibility.
Classifying requirements. This is within the scope of the VAR Contract with CDW and
therefore complies with EU Regulations.

Paragraph 4.13 of the MOPAC Scheme of Delegation and Consent provides that the Deputy
Mayor for Policing and Crime (DMPC) has delegated authority to approve all contract
exemptions for £100,000 or above.

Equality Comments

This business case has undergone initial equality screening. Due regard has been taken to
the Equality Act’'s Public Sector Equality Duty. Real consideration has been taken to assess
equality impact caused by the proposed business changes.

Jof4

PIB IAB Part 1 22Dec2017v1.0



OFFICIAL - PUBLIC

As a result no positive or negative impact has been identified to any individual and/or group
safeguarded by a protected characteristic and those who are not”

Privacy Comments

The MPS is subject to the requirements and conditions placed on it as a 'State’ body to
comply with the European Convention of Human Rights and the Data Protection Act (DPA)
2018. Both legisiative requirements place an obligation on the MPS to process personal data
fairly and lawfully in order to safeguard the rights and freedoms of individuals.

Under Article 35 of the General Data Protection Regulation (GDPR) and Section 57 of the
DPA 2018, Data Protection Impact Assessments (DPIA) become mandatory for
organisations with technologies and processes that are likely to result in a high risk to the
rights of the data subjects.

The Information Assurance and Information Rights units within MPS will be consulted at all
stages to ensure the project meets its compliance requirements.

Lab Net has previously had a Privacy Impact Assessment (PIA) undertaken in February
2018 by Nigel Strutt, a CLAS security consultant.

Real Estate Implications

There are no real estate implications as additional storage equipment will be placed in
existing accommodation and will require no additional works other than installation.

Environmental Implications

There are no environmental impacts

Background/supporting papers

There are no supporting papers.

Report author: Mark Stokes — Head of Digital Forensics {co-author Richard Deacon)

Part 2 — This section refers to the details of the Part 2 business case which is
NOT SUITABLE for MOPAC Publication.

The Government Security Classification marking for Part 2 is:
OFFICIAL-SENSITIVE [COMMERCIAL]

Part 2 of Forensics Services Labnet Operational Data Storage v2.1 is exempt from
publication for the following reasons:

« Exempt under Article 2(2) (a) of the Elected Local Policing Bodies {Specified
Information) Order 2011 (Data Protection Section 43 — Commercial Interests).

The paper will cease to be exempt after 3 years from sign off which is the initial contract
agreement for supply and service support.
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