M O P A C MAYOR OF LONDON

REQUEST FOR DMPC DECISION — PCD 213

Title: Secure Enterprise Gateway Contract Extension

Executive Summary:

This paper seeks approval to extend the support and maintenance contract for the Secure Enterprise
Gateway (SEG) platforms. The SEG provides a secure mechanism to connect the MPS infrastructure to
external networks and agencies. The MPS wishes to extend the current contract by two one year periods
C at a cost of £2,471,000.

Recommendation:
The DMPC is asked to

1. Approve the current contract to be extended by two one year periods at a cost of £2,471,000.
The new contract will run from July 1* 2017 to June 30" 2019.

Deputy Mayor for Policing And Crime

! confirm | have considered whether or not | have any personal or prejudicial interest in this matter and
take the proposed decision in compliance with the Code of Conduct. Any such interests are recorded
below.

The above request has my approval.

Signature mu_g WM Date ZO /6 / \q—
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PART | - NON-CONFIDENTIAL FACTS AND ADVICE TO THE DMPC

Decision required - supporting report

1.7.

1.2.

2.1.

3.1.

3.2.

41.

5.1.

6.1.

Introduction and background

The SEG protects the internal MPS network from attack or intrusion, intentional or otherwise from
any external source. It is a crucial part of the MPS infrastructure, maintaining the integrity of all
electronic business conducted.

The MPS awarded a contract to Dimension Data in May 2014 to provide the support and
maintenance for the SEG. The original contract was for a period of three years with the option to
extend for two further one year periods. The current contract ends on June 30" 2017. The MPS now
wishes to extend the contract to ensure the licences provided under the current contract solution do
not expire and therefore incurring reinstallation fees.

Issues for consideration

See the Part 2 for details.

Financial Comments

The MPS requires funding of £2,471,000 to extend the current contract. There is provision for this
funding requirement in the 2017/18 and 2018/19 budgets.

Further details are discussed in the Part 2.

Legal Comments

There are no legal implications arising from this report.

Equality Comments

There are no direct equality or diversity implications arising from this report
Background/supporting papers

O

Report.
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Public access to information
Information in this form is subject to the Freedom of Information Act 2000 (FOIA) and other legislation.
Part 1 of this form will be made available on the MOPAC website within 1 working day of approval. Any

{ facts/advice/recommendations that should not be made automatically available on request should not be

included in Part 1 but instead on the separate Part 2 form. Deferment is only applicable where release
before that date would compromise the implementation of the decision being approved.

Part 1 Deferral:

Is the publication of Part 1 of this approval to be deferred ? NO

Part 2 Confidentiality: Only the facts or advice considered as likely to be exempt from disclosure under
the FOIA should be in the separate Part 2 form, together with the legal rational for non-publication.

Is there a part 2 form - Yes

If yes, for what reason: EXEMPT under Article 2(2)(a) of the Elected Local Policing Bodies (Specified

Q Information) Order 2011.

ORIGINATING OFFICER DECLARATION:

Head of Unit:
The Chief Financial Officer has reviewed the request and is satisfied it is correct and v
consistent with the MOPAC's plans and priorities.

C:'iiqualities Advice:

Legal Advice:
The MPS legal team has been consulted on the proposal. v

Financial Advice:
The Chief Financial Officer has been consulted on this proposal. V

No Equality and Diversity issues identified. v

OFFICER APPROVAL

Chief Executive Officer

I have been consulted about the proposal and confirm that financial, legal and equalities advice has been
taken into account in the preparation of this report. I am satisfied that this is an appropriate request to be
submitted to the Deputy Mayor for Palicing and Crime.

signature {2 (oA pate [ / 06 / (P
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Secure Enterprise Gateway (SEG) Contract Extension Award

Investment Advisory Board
09 June 2017

Report by Angus McCallum on behalf of the Deputy Commissioner

EXECUTIVE SUMMARY

The Secure External Gateway (SEG) provides a secure mechanism to connect MPS
Infrastructure (including AWARE) to external networks and agencies and provides
secure connections to operational applications.

The SEG protects the internal MPS network from attack or intrusion, intentional or
otherwise, from any external source. It is a crucial part of the MPS infrastructure,
maintaining the integrity of all electronic business conducted.

O The present support and maintenance contract with Dimension Data covers All SEG

platform elements. The contract has been in place with Dimension Data since May 2014,
with the original contract being awarded for 3 years with the option for 2 further one-year
extensions. The initial contract term expires on 30™ June 2017.

Approval for the 2 year contract extension is required to ensure licenses provided under
the current solution contract do not expire incurring re-instatement fees

A. RECONMMENDATIONS — That MOPAC

1. Approve the current contract to be extended for 2 x one year periods.

B. SUPPORTING INFORMATION

The Secure Enterprise Gateway (SEG) provides a secure mechanism to connect MPS Infrastructure to
external networks and agencies and provides secure connections to operational applications.

The SEG protects the internal MPS network from attack or intrusion, intentional or otherwise, from any
C)axtemal source. It is a crucial part of the MPS infrastructure, maintaining the integrity of all electronic
business conducted.

In May 2014 a contract was awarded for the support and maintenance of the MPS Secure Enterprise
Gateway by MOPAC, including a contract extension option.

From police and crime plan perspective it will contribute to:

¢ The investments necessary to ensure that the officers and staff of the MPS can communicate
securely and effectively with its own extended services as well as with external 3™ party
organisations

» Ensuring key services such as Body worn Video, Automatic Number Plate Recognition and In-
Vehicle Mobile Applications can communicate back to the MPS core Network securely

« Ensuring the MPS Operations, systems and applications exposure to Cyber threats are kept to a
minimum.,

e Our commitment to invest in new core IT systems for the MPS, providing better information to
help the MPS to respond to crime more effectively.
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The MPS is working towards an upgrade to the way its Secure Gateway Services are presented and
consumed and this extension is required to allow for design, procurement and implementation activities
to take piace.

C. OTHER ORGANISATIONAL & COMMUNITY IMPLICATIONS

2. Equality and Diversity Impact

There are no equality and diversity issues or implications arising from the aims and outcomes of
the work described in the report.

3. Financial Implications
The investment is required to ensure continuity of the current SEG service.
The Financial overhead for providing the contract extension is fully covered in the 2017/18 and

2018/19 approved budget and will allow DP the necessary time to complete the design,
procurement and implementation phases of the new service.

Commercial Principles

The existing contract was originally awarded in 2014 following a competitive tendering exercise
against the Government Procurement Service (now Crown Commercial Service) Framework
RM1498. The awarded contract included the option for 2 x 1 Year extensions following the
cessation of the initial contract period.

4. Consultation undertaken

The Business Justification paper has been reviewed and approved by all interested parties as
reported in the Internal Consultation & Assurance section.

5. Risk (including Health and Safety) Implications
The Business Justification paper outlines the technical and operational risks under section 2.

There are no Health and Safety implications or risks associated with the report.

Report author: lan Pountney, Head of Networks - 07768503963
Background papers:
PART 2: EXEMPT SECTION OF THE REPORT

The Business Justification Paper (SEG Coniract Extension IAB Part 2 v7 0 Exempt) is attached. The
document is not suitable for publishing and should be considered exempt under Article 2(2)(a) of the
Elected Local Policing Bodies (Specified Information) Order 2011. The relevant sections under the FOIA
that would exempt this information is Commercial Interest Section 43. The exemption will be reviewed on
an annual basis, next review by May 2019

SUPPORTING INFORMATION

1. Please see Part 2 - SEG Contract Extension IAB Part 2 v7 0 Exempt - for additional
supporting information

20f2
Think Green! Awvoid printing this report

O

]



