REQUEST FOR DMPC DECISION - PCD 305

Title: Provision of continued support for the work of the London Digital Security Centre
(LDSC)

Executive Summary: The LDSC works to support small and medium sized companies protect ’
themselves against cybercrime. They deliver services direct to business through local and
networked engagement activity and work to help victims reduce the risk of being re- _
victimised. This money will help support this delivery, and support cash flow. The money will |
also enable development to the next stage of delivery, which is anticipated to run over the
next six months. The sum to be granted to the LDSC is £300,000. This sum would be payable
in instalments subject to certain delivery criteria heing met.

Recommendation:
To authorise the grant of £300,000

Deputy Mayor for Policing and Crime

| confirm 1 have considered whether or not | have any personal or prejudicial interest in this matter and
take the proposed decision in compliance with the Code of Conduct. Any such interests are recorded
below.

The above request has my approval.

Signature Date
Sfve udo— T
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PART | - NON-CONFIDENTIAL FACTS AND ADVICE TO THE DMPC

Decision required - supporting report

1.

4.

Introduction and background

The London Digital Security Centre, LDSC, was created by the Mayor’s Office for Policing and Crime.
Modelled on the Scottish Resilience Centre’s work in cyber security, the LLDSC was to enhance the
ability of small and medium sized enterprises, SME’s, to protect themselves from cyber-crime.

The LDSC has developed a business model which it is in the process of rolling out. This will be
subject to close evaluation and market testing. Although the LDSC has been successful in raising
income during this year, the expenses incurred in developing the model have been in excess of this.
Like many smali companies it finds itself challenged over its cash flow position now and going
forward.

Issues for consideration

The Company has achieved a great deal in its short existence and is now seen as a valued source of
expertise and advice within the cyber-crime arena. Through its unique position as a partner of both
the Metrapolitan Police and the City of London Police it is well placed to provide support to SME's.
It has developed ta an advanced state a business model to deliver real enhanced provision to
companies, and is now establishing an economic model that should see it move away from the need
for public subsidy through to self-sufficiency. While this embeds and is fully tested the LDSC is
facing cash flow issues. This was anticipated and provision had been made in the MOPAC budget to
offer support this year. This has now been applied for by the Directors of the LDSC.

It is accepted that this extra funding is needed but it is important that it is provided on a basis of
need and on the basis that the economic model is properly tested and evaluated. Hence although
part of this money will be paid immediately, the majority will be paid subject to the economic model
being validated and tested.

Financial Comments
There is financial provision for this money within the MOPAC budget for 2017/18.

Legal Comments

Legal advice has been obtained relating to the LDSC and nothing to prevent this funding has been
identified.

Equality Comments

There is no adverse impact from making this payment, the LDSC is the only company in this market
position.

Background/supporting papers

For reasons of commercial sensitivity further detail is contained in Part 2.
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»Public access to information

Information in this form (Part 1) is subject to the Freedom of Information Act 2000 (FOIA) and will be
made available on the MOPAC website following approval.

If immediate publication risks compromising the implementation of the decision it can be deferred until a
specific date. Deferral periods should be kept to the shortest length strictly necessary.

Part 1 Deferral:
Is the publication of Part 1 of this approval to be deferred? No

If yes, for what reason:
Until what date: [Insert date]

Part 2 Confidentiality: Only the facts or advice considered as likely to be exempt from disclosure under
the FOIA should be in the separate Part 2 form, together with the legal rationale for non-publication.

Is there a Part 2 form — Yes, and this confidential for reasons of commercial interests, s 47 FOIA, and
under s40 risk to personal information.

ORIGINATING OFFICER DECLARATION

Tick to confirm

statement (¥')

Head of Unit:
The Siobhan Peters has reviewed the request and is satisfied it is correct and
consistent with the MOPAC's plans and priorities. v
Legal Advice:
The TfL legal team has been consulted on the issues.

v
Financial Advice:
The Strategic Finance and Resource Management Team has been consulted on this
proposal. v
Equalities Advice:
Equality and diversity issues are covered in the body of the report.

v

OFFICER APPROVAL

Chief g_p_eutmﬁ’ Officer

| have been consulted about the proposal and confirm that financial, leqal and equalities advice has been
taken into account in the preparation of this report. | am satisfied that this is an appropriate request to be
submitted to the Deputy Mayor for Policing and Crime.
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