GREATERLONDONAUTHORITY

REQUEST FOR MAYORAL DECISION - MD2298

Title: Software Defined Wide Area Network (SD-WAN) and associated cloud transition services

Executive Summary:

In accordance with Greater London Authority’s (GLA) “IT Strategy 2016” the Technology Group (TG) is
transforming the GLA’s IT infrastructure to derive value from public cloud services and facilitate
partnership working. To help achieve this objective, TG is looking to implement a flexible cloud-enabled
Software Defined Wide Area Network (SD-WAN) infrastructure and associated changes. This will enable
secure routing of corporate data directly to and from public cloud services and thereby reduce the GLA's
reliance on its private cloud environment and enable partner sites to connect to the GLA network
(enabling shared IT support services and other partnership working).

To achieve this objective the GLA is looking to procure the required hardware and consultancy services to
design and implement a wide area network solution and associated network and systems reconfiguration
work to enable flexible working and partnership working.

Decision:
That the Mayor approves:

Expenditure of up to £219,000 to support implementation of a flexible public cloud-enabled
infrastructure, comprising:

1. up to £69,000 for Professional Services for financial year 2018/19 to be used as follows:
o Software Defined WAN (SD-WAN) design and implementation,
e Microsoft Azure design and implementation,

» Decommissioning of cutgoing messaging technology (including re-routing of mail flow and
authentication using the new SD-WAN and Azure implementations), and

2. upto £150,000 for financial year 2018/19 for the hardware and licences identified to enable the
upgraded WAN infrastructure.

' Mayor of London

| confirm that | do not have any disclosable pecuniary interests in the proposed decision, and take the
decision in compliance with the Code of Conduct for elected Members of the Authority.

The above request has my approval.
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Signature: Date: (7/(/(7




PART | - NON-CONFIDENTIAL FACTS AND ADVICE TO THE MAYOR

Decision required - supporting report
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Introduction and background

In 2014, MD1350 approved expansion of the GLA’s private cloud infrastructure and in 2017
MD2079 approved an upgrade of the GLA’s local area network (LAN). DD1275 approved an
additional network connection into City Hall. In line with the GLA’s 2016 IT Strategy and to support
flexible and partnership working the GLA needs to complete further work to prepare its public cloud
infrastructure and connectivity.

The GLA’s “IT Strategy 2016” commits to providing a secure IT infrastructure to support new ways
of working by moving IT services into the public cloud, which means making services more
accessible to end users from anywhere on the internet. Currently the GLA’s desktop and wifi
internet connectivity, end user authentication and email routing is all dependent upon the GLA's
private cloud environment (even for services which have been migrated into the public cloud
already).

It is proposed that the GLA procure hardware and consultancy services to upgrade the GLA's
current IT infrastructure by designing and implementing a software defined wide area network
solution and associated network and systems reconfiguration work to enable flexible working and
partnership working.

A software defined wide area network (SD-WAN) is a cloud enabled virtual WAN infrastructure
which makes use of any available connection to the internet by constructing a web of virtual private
network (VPN) connections. This allow the GLA to make use of additional connections to the
internet and thereby provide a much faster end user experience when working online and allow for
increased flexibility when connecting remote sites to the GLA for shared IT support and partnership
working. It also decreases the chance of an interruption of services while GLA staff are working
online as it allows services to be accessed over more than one connection to the internet.

The SD-WAN enables VPN connections into Microsoft’s Azure public cloud infrastructure. In
addition to the connections into Azure there are other tasks required to build the necessary Azure
environment and enable connectivity to the GLA’s existing private cloud environment and these
tasks will be completed using the consultancy services discussed in this report. This work allows for
the decommissioning of our private cloud Microsoft Exchange messaging infrastructure by enabling
authentication for email and other Office 365 services directly using Microsoft’s public cloud based
identity and permissions management solutions.

This MD seeks approval for expenditure of up to £219,000 to support implementation of the SD-
WAN, comprising:

» up to £55,000 capital expenditure for Professional Services for financial year 2018/19; and
® up to £14,000 revenue expenditure for Professional Services for financial year 2018/19; and

e up to £150.000 capital expenditure for financial yvear 2018/19 for the hardware and licences to
enable the SD-WAN infrastructure. The hardware wil! take the form of appliances to be
deployed at City Hall and other GLA locations and the licences are required to run these
appliances.

The £68,000 for Professional Services to be used as follows (i) Software Defined WAN (SD-WAN)

design and implementation; (ii) Microsoft Azure design and implementation (iii) Decommissioning
of outgoing messaging technology (including re-routing of mail flow and authentication using the
new SD-WAN and Azure implementations).
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The procurement of the services required under this decision (professional services, hardware,
software and services) is expected to be run using an approved framework such as the TfL reseliers
framework (1CT11445) that was procured in accordance with the Public Contracts Regulations
2016. Any call-off contract will be procured and entered into in accordance with the terms of the
framework with support from TfL Procurement.

Objectives and expected outcomes

Implementation of an SD-WAN infrastructure and associated infrastructure configuration changes
will deliver the following outcomes:

o Enable load balanced / automatic failover connectivity using the GLA’s Tfl. MAN connection
and our (up to) 24Gbit secondary internet connection for connectivity to the internet and cloud
services for all desktop and wifi devices within City Hall.

¢ Allow for satellite sites to be connected to the internet and cloud services and connectivity back
to the GLA.

» Configure Azure infrastructure and enable the specific connections required for Azure
infrastructure cloud services.

» Remove the GLA's reliance upon its private cloud environment for Microsoft Active Directory
authentication.

e Remove the GLA’s reliance upon its private cloud environment for Microsoft’s mail online email
message routing.

The professional services discussed in this report will be used to achieve the above outcomes by
designing and implementing the SD-WAN solution and associated network and systems
reconfiguration work to enable flexible working and partnership working.

The hardware will take the form of appliances to be deployed at City Hall and other GLA locations
and the licences are required to run these appliances. It is expected that Cisco Meraki appliances
will be deployed for this purpose. Each appliance requires a corresponding Cisco licence to work.
The licences both enable the devices to work and also provides secure global administration, usage
reporting and device configuration backup using Cisco’s online management systems.

Equality comments

Under Section 149 of the Equality Act 2010, as a public authority, the GLA must have ‘due regard’
of the need to:

¢ Eliminate unlawful discrimination, harassment and victimisation; and

» Advance equality of opportunity and foster good relations between people who have a
protected characteristic and those who do not.

The public sector equality duty requires the identification and evaluation of the likely potential
impacts, both positive and negative, of the decision on those with protected characteristics (age,
disability, gender reassignment, pregnancy and maternity, race, gender, religion or belief, sexual
orientation).

The Authority’s equality duty has been considered when planning this project and an impact analysis
has been carried out. The SD-WAN network and associated changes will allow for improved
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flexibility and support new ways of working. Currently flexible working is provided which supports
GLA's accessibility objectives and responsibilities. The proposals outlined in this report allow for
improvements in the resilience and speed of access of these access methods and allow for access to
services from more device types. It has been assessed that no impact on any individuals with any
protected characteristics will result from the proposals outlined in this report.

Other considerations

This report addresses the networking technology needed to help address corporate risk C2 “Business
continuity” as reported in the GLA's Corporate risk register. The outcomes articulated in this report
help address this corporate risk by enabling wide area network connectivity to corporate services run
from the public cloud and therefore allows key satellite sites, such as the Union Street office, to use
for business continuity purposes.

The outcomes articulated in this report improve the wide area network parts of the GLA's IT
infrastructure which therefore helps to address all Mayoral priorities which reply upon technology.

The GLA’s “GLA IT Strategy 2016” was published in 2016 for consultation.
All changes will be assessed and approved via the Technology Group (TG) change control process
to manage risks associated with implementation.

Financial comments

Approval is being sought for expenditure of up to £219,000 in financial year 2018/19 consisting of

£205,000 capital expenditure and £14,000 revenue. This will be funded from the TG Budget in
18/19. The licences procured will run for 5 years from the date of deployment.

Financial Year Budget required

2018/19 professional services £55,000 (capital expenditure)
2018/19 hardware and licences £150,000 (capital expenditure)
2018/19 professional services £14,000 (revenue expenditure)
Total £219,000

Legal comments
The foregoing sections of this report indicate that:

(a) the decisions requested of the Mayor concern the exercise of the GLA’s general powers, falling
within the GLA’s statutory powers to do such things considered to further or which are
facilitative of, conducive or incidental to the promotion of economic development and wealth
creation, social development or the promotion of the improvement of the environment in
Creater London; and

() n fonnulating 1he proposals in tespect of wlicli o dedision is sought officers have complied veith
the Authority’s related statutory duties to:

- pay due regard to the principle that there should be equality of opportunity for all people;

- consider how the proposals will promote the improvement of health of persons, health
inequalities between persons and to contribute towards the achievement of sustainable
development in the United Kingdom; and

- consult with appropriate bodies.



6.2 tn taking the decisions requested, the Mayor must have due regards to the Public Sector Equality
Duty; namely the need to eliminate discrimination, harassment, victimisation and any other conduct
prohibited by the Equality Act 2010, and to advance equality of opportunity between persons who
share a relevant protected characteristic (race, disability, gender, age, sexual orientation, religion)
or share it and foster good relations between persons who share a relevant protected characteristic
and persons who do not share it (section 149 of the Equality Act 2010). To this end, the Mayor
should have particular regarding to section 3 (above) of this report.

6.3 Officers have indicated in paragraph 1.8 of this report that the:

(a) framework under which it is proposed the hardware, software and licences required are to be
“called-off” can be used by the GLA by virtue of its procurement by Transport for London in
accordance with relevant procurement law; and

(b) the services/supplies required will be procured fully in accordance with the requirements of that
framework.

6.4 Officers must ensure that appropriate “call-off” documentation is put in place and executed by the
successful bidder(s) and the GLA before the commencement of the services/supplies.

6.5 To the extent that any services/supplies are unable to be procured via the framework as per
paragraph 6.3 above, such services/supplies required must be procured by Transport for London
Procurement who will determine the detail of the procurement strategy to be adopted in
accordance with the GLA"s Contracts and Funding Code.

6.6 Officers must ensure that appropriate contract documentation is put in place and executed by the
successful bidder(s) and the GLA before the commencement of any such services/supplies.

7. Planned delivery approach and next steps

Activity Timeline

RFP issued to suppliers 18 June 2018
Responses evaluated 29 June 2018
Award contract 29 June 2018
Design and delivery of SD-WAN (July to Sept 2018)
Phase 1 design and delivery of City Hall SD-WAN July 2018

Phase 2 design and delivery of Azure AD and server access July 2018

Phase 3 design and delivery of exchange mail routing changes July 2018

Phase 4 SD-WAN expanded to satellite sites August 2018
Project Closure {move to BAU) September 2019

Appendices and supporting papers:

None.



Public access to information
Information in this form (Part 1) is subject to the Freedom of Information Act 2000 (FOI Act) and will be
made available on the GLA website within one working day of approval.

If immediate publication risks compromising the implementation of the decision (for example, to complete
a procurement process), it can be deferred until a specific date. Deferral periods should be kept to the
shortest length strictly necessary. Note: This form (Part 1) will either be published within one working day
after approval or on the defer date.

Part 1 Deferral:

Is the publication of Part 1 of this approval to be deferred? YES :
If YES, for what reason:

Procurement of hardware and costings for services commercially sensitive.

Until what date: 27 July 2018

"Part 2 Confidentiality: Only the facts or advice considered to be exempt from disclosure under the FOl
Act should be in the separate Part 2 form, together with the legal rationale for non-publication.

Is there a part 2 form —NO

ORIGINATING OFFICER DECLARATION: Drafting officer to
confirm the
following (v)
Drafting officer:
Tom _Jackson has drafted this report in accordance with GLA procedures and )

confirms the following:

Sponsoring Director:

Martin Clarke has reviewed the request and is satisfied it is correct and consistent )
with the Mayor’s plans and priorities.

Mayoral Adviser:

David Bellamy has been consulted about the proposal and agrees the )
recommendations.

Advice:

The Finance and Legal teams have commented on this proposal. )

Corporate Investment Board
This decision was agreed by the Corporate Investment Board on the 18 June 2018.

EXECUTIVE DIRECTOR, RESOURCES:
| confirm that financial and legal implications have been appropriately considered in the preparation of this
report.

Signature AL :/)‘ ﬁ& Date (&. (. /€

| CHIEF OF STAFF; 1
| | am satislied that this is an appropriaie requesl to be submiiied to the Mayor

Signature D ’L‘:—~—) Date | /5 /201 8




