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11 November 2020
Dear I

Thank you for your request for information which the Greater London Authority (GLA) received
on 26 October 2020. Your request has been considered under the Freedom of Information Act
2000.

You requested:

I am writing to you under the Freedom of Information Act to request the following
information from your IT department. We are conducting research on the protection of
data stored within the public sector and wish to know the following:

e How many cloud data breaches have occurred within your organisation in 2019

and 20207

e How many cyberattacks have occurred within your organisation in 2019 and
2020?

e How many ransomware attacks have occurred within your organisation in 2019
and 20207

e How many data loss incidents have occurred as a result of lost or stolen devices
storing your organisation’s data (such as USB flash drives, Hard Drives, Solid
State Drives, mobile phones or laptops) within your organisation in 2019 and
20207
Please split any data supplied separately for 2019 and 2020.

Please find below the information we hold within the scope of your request

How many cloud data breaches have occurred within your organisation in 2019 and 2020?
2019-0

2020-0

How many cyberattacks have occurred within your organisation in 2019 and 20207

2019-0
2020 -1
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How many ransomware attacks have occurred within your organisation in 2019 and 2020?
2019-0
2020-0

How many data loss incidents have occurred as a result of lost or stolen devices storing your
organisation’s data (such as USB flash drives, Hard Drives, Solid State Drives, mobile phones or
laptops) within your organisation in 2019 and 20207

We are not aware of any incidents being reported. However, all our devices are encrypted so no
data loss will have taken place.

If you have any further questions relating to this matter, please contact me, quoting the
reference MGLA271020-8555.

Yours sincerely

Information Governance Officer

If you are unhappy with the way the GLA has handled your request, you may complain using the
GLA’s FOI complaints and internal review procedure, available at:
https://www.london.gov.uk/about-us/governance-and-spending/sharing-our-
information/freedom-information






