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Title: London Digital Security Centre 2018/19

Executive Summary:

The LDSC Board has reviewed the organisation, instituting some restructuring, and has carefully
consldered business case options open to it to deliver its objectives. It will deliver the following in
2018/19:
e Continuing and expanding the In the Community programme, and enhancing the free
membership proposition, expanding it for more scale.
® Set up a police preferred accreditation scheme, for cyber companies, badged through P-CPI
* Setup a badged accreditation for SMEs with tiered levels, again with P-CP! badging.
® Lead coliaboration with likeminded bodies to maximise resource and effectiveness
This decision seeks approval to provide the funding In order to undertake the above.

Recommendation:

The Deputy Mayor is asked ta:
e Agree the provision of £200,000 grant funding for LDSC for 2018-2019 to allow it to continue

fulfilling its objectives

 Agree this funding release in 3 tranches (£130k, £50k and £20k) to clear existing costs of
partnership activitles, provide a grant to caver this year's community autreach and provide for
ongolng professional advice on governance and future organisational restructuring

* Note the intention to explore alternative governance arrangements for LDSC, to achieve
synergles on management and back office casts with P-CP!

» Amend the existing grant agreement to clarify that £50,000 of this funding should be repaid from
any surpluses generated from cyber security activity in whatever entity this is achieved (P-CPI or
LDSC)

Deputy Mayor for Policing and Crime

t confirm | have considered whether or not | have any personal or prejudicial interest In this matter and
take the proposed decision in compliance with the Code of Conduct. Any such Interests are recorded
below.

The above request has my approval.

Signature ﬁ,rﬂ_{_ﬂj__ Wndol— Date OF |05 {8
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PART | - NON-CONFIDENTIAL FACTS AND ADVICE TO THE DMPC
Decision required - supporting report

1.1.

21,

22,

23

3.

3.2.

4.1.

Introduction and background

The LDSC was established In 2015 as a not for profit organisation that supports efforts of
govemment, industry and academia and seeks to add value to the digital security landscape.

It is focused on identification, assessment and management of digital security threats affecting small
and medium sized enterprises (SME). It is committed to evidencing a positive shift in the security
posture of its members.

The LDSC is a company limited by guarantee and currently comprises 5 members: MOPAC, Barclays,
The Rayal Bank of Scotland, London Federation of small Business and the NCC Group.

Issues for consideration

The LDSC has established a firm and positive presence in the digital security arena. It has built a
good base of membership within the SME community. The LDSC has worked with partners to put in
place an effective market place, enabling SME to wark with trusted partners to help protect
themselves from the threat of cybercrime. The LDSC working with the Police as a key partner is able
to act in an agile manner, reacting to timely threat information to put In place action to help protect
the SME community.

In order to mave forward the Board has given careful consideration to how the LDSC needs to
position itself. This will involve some adjustments ta its organisation and made of delivery.

The Board of LDSC has reviewed performance to date and considered its future strategy. There is an
opporturity to consolidate the management and back office functions of this initfative with P-CPI,
to achieve more efficient delivery of LDSC's objectives. The LDSC has also made good progress in
demonstrating that the potential for appropriate income generation and cost-recovery, in line with
the original intention that this initiative should become self-funding.

Sa as to facilitate this and to ensure that the Company continues to deliver cyber protection to
London's SMEs in line with the Police and Crime Plan, grant funding for 2018/19 will be required, at
a lower level than in previous years. it is intended that a proportion of the grant will be repayable
when the activities deliver any surplus.

Financial Comments

This grant is affordable within underspends carried forward from MOPAC's revenue budget for
2017/18. The grant provides a contribution towards LDSC's core activities; additional funding and
revenue generation strategies are being actively pursued to enable it to expand its work and reach a
wider range of small businesses in London to reduce their vulnerability to cyber crime.

The payment schedule Is contained in Part 2.

Legal Comments

MOPAC has worked with lawyers to ensure the legitimacy and efficacy of the proposed action.
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5. Equality Comments

1 Both LDSC and P-CP! have reviewed their responsibilities in respect of equality diversity and
Inclusion and this declsion does not present any ramifications

6. Privacy Comments

6.1.  Both LDSC and P-CP| have reviewed their responsibilities in respect of data protection and are

compliant with legislation. Both o
GDPR.

rganisations are in the process of ensuring thelr compliance with

7. Background/supporting papers

7.1 These are attached in Part Two.

@)

PCD May 2016



R e —

Information in this form (Part 1) s subject to the Freedom of Information Act 2000 (FOIA) and will be
made available on the MOPAC website following approval.

ruml'ﬂ_lt_: aEess?o inToaatTc;;

IF immediate publication risks compromising the implementation of the decision it can be deferred until a
Lspecific date, Deferral periods should be kept to the shortest Igngth strictly necessary.

Part 1 Deferral:
Is the publication of Part 1 of this approval to be deferred? No

If yes, for what reason:
. Until what date:

Part 2 Confidentiality: Only the facts or advice considered as likely to be exempt from disclosure
under the FOIA should be in the separate Part 2 form, together with the legal rationale for non-
publication.

s there a Part 2 form — Yes

I L S

ORIGINATING OFFICER DECLARATION

Tick to confirm
stotement (¥')

Head of Unit:
The Head of Strategy has reviewed the request and is satisfied it is correct and
consistent with the MOPAC's plans and priorities. v

Legal Advice:
The MPS legal team has been consulted on the proposal. v

Financial Advice:
The Strategic Finance and Resource Management Team has been consulted on this

proposal.

Equalities Advice:
Equality and diversity issues are covered In the body of the report. v

OFFICER APPROVAL

Chief Executive Officer

| represent MOPAC an the Boards of both LDSC and P-CP!. | have carefully considered and discussed with
other Board members the potential conflicts that this might lead to. |am confident that | have managed
these appropriately.

| have been consulted about the proposal and confirm that financial, legal and equalities advice have been
taken Into account in the preparation of this report. | am satisfied that this is an appropriate request to be
submitted to the Deputy Mayor for Policing and Crime.

signature {0 [ o veaCe pate 005 (1%
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