M O P A C MAYOR OF LONDON

DMPC Decision — PCD 1834

Title: Decision to accept Home Office funds to facilitate payment for the Cyber
Resilient Centre for London for FY2025-26

Executive Summary:

The Cyber Resilience Centre for London (CRCL) was established to focus on cyber-crime prevention
activity for micro, supporting small and medium sized companies across London. This is a National
Police Chiefs Council led programme, funded by the Home Office, with money routed through the City
of London Corporation.

London’s Cyber Resilience Centre operates through a private company limited by guarantee,
established for such purpose and known as Cyber Resilience Centre for London Limited (‘the CRCL
Company’).

MOPAC owns this company directly, and MOPAC acts as the police body through which Home Office
funding for London’s Cyber Resilience Centre is facilitated. MOPAC will own this company for the until
changes set out below come into effect. MOPAC is the sole member, no costs will be borne by
MOPAC, with all money for operating costs refunded to MOPAC (via the City of London Police) from a
Home Office grant for Regional Cyber Resilience Centres.

In the forthcoming year the activity carried out by the CRCL will transfer to a police led national body.
However, pending this transfer funding will still be required by the CRCL. As an interim measure, the
Home Office has agreed to an extension of the CRC funding for cyber specific personnel for the first
quarter of the new financial year, from 1 April to the end of June 2025. It is likely that this staged
approach will continue.

Recommendation:
The Deputy Mayor for Policing and Crime is recommended to:

1. Approve that MOPAC accept grant funding from Home Office (via the City of London Police) for
London’s Cyber Resilience Centre.

2. Approve that the London CRC is provided with up to £171,000 for financial year 2025/26, only
as and when funding from the Home Office is confirmed.

3. The first payment will cover all staff and related costs for the first quarter (Apr-Jun) of 2025/26.
Subsequent payments may be made subject to appropriate funding from the Home Office.
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Deputy Mayor for Policing and Crime

| confirm | have considered whether or not | have any personal or prejudicial interest in this matter
and take the proposed decision in compliance with the Code of Conduct. Any such interests are
recorded below.

The above request has my approval.

Date 08/04/2025
Signature

PART | - NON-CONFIDENTIAL FACTS AND ADVICE TO THE DMPC

1. Introduction and background

1.1. Cyber Resilience Centres (‘CRCs’) provide targeted advice and guidance to small and
medium sized companies (‘SMEs’) to reduce and prevent cyber-crimes and cyber-
enabled crimes.

1.2. The CRCs model is led by the National Police Chiefs Council (‘NPCC’), supported
through a central company National CRC Group Limited that provides services to
regional CRCs.

1.3.  Funding to support the CRC in London and in the regions comes from the Home Office,
through the City of London Corporation to policing bodies and on to the regional
CRC’s.

1.4. The Cyber Resilience Centre for London Limited (the CRCL Company), is wholly owned
by MOPAC.

2. Issues for consideration

2.1. The Home Office grantis provided in arrears and there is an expectation that MOPAC, will
provide funding to CRCL pending reimbursement from the HO grant, via the City of London
Police who are the initial recipient of the Home Office grant.

2.2. In the last year a decision has been taken that the regional model will be changed and
move from being company based to being part of policing delivery. The new model will be
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2.3.

2.4.

2.5.

3.1

3.2.

3.3.

5.1.

run on a national basis through the City of London Corporation and City Police as the
National lead force.

The implementation of these changes is moving ahead but it will take time. In order to
maintain delivery of these important services the London CRC, as with all the regional
CRC'’s are continuing to operate. To facilitate this the Home Office have issued a letter of
comfort stating that at least for the first quarter they will meet all the staff and related
costs for the CRC’s. This includes the CRC for London.

For the purposes of this decision, it is assumed the HO grant to CRC’s will remain
consistent by awarding cc.£171,000 for FY2025-26. However, indications are that these
national changes will lead to an increase in Home Office funding. Until the HO provides
clarity, they have agreed an extension of the CRC National Cyber Crime Programme (NCCP)
funding for cyber specific personnel (staff and officers) for the first Quarter of the new
financial year, from 1 April to the end of June 2025. This is confirmed in an attached letter
of comfort.

Receipt of this funding allocation will be conditional on performance and financial
reporting, which will be set out in the Grant Agreement that will follow later in the
new financial year.

Financial Comments

There is no net financial impact on MOPAC as all costs are reimbursed by the Home
Office.

MOPAC will pay London CRC in advance for costs incurred on staffing for the first
quarter of 2025/26. The Home Office will then pay MOPAC a grant to cover these costs
via the City of London Police (who administer the grant). There is a risk to MOPAC as
the costs are paid in advance, but this is mitigated by the letter of comfort from the
Home Office confirming they will reimburse MOPAC for costs incurred in the first
quarter of 2025/26.

It is likely given the complexity of the proposed structural changes that further
guarterly payments will be needed. These will only be agreed once Home Office
funding to support the costs is confirmed.

Legal Comments

Paragraph 4.8 of the MOPAC Scheme of Delegation and Consent provides that the

Deputy Mayor for Policing and Crime (DMPC) has delegated authority to approve all
bids for grant funding.

Commercial Issues

Funding of £171k for 2025/26 from the Home Office is required to go to the Cyber
Resilience Centre for London which is a company wholly owned by MOPAC.
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5.2

5.3

7.1.

This arrangement is exempt from the Procurement Act 2023, as noted within Schedule
2 Part 1, paragraph 2, as it’s a ‘counterparty exempted contract: vertical arrangement’
which exempts if from the full force of the legislation.

The actions proposed can be taken in compliance with procurement legislation and
MOPAC’s Contract Regulations.

Public Health

N/A

GDPR and Data Privacy

MOPAC will adhere to the Data Protection Act (DPA) 2018 and ensure that any
organisations who are commissioned to do work with or on behalf of MOPAC are fully
compliant with the policy and understand their GDPR responsibilities.

Equality Comments

8.1. MOPAC is required to comply with the public sector equality duty set out in
section 149(1) of the Equality Act 2010. This requires MOPAC to have due regard to the
need to eliminate discrimination, advance equality of opportunity and foster good
relations by reference to people with protected characteristics. The protected
characteristics are: age, disability, gender reassignment, marriage and civil partnership,
pregnancy and maternity, race, religion or belief, sex and sexual orientation.

Background/supporting papers

e Appendix 1: Home Office Letter; National Cyber Crime Programme: Allocation
of Funding for 2025/26
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Public access to information

Information in this form (Part 1) is subject to the Freedom of Information Act 2000 (FOIA) and will be
made available on the MOPAC website following approval.

If immediate publication risks compromising the implementation of the decision it can be deferred
until a specific date. Deferral periods should be kept to the shortest length strictly necessary.

Part 1 Deferral:

Is the publication of Part 1 of this approval to be deferred? NO
If yes, for what reason:

Until what date:

Part 2 Confidentiality: Only the facts or advice considered as likely to be exempt from disclosure
under the FOIA should be in the separate Part 2 form, together with the legal rationale for non-
publication.

Is there a Part 2 form — NO

Tick to confirm

ORIGINATING OFFICER DECLARATION
statement (V')

Financial Advice: 4
The Strategic Finance and Resource Management Team has been consulted on
this proposal.

Legal Advice: v
Legal advice is not required.

Equalities Advice: v
Equality and diversity issues are covered in the body of the report

Commercial Issues v
Commercial issues are not applicable

GDPR/Data Privacy v
e GDPR compliance issues are covered in the body of the report
Drafting Officer v

Maxine Gordon has drafted this report in accordance with MOPAC procedures.

Director/Head of Service: v
The Robin Merrett has reviewed the request and is satisfied it is correct and
consistent with the MOPAC's plans and priorities.

Chief Executive Officer

| have been consulted about the proposal and confirm that financial, legal and equalities advice has
been taken into account in the preparation of this report. | am satisfied that this is an appropriate
request to be submitted to the Deputy Mayor for Policing and Crime.

Signature Date 07/04/2025
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Appendix 1: Home Office Letter; National Cyber Crime Programme: Allocation of Funding for 2025/26

3

Home Office

John Evans

Home Office Cyber Police Unit

Homeland Security Group

2 Marsham Street

London SWI1P 4DF
www.gov.uk/home-office

Email: public enquiries@homeoffice gov.uk

Andrew Gould CISSP, CISMP
T/Commander

Cyber and Economic Crime

City of London Police

Andrew. Gould@cityoflondon.police. uk

14 February 2025
Dear Andrew,
National Cyber Crime Programme: Allocation of Funding for 2025/26

In relation to the National Cyber Crime Programme, unfortunately we are not yet at the
stage where we can confirm the full allocation for FY 2025/26. However, given the
importance and unique position of the Programme, we wanted to write to confirm that, as
an interim measure, the Home Office will agree to an extension of the NCCP funding for
cyber specific personnel for the first Quarter of the new financial year, from 1 April to the
end of June 2025.

To clarify, this offer relates to personnel (staff and officers) under the whole of the current
Programme, including initiatives and workstreams that may be closed to allow greater
onus on priority cyber areas:

- Capabilities that have received National Cyber Security Programme funding over
the past three financial years, specifically the Cyber Resilience Centres, the Cyber
Digital and Special Volunteers, the Police CyberAlarm, the Dark Web work, the
ISOs, and the local force Cyber Crime Units.

- The additional allocation from the Integrated Security Fund for the CRCs.

- The Home Office funding for the main local force cyber build, and the additional
money for the Programme HQ build.

This offer does not extend to any NCCP funding received from other sources or teams in
the Home Office for wider initiatives, such as anti-money laundering or fraud.

I am conscious that this still leaves staff with a level of uncertainty. Our aim is to write
again, as soon as we are able, to confirm the allocation for FY 2025/26. As you can
imagine with the ongoing SR Phase | & Il and the Zero-Base Review it has extended the
normal process for being able to confirm available funding. | therefore hope this interim
measure provides a level of confidence to staff and we will work to provide definitive
allocations as soon as possible.

As usual, receipt of this funding allocation will be conditional on performance and financial

reporting. These will be set out in more detail in the Grant Agreement which will follow
later in the new financial year.

I would like to thank you for the hard work in delivering cyber crime capabilities in the
current financial year and the support that you have given to my unit in the Home Office
through the SR process.

I am copying this letter to Wendy Henderson, Lianne Babbs-Reilly, Steve Bell, Selena
Geerts, Mohammed Razzag and the wider cyber crime programme team in the Home
Office. Please do forward on this letter as necessary.

Steve and Selena in my unit would be happy to discuss further if you have any questions.
Yours sincerely,

John Evans

Cyber Policy Unit
Home Office
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