M O P A C MAYOR OF LONDON

DMPC Decision — PCD1637

Title: IT Platform Upgrade

Executive Summary:

This project concerns maintenance and upgrades to the MPS's Secret IT Platform, known as Pyxis. The
upgrades replace obsolete IT solutions and deliver operational efficiencies for Covert and
Professionalism Command users. Technical details are highly sensitive.

Funding is from the MOPAC-approved Digital Data & Technology (DDAT) Capital Plan 24-25, with
procurement via existing reseller frameworks.

Recommendation:
The Deputy Mayor for Policing and Crime is recommended to:
1. Approve project capital of £1.98m from the MOPAC-approved Digital, Data and
Technology (DDaT) Capital Budget.
2. Approve additional BAU revenue spend of £225k per annum from FY 2027/28,
managed in the MTFP.
3. Approve direct awards via Value Added Resellers with total contract values
totaling up to £1.63m and contract terms ofmup to five years including extension
options.

Deputy Mayor for Policing and Crime

| confirm | have considered whether or not | have any personal or prejudicial interest in this matter
and take the proposed decision in compliance with the Code of Conduct. Any such interests are
recorded below.

The above request has my approval.

a&l.lﬂ. lk.u.,\(iﬁ}-«- ; Date 12/03/2024

Signature
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PART | - NON-CONFIDENTIAL FACTS AND ADVICE TO THE DMPC

1.

Introduction and background

1.1.

This business case concerns maintenance and upgrades to the MPS Secret IT Platform.
This IT platform is used by officers and staff in specialist commands for the most
sensitive investigations and operations. All data on the platform is classified as Secret
under the Government Marking Scheme.

Issues for consideration

2.1.

2.2.

2.3.

2.4.

The MPS IT Secret Platform must be maintained with up to date functional and cyber
security capabilities. At the same time, users in Covert and Professionalism
Commands require greater flexibility and more streamlined processes to meet
increased demands on their workloads.

The upgrades in this business case will reduce pressure on 'secure' areas and enable
users to work more flexibly, whilst also maintaining high levels of information
security.

This business case primarily support the Mayor's priority of Increasing Trust and
Confidence. Professionalism Command is tasked with investigating allegations of
misconduct against officers and staff, and helping to remove those found guilty of
gross misconduct. The IT solutions contained in this business case are used by
Professionalism Command.

The MPS Secret Platform is also the only accredited IT platform for sensitive major
inquiries, such as historic Anti-Corruption Inquiry and the Undercover Policing Inquiry.
The new technology will support those investigations to work more efficiently.

Financial Comments

3.1.

3.2.

Capital spend of £1.98m funded from within the MOPAC-approved DDAT capital
budget. No additional funding is requested. The project will complete in 2024/25 FY.
Revenue costs from 2027/28 increase by E225k pa. This cost will be managed by DDAT
in the MTFP.

Legal Comments

4.1.

There are no legal issues arising from this business case outside of those pertaining to
the commercial route to market.

Commercial Issues

5.1.

5.2.

The MPS will achieve value-for-money by competitively tendering via the Health Trust
Europe framework using the existing Value Added Resellers, SoftCat and
Computacenter. The contract includes up to five years' support, maintenance,
licencing and/or subscription services for some items including all extension options.
Due to the nature of this business case, upgrading key IT processes at Secret level,
there is no direct contribution to the London Anchor Institutions' Charter.

GDPR and Data Privacy

6.1.

The MPS is subject to the requirements and conditions placed on it as a 'State' body
to comply with the European Convention of Human Rights and the Data Protection
Act (DPA) 2018. Both legislative requirements place an obligation on the MPS to

PCD July 2020 2



process personal data fairly and lawfully in order to safeguard the rights and freedoms
of individuals.

6.2. Under Article 35 of the General Data Protection Regulation (GDPR) and Section 57 of
the DPA 2018, Data Protection Impact Assessments (DPIA) become mandatory for
organisations with technologies and processes that are likely to result in a high risk to
the rights of the data subjects.

6.3. The Information Assurance and Information Rights units within MPS will be consulted
at all stages to ensure the project meets its compliance requirements.

6.4. The screening questions have been completed and a DPIA is not required because the
project does not use personally identifiable data of members of the public, so there
are no GDPR issues to be considered.

7. Equality Comments

7.1. MOPAC is required to comply with the public sector equality duty set out in section
149(1) of the Equality Act 2010. This requires MOPAC to have due regard to the need
to eliminate discrimination, advance equality of opportunity and foster good relations
by reference to people with protected characteristics. The protected characteristics
are: age, disability, gender reassignment, marriage and civil partnership, pregnancy
and maternity, race, religion or belief, sex and sexual orientation.

7.2. No negative impact has been identified to any individual and/or group safeguarded by
a protected characteristic and to those who are not, thereby negating the
requirement to document any mitigation. As this is an upgrade of an existing service
this work does not change any aspects relating to equality or diversity.

8. Background/supporting papers
None.

Part 2 - This section refers to the details of the Part 2 business case which is NOT SUITABLE
for MOPAC Publication.

The Government Security Classification marking for Part 2 is:
OFFICIAL-SENSITIVE [COMMERCIAL]

Part 2 of Pyxis Communications BJP is exempt from publication for the following reasons:

Exempt under Article 2(2)(a) of the Elected Local Policing Bodies (Specified Information)
e Order 2011 (Data Protection Section 31 - Prejudice to Law Enforcement).

Exempt under Article 2(2)(a) of the Elected Local Policing Bodies (Specified Information)

e Order 2011 (Data Protection Section 43 - Trade Secrets and Prejudice to Commercial
Interests).

The paper will cease to be exempt upon completion of the contract. This is because the
information is commercially sensitive and could compromise future procurement activity.
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Public access to information

Information in this form (Part 1) is subject to the Freedom of Information Act 2000 (FOIA) and will be
made available on the MOPAC website following approval.

If immediate publication risks compromising the implementation of the decision it can be deferred
until a specific date. Deferral periods should be kept to the shortest length strictly necessary.

Part 1 Deferral:

Is the publication of Part 1 of this approval to be deferred? YES/NO
If yes, for what reason:

Until what date:

Part 2 Confidentiality: Only the facts or advice considered as likely to be exempt from disclosure
under the FOIA should be in the separate Part 2 form, together with the legal rationale for non-
publication.

Is there a Part 2 form — YES

Tick to confirm

ORIGINATING OFFICER DECLARATION
statement (V')

Financial Advice: v
The Strategic Finance and Resource Management Team has been consulted on
this proposal.

Legal Advice: v
The MPS legal team has been consulted on the proposal.

Equalities Advice: v
Equality and diversity issues are covered in the body of the report.

Commercial Issues v
Commercial issues are covered in the body of the report.

GDPR/Data Privacy v
GDPR compliance issues are covered in the body of the report .

Drafting Officer v
Omo Okuonghae has drafted this report in accordance with MOPAC procedures.

Director/Head of Service: v
The MOPAC Chief Finance Officer and Director of Corporate Services has
reviewed the request and is satisfied it is correct and consistent with the
MOPAC’s plans and priorities.

Chief Executive Officer

| have been consulted about the proposal and confirm that financial, legal and equalities advice has
been taken into account in the preparation of this report. | am satisfied that this is an appropriate
request to be submitted to the Deputy Mayor for Policing and Crime.
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Signature

&L&(\M\C\ e L j"t'?\fw( '

Date 12/03/2024
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