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1) Purpose of Paper 

The purpose of this paper is to provide the annual update on information 

governance within the MPS.  

2) Recommendations – that the Oversight Board review and acknowledge the 

challenges faced and progress made in the area of information governance and 

the preparations to introduce new capabilities to the MPS through the 

implementation of the Data Office. 

3) Summary 

• The MPS has continued to address the significant challenges that have 

stretched its information governance abilities this year – these include some 

legacy challenges but also a number of areas where demand currently 

outstrips resource. 

• Despite seeing continuous growing demands the MPS has improved its 

response to Rights of Access and Freedom of Information requests.  

• The MPS has increased investment in current and new data/information 

capabilities and reinforced senior ownership of data by creating a new data 

board, chaired by the Chief of Corporate Services. 

• The MPS has built on its constructive working relationship with the regulators 

in the area of information governance; including the Information 

Commissioner’s Office (ICO) and DARA 

• The implementation of the Data Office has commenced, which will bring 

increased capacity and capabilities that will expand and mature data 

governance. 
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4) Information Governance 

a) Information governance in the MPS has traditionally been focused on 

managing information risk, assurance and compliance. It has done this through 

the Information Assurance and Security Board (IASB) chaired by Assistant 

Commissioner Ball in the role of Senior Risk Information Owner (SIRO). The 

IASB has been superseded by the Data Board, which is chaired by Robin 

Wilkinson, the MPS Chief of Corporate Services and attended by senior MPS 

leaders, bringing greater strategic focus on data as an asset. MOPAC are also 

represented on the MPS Data Board. The purpose of the Data Board is to 

ensure the MPS is making best use of its data to deliver the Met Direction, our 

strategy to 2025, and become a data driven organisation and that it does so in 

a manner that respects data privacy and upholds public confidence. This has 

broadened the strategic approach to data and ethical data analytics, widening 

ownership and expanding opportunity.  

b) The Data Board reinforces the governance around compliance to data 

legislation and provides a foundation to govern how we become a more 

transparent, open and ethical data-driven organisation.   

c) The MPS has invested in a five year programme of work, the Information 

Futures programme, which will introduce the capabilities required to be a data-

driven organisation: 

• Through the Information Futures Programme, strategies required to govern 

data, deliver analytics and data literacy have been agreed, these are : 

• Data Strategy 

• Data Talent Strategy 

• Analytics and Advanced Analytics Strategy 

These strategies set out how the MPS will achieve the objectives of  

• Compliance & Quality. 

• Improving Policing Effectiveness and  

• Exploiting Data Opportunities.  

• The design of a Data Office has been agreed and will build on the existing 

establishment. The Data Office will own and drive the data compliance and 

analytics agenda, consolidate and further develop existing MPS data and 

insight services and better enable data sharing and collaboration to serve 

the public and external partners. 

• Implementation of the Data Office has commenced with recruitment for 

priority posts taking place alongside service redesign and exploration of 

technology. The transition to the full design of the Data Office is expected 

to take 24 months, however significant prioritisation is underway rapidly to 
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build capacity and capability in key areas, for instance data sharing and 

sustaining performance improvements in responding to Freedom of 

Information and Rights of Access requests. April 2020 will see a soft launch 

of the Data Office. 

• An ethical framework for the use of data is in design. 

• The redesign and implementation of an Information Asset Register has 

commenced. The register collates by department the information held 

electronically and in paper record format, so that we can have confidence 

about what we hold and how it is governed. More than 50% of the 

organisation assets have now been recorded and is continuing on the next 

priority areas.  

5) Key Risks  

Corporate Risks 

a) Over the last year information management has remained on the Corporate 

Risk Register. During the annual refresh of the risk register in June 2019, the 

risk was revised. The short term risk was identified as - “Failure to comply with 

regulations related to the management of data lawfully and ethically leading to 

a loss of trust and confidence in policing (Data Protection Act 1998 & 2018)” 

The long term risk relating to data governance was incorporated as part of the 

risk - “Legitimacy in the Met is weakened because we fail to strike the right 

balance of ethical and effective policing in light of new and emerging tools and 

tactics”.  

b) Our progress to control these risks is regularly reviewed at the Risk and 

Assurance Board and during the year additional measures were introduced 

due to the following factors:  

• The MPS continued to experience a rise in demand for Data Protection Act 

requests (largely Right of Access requests that entitle individuals to find out 

if an organisation is using or storing their personal data) and Freedom of 

Information requests. This has meant that we have faced real challenges 

with our ability to comply with statutory time frames.  

• In June 2019, the MPS received Enforcement Notices for contravention of 

data protection legislation due to its failure to respond in a timely manner 

to Right of Access requests with a requirement given to respond to 1,727 

applicants under Data Protection Act 2018 and 8 applicants under Data 

Protection Act 1998. 

• In December 2019, the ICO began to increase its scrutiny on the timeliness 

of response to Freedom of Information requests. 
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Rights of Access Requests 

c) During 2019, a Gold Group approach was introduced to oversee improvements 

in response to Rights of Access requests and effectively manage the back-log 

of overdue Data Protect Act requests. The Chief of Corporate Services chaired 

the Gold Group, which included senior leaders from across the Met as well as 

MOPAC. The work undertaken included a temporary uplift in resources and 

alongside agreement for additional posts in order to manage the sustained 

increase in demand. Process and policy changes have been implemented and 

shared with the Information Commissioner’s office.  

d) In December 2019, the MPS completed its response to all cases in the 

enforcement notices concerning Rights of Access Requests. A response is 

awaited from the ICO. Progress on reducing the oldest Rights of Access cases 

has continued with only 18 cases now remaining over 6 months old and 

timeliness has improved with 91% of requests received in November 2019 

responded to on time and similarly high performance for December 2019 

requests when 89% of cases were responded to within time limits. Similarly 

there has been improved performance in Freedom of Information requests in 

that the number of overdue cases has been more than halved from 463 to 170 

cases, with only 7 cases now older than 6 months. 67% of cases received in 

December 2019 were responded to within time limits 

Gang Violence Matrix 

e) The learnings from the rectification work on Gang Violence Matrix data sharing 

have continued to be taken forward, most notably on data sharing agreements. 

Croydon Council have led work with the MPS and the support of colleagues in 

other local authorities to develop data sharing templates. The ICO have 

provided valuable feedback on the work undertaken. Data sharing 

agreements, compliant with the 2018 legislation, are in the process of being 

finalised and signed for the main areas of partnership work [gang violence, 

Chanel, MASH, Youth Offending Teams (YOT), MAPPA, IOM, MARAC and 

Adult at Risk]. Encouraging feedback has been received from the Information 

Commissioners Office (ICO) on the actions taken to comply with their 

enforcement notice relating the Gang Violence Matrix and it is anticipated that 

communication will shortly be received that the enforcement is lifted.  

Catt Judgement 

f) In January 2018, the European Court of Human Rights issued the “Catt 

Judgement”.  This relates to a request made in March 2010 by a peace activist 

named Catt, he made a Data Protection Act 1998 (DPA) Subject Access 

Request (SAR) to the Metropolitan Police Service (MPS) for personal 

information held about him. He wished his records to be deleted. After a series 

of UK and ECHR appeals. The ECHR found that the MPS collection of 
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information on an individual was justified. It found that the way it managed the 

information and the lengthy retention was not justified and required that the 

MPS delete records relating to Catt. All records have now been deleted, thus 

immediate actions required by the Catt Judgement have been completed and 

a response provided to the European Courts. Work is underway to apply the 

learning from this case and ensure review, retention and deletion is in place 

across systems, with an approach prioiritsed to risk and impact.  

g) Implementation of the Data Office will introduce further measures that ensure 

the MPS has the resources and services to improve our compliance with 

legislation and governance of data as an asset. 

6) Audits 

a) In 2019 DARA conducted an audit on the MPS’s Framework Supporting Data 

Protection Compliance. This audit evaluated the effectiveness of the control 

framework for data protection compliance as it continues to develop and 

transition to new arrangements under the Data Office. It also reported progress 

on the agreed actions from the 2017/18 DARA audit on the MPS Preparations 

for Data Protection/GDPR. The audit concluded that the control framework 

currently in place for ensuring compliance with Data Protection legislation is 

not operating effectively with a number of key controls absent or not being 

applied consistently. It highlighted a number of key areas of non-compliance 

with the DPA 2018 and MoPI, primarily due to the inability to review, retain and 

delete information across all systems, and the service delivery for Rights of 

Access requests.  

b) Progress continues to be made towards the audit recommendations, most 

notably improving performance in Rights of Access requests and on the 

Information Asset Register. Following a redesign, a refresh of the Information 

Asset Register is taking place with visits to departments to record the physical 

and technical data held. To date over 50% of the organisation’s systems are 

captured. Progress and findings from the Information Asset Register are 

reported to the Data Board. 

c) We expect to expedite the work as capabilities and capacity in the Data Office 

are grown.  

7) MPS engagement with the Regulators 

a) Information Commissioner: The MPS continues to have a constructive working 

relationship with the ICO that involves regular meetings and contact with the 

ICO leads, this means that we are able to discuss issues and trends in an open 

and productive manner. James Dipple-Johnstone, Deputy Commissioner for 

ICO has had meetings with both the MPS Commissioner and Robin Wilkinson. 

This relationship enables the MPS to provide context on the challenges faced 
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and progress made to address these, demonstrating that the MPS takes the 

requirements of data compliance and data privacy seriously.  

b) Investigatory Powers Commissioner's Office (IPCO):  MO5 Covert Governance 

act as the contact point for this body, communicating on a daily basis to manage 

authorities and also on an annual basis to manage the inspections undertaken 

by IPCO. MO5 are responsible for the investigation of any breaches of the 

legislation, conducting a review of the activity and implementing any required 

process changes.  

c) The MPS are committed to working in collaboration with IPCO to make certain 

that there are enduring processes in place to ensure that the MPS is compliant 

with data standards and associated legislation.  

d) Office of the Biometrics Commissioner (OBC): The MPS continues to have a 

constructive working relationship with the OBC which includes a regular 

quarterly meeting with the Director of Forensic Services.  The OBC visited the 

MPS in December 2019 to examine compliance with the sections of the 

Protection of Freedoms Act 2012 (PoFA) relevant to the taking, retention and 

use of DNA, fingerprints and footwear impressions. The OBC met with the 

Commissioner, AC Ephgrave, the Director of Forensic Services and a number 

of groups during the three day visit and acknowledged the action taken within 

the MPS to tackle a number of significant, challenging issues faced by the 

service that relate to biometrics. This includes the establishment of a Strategic 

Board that will meet quarterly to oversee all work undertaken around biometrics 

and monitor the actions taken from the OBC’s recommendations. A Working 

‘Sub’ Group of the Strategic Board, will meet on a bi-monthly basis.  The OBC 

noted that many of the current challenges faced by the MPS around biometrics 

will be mitigated by the introduction of the new MPS CONNECT computer 

system but also that temporary solutions will need to be found given the delay 

to delivery. Areas for improvement had, in the main, already been identified by 

the MPS and a great deal of good practice was identified during the visit. 

8) Future Opportunities with data and information 

a) Met Direction, our strategy to 2025, has seven priorities. One of these is “Seize 

the opportunities of data and digital tech to become a world leader in policing”. 

The Strategy acknowledges that our ability to use data and information 

effectively and efficiently is critical for our safety and the public’s. It also asserts 

that rising to the challenges and opportunities of a digital age will require 

investment and commitment. During 2019 investment in the Data Office and in 

the Information Futures program was agreed. 

b) In the coming year the Information Futures Programme will focus on delivering 

capabilities in the Data Office, making available data and analysis to better 

inform police decision-making, increase data sharing and partnership 
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collaboration and enhance the way data is collected and stored. This includes: 

• Implementation of the Data Office which will grow capabilities to reinforce 

data/information governance, improve data quality and deliver insights 

from data. 

• Translating the Data Strategy, Analytics Strategy and Talent Strategy into 

service improvement.  

• Establishing an ethical framework for the use of data, including a Data 

Ethics Committee 

• Securing a Data Archive solution to allow us to store compliant data and 

remove legacy systems before our integrated technical solution (Connect) 

goes live. 

• Applying a structured approach to improving Data Quality 

• Embedding and expanding Proof of Concepts on data and analytics that 

deliver new insights 

c) The MPS continues to work closely national leads including the National Police 

Chief’s Council on Information Management headed by Commissioner Ian 

Dyson, City of London Police and the Performance Management Coordination 

Committee chaired by Chief Constable Bill Skelly. 

d) We also continue to build on relationships with the Home Office. We are taking 

part in the national work funded by the Home Office Police Transformation 

Fund that seeks to apply a National Data Analytics Service, led by West 

Midlands Police. 

9) Conclusion – This has been a challenging year with considerable progress made 

in setting the foundations from which to expand the MPS’ governance and 

compliance approach. Performance in response to Rights and Access and 

Freedom of Information requests has improved. Next year, the investment in the 

Data Office will expand capabilities and enable further progress to becoming truly 

data driven in an open, ethical and legally compliant way. 

 

 


