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1. Purpose of this Paper 

 
The purpose of this paper is to provide a briefing to the MOPAC and MPS 
Oversight Board in relation to the Gang Violence Matrix (GVM).  

 
2. Recommendations – that the Oversight Board: 

 
a) Review and acknowledge the progress made against the MOPAC 

recommendations on the Gangs Violence Matrix.   
 
3. Summary 

 

•  The MPS believes the Gangs Violence Matrix to be a vital tool in reducing 
gang violence, safeguarding those exploited by gangs and preventing 
young lives being lost. 
 

•  The MPS has worked extensively to address recommendations made by 
the Information Commissioner’s Office and MOPAC in its use of the GVM. 

  

•  The MPS fully recognises the need for communities to have confidence in 
how the GVM operates and has undertaken significant engagement to 
communicate its approach.   

 

•  The MPS is committed to learning the lessons from the MOPAC and ICO 
review of the GVM. 
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4. Gangs Violence Matrix  
 

4.1. Gang related violence represents a significant percentage of the most 
serious and harmful offending and victimisation in London. A third of all 
non-Domestic or Counter Terrorism related homicides and nearly half of all 
shootings are gang-related.  

 
4.2. The Gangs Violence Matrix (GVM) is an intelligence and prioritisation tool 

developed by the Metropolitan Police Service (MPS) to identify those most 
at risk of gang-related violence, either as offenders or victims.  

 
4.3. The GVM is a vital tool in reducing gang violence, safeguarding those 

exploited by gangs and preventing young lives being lost. Independent 
analysis by the Mayor’s Office for Policing and Crime (MOPAC) published 
in the ‘Review of the MPS Gangs Matrix’ (December 2018) identified the 
positive impact of the GVM in reducing offending and victimisation. 

 
4.4. The MPS was issued with an Enforcement Notice by the Information 

Commissioners Office (ICO) with 16 recommendations in relation to the 
GVM. Work to address these was led by DAC Duncan Ball, with oversight 
from MOPAC. Extensive work has been completed on data assurance, 
governance and practice. On 4 October 2019 the ICO wrote to the MPS 
agreeing the majority of its recommendations had been addressed. 

 
4.5. An outstanding area is the signing of Data Sharing Agreements (DSAs) 

with partners. The MPS stopped sharing the GVM with partners in 
November 2018 and this will only resume when DSAs are in place. The 
MPS is progressing these and hope to have them agreed by December 
2019. 

 
4.6. The MPS has also worked with MOPAC to address recommendations 

made in its December 2018 review. Many of these recommendations have 
been met, however work continues on data sharing and capturing police 
and partner activity. Progress in this work is monitored through a joint 
MPS/MOPAC Oversight Group. See Appendix 1. 

 
4.7. The MPS recognises the need to continue to explain the use of the GVM 

and address concerns about BAME groups being disproportionately 
represented on the GVM. Police data and Accident and Emergency data 
indicates that young, African Caribbean men are disproportionally 
represented as offenders and victims of serious violence. The GVM is 
reflective of this. The MPS is committed to working in partnership with 
MOPAC to better understand the link between serious violence, 
deprivation and the GVM.  
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4.8. The MPS have undertaken significant engagement with communities to 
improve understanding and seek feedback on the GVM. An external 
website has been created to provide information on the GVM, as well as 
share key documents and answer Frequently Asked Questions (FAQs).  

 
4.9. The learning from the GVM work is informing Information governance 

across the MPS, in particular the new MPS Data Strategy. 
 

___________________________ 



MPS Gang Violence Matrix Appendix 1: Recommendation Tracker

No. RAG MPS action Update

1

Comprehensive overhaul of the Matrix Operating Model and review the model annually and 

provide training to all users on this model. This is to include: Making sure the right people are on 

the Matrix, people are added/removed in standardised and evidence based manner, once 

removed the gang label doesn't follow them, Matrices are refreshed regularly, guidance on social 

media is updated and that data protection principles and legislation are fully applied.

A new Standard Operating Procedure (SOP) and policy document have been produced on the Gang 

Violence Matrix (GVM). The SOP and policy sets out the operation and governance of the GVM across 

London and at BCU level. Data Protection principles and legislation underpin this. A full training regime 

has been delivered to support this. Regular data assurance checks and audits are undertaken to ensure 

the GVM remains up-to-date and policy is adhered to.    

2

Review of Green scorers with a focus on current zero scorers, those that have never scored or 

remained Green during their life on the Matrix, and those under 18.

All green scorers on the GVMatrix were reviewed across London. This work was completed in the 

summer of 2019 and resulted in approximately 400 being removed from the GVM.  This work also 

resulted in gang membership being evidenced for a large number of live greens on the GVM. Audit and 

oversight arrangements are established to ensure regular review.

3

MOPAC and MPS engage the Equality and Human Rights Commission in .an advisory capacity to 

support and offer guidance in the delivery of recommendations in this review and ongoing work 

to address issues around human rights, disproportionally and production of an EIA

An EIA is in place for the GVM, which the MPS believes addresses legal and DP requirements. MOPAC 

and MPS are exploring whether independent assessment of this EIA is desirable going forward.

4

Strengthen governance of the Matrix and the officers and partners that use it, creating a single 

point of responsibility for each BCU to ensure there is no discrimination, risk around data 

breaches are assessed and mitigated, track progress around MOPAC recommendations, review 

intelligence processes and flows that create knowledge around gangs, assess the Matrix in light of 

technological advances, oversee audits and work with MOPAC to conduct new analysis exploring 

disproportionally issues. 

Strategic governance of the GVM sits at Commander Level within Met Intelligence. Met Intelligence own 

the policy and standards for how the GVM is managed across the BCUs. All 12 BCUs have Superintendent 

SPOCs who are responsible for locally delivery of the GVM. The MPS has a full audit process 

implemented for the GVM delivered by the MPS Covert Governance and Standards Unit. These audits 

include physical inspection of BCUs, system audits and review of GVM access. 

5

Improves systematic data capture across all aspects of the Matrix process. To include 

demographics (gender, age, ethnicity), nature and extent of police activity for those on the Matrix 

and of non enforcement interventions. Further recommend MOPAC and MPS conduct annual 

review of the Matrix population in comparison with wider London gang and violent offender 

profiles. 

Gender, Age and Ethnicity are all captured on the GVM. Disability is now going to be monitored and will be fed into 

the EIA. Further work is required to capture Police and partner activity, particular non-enforcement interventions. 

6

Urgently improve current Matrix processes to ensure personal data and information are stored, 

managed, shared, protected and transmitted safely and appropriately. Particularly completion of 

DPIA, who the Matrix is shared with outside of the MPS, any sharing is necessary and 

proportionate and implementing ICO recommendations

The GVM is hosted on a secure system, with effective controls on access and subject to regular audit. A Data 

Protection Impact Assessment (DPIA) is published on the MPS external website. This DPIA is regularly reviewed and 

updated. Work contniues to agree formal Data Sharing Agreement (DSA) to cover all sharing of information from 

the Gang Violence Matrix. Sharing of the GVM with partners has been stopped until the DSA has been signed off. 

This does not prevent sharing of information on a case-by-case basis, as allowed through statutory powers.

7

Improve transparency by producing plain English FAQs about how matrix works and purpose, sets 

out governance and oversight mechanisms the matrix is subject to, explains the training officers 

receive the helps implement the model, describes practical effect for an individual being on the 

Matrix, clarifies how information is shared and who with, explains how an individual is 

added/removed, describes how multi agency process works and describes the relationship 

between the Matrix and the response to serious Organised Crime.

The GVM website went live in February 2019. This hosts key documents including DPIA, legal mandate, some 

information about the matrix: why we have it, how it works and the benefits etc.  A list of frequently asked 

questions (FAQs) was added to the website in November 2019. Community Engagement strategy for the GVM is 

being led by the MPS Crime Prevention, Inclusion and Engagement team. DMC are producing a short video on the 

GVM which will be used on social media platforms and in key areas gangs are known to frequent to increase 

knowledge of the GVM. 

8

MOPAC will oversee implementation of these recommendations in this review by requiring the 

MPS to report annually on progress to MPS Ethics and Audit panels and publishing those reports 

and ensuring progress is reported to MOPAC / MPS Oversight Board.

MPS and MOPAC are in discussion about ongoing reporting and oversight arrangements.

9
MPS to consider whether lessons learned from this review are applicable of operation of and 

sharing of other operations tools.

The learning from the GVM work is informing Information governance across the MPS, in particular the 

new MPS Data Strategy.
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